Post-Quantum Cryptographic

Primitives

by
Wilson Abel Alberto Torres

A thesis submitted in total fulfillment for the
degree of Doctor of Philosophy

in the

Faculty of Information Technology
MONASH UNIVERSITY

September 2020


waalb1@student.monash.edu

Copyright notice

(© Wilson Abel Alberto Torres - 2020



MONASH UNIVERSITY

Abstract

Faculty of Information Technology

Doctor of Philosophy

by Wilson Abel Alberto Torres

The necessity of cybersecurity is becoming apparent as we grow increasingly de-
pendent on technology in our daily lives. cybersecurity allows us to protect our
digital information that is stored and transferred via the Internet. Because of this
growing dependence, this research project endeavours to design, construct and
evaluate new post-quantum cryptographic primitives that not only secure such
information against cyber attacks, but also protect it from the probable vulnera-

bilities that will emerge as a result of quantum computer technology.

To begin with, this thesis focuses on different variants of digital signatures such as
ring, linkable-ring and threshold signatures schemes. These new constructions are
then applied in a cryptocurrency protocol where further cryptographic techniques
such as homomorphic commitments, zero knowledge proofs and range proofs are
utilised to guarantee a high level of security. The results of the security evalua-
tion of these constructions and protocols show that they are secure in terms of

unforgeability, anonymity, linkability and non-slanderability.

A novel post-quantum Linkable Ring Signature scheme is first proposed, which
enables the public to verify if two or more signatures were generated by the same
signer, whilst still protecting the anonymity of this signer. The scheme achieves
unconditional anonymity and security guarantees with the lattice-based hardness
assumptions. The proposed scheme is generalised to be applied in a post-quantum
cryptocurrency protocol based on the Ring Confidential transaction RingCT, which
forms the foundation of the privacy-preserving protocol in any post-quantum se-

cure cryptocurrency such as Hcash.

In further research, this thesis presents an innovated Lattice-based Ring Confiden-

tial Transactions supporting Multiple-Input and Multiple-Output wallets. This
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construction is a fully functional underlying scheme for cryptocurrency applica-
tions. We extend the quantum resistant linkable ring signature scheme to support
these multiple transactions. The security model provides stronger security for bal-

ance and anonymity properties, including the use of a lattice-based range proof.

In the end, another new post-quantum cryptographic mechanism is introduced,
named the Lattice-based Linkable Ring Signature with Co-Signing, which offers
a distributed authorisation feature to protect electronic wallets. It also covers
a formal definition of a security model for this authorisation scheme, so accom-
plishes the security requirements to protect any privacy preserving applications
like the blockchain cryptocurrency protocols (including the RingCT). To address
key-generation security concerns, and to support compression of keys and signa-
tures, this proposal incorporates a distributed key generation along with a solid
public-key aggregation. Finally, we prove the security of this construction in the

random oracle model and the standard lattice-based hardness assumption.
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Chapter 1

Introduction

Cryptology, the science of secret writing, has existed for many years. Different
organisations including governments, businesses and the military use cryptology
to keep their communication secure against adversaries. Cryptology is divided
in two areas: cryptography which is concerned with the design of techniques to
encrypt information, and cryptanalysis which is related to the mechanisms used
to break such cryptographic techniques. Public-key (or asymmetric) cryptography
has become increasingly relevant to modern society, mainly in terms of securing
digital communications like the Internet. The main uses of this cryptographic

system are Encryption/Decryption, Digital Signatures and Key Exchange.

Digital Signature schemes, are analogous to real handwriting signatures, as they
have the same common goal of certifying the content of documents. However,

digital signatures are capable of providing stronger security guarantees in terms
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of authenticity, unforgeability, and non-repudiation [KL14, HPSS08]. These ad-
vantages make digital signatures practical and widely accepted in today’s digital
society. Digital signatures can be used, for instance, to certify documents, to au-
thenticate individuals and enterprises, or to be employed as a component of other
cryptographic protocols. They can also provide the foundation for Public Key
Infrastructure (PKI), where digital signatures are used in public-key certificates
and are implemented under the standard “X.509” [MMB17]. Certificates based
on this standard are developed in current network security applications including
Internet Protocol Security (IPSec), Transport Layer Security (TLS), Secure Shell
(SSH) and Secure/Multipurpose Internet Mail Extension (S/MIME) [MMB17].
In a higher abstraction, these tools are employed to protect Internet communica-
tion, Virtual Private Networks (VPN), intranets, software updates, the Internet of

Things (IoT) and sensitive data in different industries like healthcare and finance.

Digital Signature schemes have also represented the starting point of the develop-
ment of new cryptographic primitives. One of these primitives is the ring signature
scheme that was initially formalized in [RST01], where the authors defined it as
having members of a group who do not want to cooperate. This means that sign-
ers in this scheme will no longer have a manager who can eventually reveal their
identity, and thus the anonymity is unconditionally preserved. This approach was
considered a security improvement when compared with group signature schemes
[CVHOI1]|, where a group manager was part of the construction. A property called
“Linkability” was afterwards introduced to the ring signature scheme [LWWO04b],
which is known as a Linkable Ring Signature (LRS) scheme. This new feature en-
ables the public verifier to check whether two or more signatures are produced by
same signer whilst preserving his anonymity property. These types of signatures
enable practical privacy preserving applications, including cryptocurrencies, that

can anonymously prevent double spending.

Cryptocurrencies are applications that use virtual assets and cryptographic mech-
anisms to conduct e-commerce operations such as electronic payments or money
transfers. Those payments can be carried out among accounts or wallets, inde-

pendently of a central party [CELRI18|. This leads to some advantages like lower
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transaction fees, theft resistance and anonymous payments. The Ring Confiden-
tial Transaction (RingCT) [Noel5] is a cryptographic protocol that is employed by
Monero, which is one of the most popular cryptocurrencies to date. The RingCT
performs e-commerce operations in a decentralised network while maintaining
complete-anonymity of the parties involved in the transactions [CELR18]. In the
RingCT framework, complete-anonymity provides a remarkable advantage since

other cryptocurrencies, such as Bitcoin, are only pseudo-anonymous [KIKM14].

These schemes, nevertheless, are based on the integer factorization and dis-
crete logarithm assumptions, represented by Rivest, Shamir and Adleman (RSA)
[RSA78] and Elgamal [EIG84, Elg85] asymmetric public-key cryptosystems, re-
spectively. Conventional cryptographic schemes such as RSA, DSA and ECC,
whose security guarantees are based on mathematical assumptions like discrete
logarithm, factoring large numbers and /or number theory, are believed to be vul-
nerable with the onset of powerful quantum computers [Sho99]. This perceived
vulnerability has motivated researchers in the area of post-quantum cryptography
to construct approaches against these computers. Among the alternatives, lattice-
based cryptography has attracted the attention of this field due to its distinguish-
ing features and new applications. Algorithms based on this new lattice-based
primitive are efficient, simple and highly parallelizable and provide strong, provable

security guarantees under the worst-case hardness assumptions [MR09, CCJ*16].

Therefore, this thesis aims to design and evaluate new, compact and efficient post-
quantum cryptographic schemes that seek to overcome the presence of powerful
quantum computers. This research also focuses on the construction of linkable
and threshold ring signature schemes due to their capabilities in relevant applied

research cryptography, such as cryptocurrencies.
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1.1 Research Methodology

1.1.1 Research Questions

1. Main question: How to design and evaluate a post-quantum Linkable Ring

Signature scheme using lattice-based mathematical assumptions (such as

Ring-SIS or Module-SIS).
2. Sub-questions:
e Are the security assurances (unforgeability, anonymity, linkability and

non-slanderability) of this scheme guaranteed?

e Does this scheme provide better performance results compared to other

Linkable Ring Signature schemes?

e Can this Linkable Ring Signature scheme be extended to be securely

used in applications like cryptocurrencies?

e Can we design and incorporate particular functionalities in the proposed

Linkable Ring Signature scheme?

1.1.2 Research Objectives

The aims of this thesis are detailed as follows:

1. Design a post-quantum Linkable Ring Signature scheme that uses lattice-
based cryptographic assumptions (Ring-SIS and Module-SIS) in order to pro-

vide better security and performance assurances.

2. Analyse the security of the proposed schemes (in terms of unforgeability,

anonymity, linkability and non-slanderability) in order to guarantee reliabil-
ity.

3. FEwaluate the performance of the proposed cryptographic constructions and

optimise them.
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4. Construct a cryptocurrency protocol based on the Fxtended Linkable Ring
Signature scheme, and analyse its security properties (in terms of balance,

anonymity, and non-slanderability) and performance.

5. Design new authorisation functionality that can be incorporated into both
the previously devised Linkable Ring Signature and the cryptocurrency pro-

tocol.

1.1.3 Research Contributions

The main contribution of this thesis is the construction of practical post-quantum
cryptographic primitives using lattice-based cryptography that combine desirable
security, efficiency and functionality properties. The list of contributions of this

thesis is summarised as follows:

1. Design and construction of the first post-quantum linkable ring signature,
known as Lattice-based one-time Linkable Ring Signature (L2RS) along with
the security evaluation (in terms of unforgeability, anonymity, linkability and
non-slanderability) and performance analysis. This construction is a gen-
eralisation of the BLISS [DDLL13] scheme which is currently one of the
practical and secure lattice-based digital signatures. The L2RS provides un-
conditional anonymity as well as security guarantees under the hardness of
the Ring Short Integer Solution (Ring-SIS) standard lattice assumption. We
also devised and constructed a new cryptocurrency privacy-preserving pro-
tocol, called Lattice Ring Confidential transaction (LRCT). This protocol
employs the proposed post-quantum L2RS as a fundamental building block
along with a homomorphic commitment primitive to form the foundation
of any privacy-preserving protocols for blockchain cryptocurrencies, such as
Hcash. The first version of these novel schemes supports transactions from
Single-Input to Single-Output (SISO) wallets. These two contributions were
published in [ATSST18].
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2. Construction of the Multiple-Input Multiple-Output Lattice RingC'T v2.0
(MIMO.LRCT) cryptocurrency protocol which was extended from the pre-
vious L2RS and SISO.LRCT schemes [ATSST18]. This proposed construc-
tion supports multiple-input and multiple-output wallets in crytocurrency
transactions. The MIMO.LRCT inherits the post-quantum security guar-
antees from SISO.LRCT, which are the hardness of lattice mathematical
assumption (the Ring-SIS), and the unconditional anonymity. This newer
version enhances the LRCT’s security model, particularly the anonymity
and balance properties. In the case of anonymity, it includes analyses of
both user and amount privacy, contrary to another similar work [SALY17]
which only considered user anonymity. The balance security property now
includes the out-of-range attacks [BBB*18] and the security proofs which
were overlooked by previous RingCT’s proposal [ATSS*18, SALY17]. The
security analysis illustrates how to incorporate a lattice-based range proof
in the MIMO.LRCT protocol, which was a missing component in former pro-
posals [ATSST18, SALY17]. To begin with, this protocol deals with the
difficulties stemming from the imperfection of lattice-based zero-knowledge
proofs. To be more specific, the range proofs follow the approach based on
1-0f-2 OR-proofs, but our analysis shows that directly applying lattice-based
OR-proofs from [dPLNS17] does not provide soundness for the range proof.
This argument leads us to carefully select the challenge space, as we de-
scribe in Chapter 5. Although these challenges are smaller -in norm- than
the ones used in the OR-proofs, they are still larger than the challenges in
[LLNW18]. In this framework, we achieve a lower soundness error than the
previous lattice-based range proof as in [LLNW18]. Moreover, a thorough
concrete performance analysis of the MIMO.LRCT protocol is provided by
including this range proof analysis. Concrete bounds are applied to derive
preliminary scheme parameters for regular RingCT transactions that support
operations of 64-bit amounts along with fewer Multiple Input and Output
wallets. The work of this contribution was published in [ATKS*19].

3. Construction of the first post-quantum Multiple-Input Multiple-Output
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Lattice-based Linkable Ring Signature with Co-Signing (MIMO.L2RS-CS)
scheme, which can be adapted to a post-quantum cryptocurrency protocol
such as the LRCT [ATKS'19]. The L2RS-CS offers complete-anonymity, and
can support MIMO feature for transactions between wallets. The L2RS-CS
is built on top of the post-quantum LRS from [ATSST18] and integrates a
Distributed Key Generation (DKG) together with a solid public-key aggrega-
tion (in the post-quantum settings) which bring a high level of security and
compression for the cosigners’ keys. Additionally, we formalise another new
security model, called Linkable Ring Signature with Co-Signing (LRS-CS),
having a special combination of two Threshold Signature (TS) constructions,
the (Ngg-out-of-Neg)-TS and (1-out-of-w)-LRS schemes (which are used in
Monero [Alo18, GN18]). Although Threshold Ring Signatures (TRS) can
be seen as a combination of TS and RS schemes, it is a different type of
primitive to our proposed LRS-CS. Namely, in TRS any subset of ¢ out of
n signers can cooperate to generate a signature while hiding the signers’
subset. In contrast, under our LRS-CS model, there are w groups of N¢g
cosigners, so that all the Ngg signing keys within the signing group cooper-
ate to produce the signature while hiding the signers among the w groups.
Furthermore, in LRS-CS the Ngg cosigners interactively generate and share
a single public-key, whereas in TRS each cosigner has an individual public-
key generated with a non-interactive key-generation algorithm. Therefore,
LRS-CS can be viewed as a more specialised primitive than the TRS; how-
ever, one that suffices for RingCT authorisation and can also be implemented
with much shorter signatures than existing lattice-based TRS schemes, as we
demonstrate in the performance evaluation of our L2RS-CS scheme. The se-
curity of the L2RS-CS scheme is proven in the classical random oracle model
where the properties of unforgeability, linkability and non-slanderability are
demonstrated to be computationally secure from the standard lattice-based
Module-SIS hardness assumption. In terms of anonymity, we show that this

construction is unconditionally secure under the Leftover Hash Lemma (LHL)

[DDLL13].
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Table 1.1 provides a general description of the contributions of this thesis along

with its corresponding research objectives.

TABLE 1.1: Thesis Contributions

‘ Contribution ‘ Description Objectives
1 Construction of the L2RS with security and | 1, 2 and 3
performance evaluation
2 Construction  of  the  cryptocurrency | 4
SISO.LRCT as an application of the L2RS
3 Construction  of  the  cryptocurrency | 2, 3 and 4

MIMO.LRCT with security and perfor-
mance analyses

4 Construction of the MIMO.L2RR-CS with se- | 2, 3, and 5
curity and performance analyses

1.2 Outline of the thesis

The organisation of the remaining parts of this thesis are summarised as follows:

e Chapter 2 presents the literature review associated with the thesis’ objec-
tives. It reviews concepts of public key cryptography, post-quantum cryp-

tography and their applications to cryptocurrencies.

e Chapter 3 describes general definitions and notations that are employed

throughout this thesis.

e Chapter 4 illustrates the first cryptographic construction, the Lattice-based
Linkable Ring Signature (L2RS) with its corresponding security and perfor-
mance analyses. It also extends this initial proposal to a cryptocurrency

protocol that is called Lattice-based Ring Confidential Transaction (LRCT).

e Chapter 5 extends the initial L2RS and LRCT constructions. They now
support transfers from multiple input wallets to multiple output wallets.
It provides a comprehensive security analysis for a cryptocurrency protocol

that supports operations of 64-bits amounts.
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e Chapter 6 shows how we modified the L2RS to incorporate an authorisa-
tion functionality which uses threshold signatures. Under this functionality,

several co-signers interact to generate a signature.

e Chapter 7 provides the conclusion of this thesis and possibilities of future

research.



Chapter 2

Literature Review

Cryptography is the area of computer science which is responsible for protecting
private information and communications. We can easily observe how it is used in
many aspects of our daily lives. For instance, when we log onto our personal com-
puters or email accounts, our passwords are protected by one-way hash functions.
Moreover, multiple applications exploit the public-key cryptography to devise and
implement several protocols, like digital certificates to protect our online finan-
cial transactions. Another example of applied cryptography includes blockchain
and cryptocurrencies where the user’s privacy is preserved during a transaction.
On the other hand, classical computers were invented more than 70 years ago.
Since then, many improvements have been proposed to speed up their hardware
resources. Different technologies of advanced computation have been investigated
to achieve such optimisations. Quantum computing will likely be one of those

technologies that perform faster computations by far. Unfortunately, classical

10
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cryptography would be vulnerable in the event of powerful quantum computers
becoming practical because they would break the hardness of the mathematical as-
sumptions which are used to secure many cryptographic applications. Therefore,
this chapter will delve into the significant background of cryptography, certain

applications to digital currency, and the threat of quantum attacks.

We start firstly by defining cryptographic digital signature schemes, in Section 2.1.
In Section 2.2, several extensions based on digital signatures, that is, the group
and ring signature schemes, are discussed. Then, linkable ring signatures are then
introduced in Section 2.3. The discussion of the quantum attacks on classical cryp-
tography is demonstrated in Section 2.4, where then lattice-based cryptography
(Section 2.5) is presumed to be a promising solution to that threat. In Section
2.6, cryptocurrencies are studied to understand how linkable ring signatures are
employed to provide security to such applications. Threshold-signature primitives
are reviewed in Section 2.7, which are important in cryptocurrencies since they
enable an extra layer security for the transaction of wallets. Finally, the chapter

concludes with a summary in Section 2.8.

2.1 Digital Signature — Conventional Ap-

proaches

Public-key (or asymmetric) cryptography has become increasingly relevant to
modern society, mainly in terms of securing digital communications like the In-
ternet. The main uses of this cryptographic system are: Encryption/Decryp-
tion, Digital Signatures and Key Exchange. Digital Signature schemes, are anal-
ogous to real handwriting signatures, as they have the same common goal of
certifying the content of documents. However, digital signatures are capable of
providing stronger security guarantees in terms of authenticity, unforgeability,
non-repudiation, public verifiability, transferability and, perhaps in some cases,
anonymity [KL14, HPSS08]. These characteristics make digital signatures practi-
cal and widely accepted in today’s digital society.
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Digital signatures can be used to certify documents, to authenticate individu-
als and enterprises and as a component of other cryptographic protocols. They
can also provide the foundation for public-key cryptography, where these digital
signatures are used in public-key certificates and are widely accepted under sev-
eral international standards, such as the X.509 [MMB17]. Certificates based on
this standard are implemented in current network security applications including
Internet Protocol Security (IPSec), Transport Layer Security (TLS), Secure Shell
(SSH) and Secure/Multipurpose Internet Mail Extension (S/MIME) [MMB17]. In
a higher abstraction, these tools can be used to protect Internet communication,
Virtual Private Networks (VPN) and intranets, software updates, the Internet of

Things (IoT) and sensitive data in industries like healthcare and finance.

The concept of a Digital Signature was proposed (1976) in [DH76], where it was de-
scribed that every user who has a couple of keys, Private-Key denoted as “Pr-Key”
(a.k.a. secret or signing key) and Public-Key “Pub-Key” (a.k.a. verification key),
will only publish their “Pub-Key”. The digital signature o is then generated based
on the message p and the signer’s “Pr-Key”, and ultimately it will be verified by
anyone who knows the signer’s “Pub-Key”. A successful verification signature
means that a third party approves the authenticity of the message p. Figure 2.1
illustrates the concept of digital signatures where Alice plays the role of a signer
and Bob plays the roles of the verifier. The security of such signatures is usually

guaranteed on certain mathematical hardness assumptions.

This digital signature idea was later made practical by Rivest, Shamir and Adle-
man (RSA) in [RSAT78], where the security of this RSA cryptographic scheme
relied on the hardness of the Integer Factorization Problem (IFP). More precisely,
the RSA public key is a product (n = pq) of two secret, large prime numbers p and
q, and the security relies on finding the factors p and ¢ of n. This RSA signature
scheme has three Probabilistic Polynomial Time (PPT) algorithms:

1. Key generation “KeyGen”: this algorithm creates the pair of keys,
“Pub-Key”: (n,e) and “Pr-Key”: d. This algorithm depends on the se-

curity parameter A (the number of bits in n), which is the input of this
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FicUre 2.1: Digital Signature Idea

(’? Hardness Assumptions:
: IFP or DLP

SECURITY
GUARANTEE

# Secure | https:/fwww.

Authenticity
Non-repudiation
Transferability
Public-verifiability

Sl
Unforgeability f

g Alice's Pub-Key
e

Bob

A NENE NN

Alice’s Pub-Key Alice’s Pr-Key Bob's Pub-Key Bob's Pr-Key

algorithm.

2. Signing “Sign”: in this algorithm, the sender will generate a signature o
based on a message i, 0 < u < n. It is computed as ¢ = p¢ mod n, and

(o, 1) will be sent to the recipient.

3. Verification “Ver”: the recipient verifies the message p’s authenticity by
checking p ~ 5¢ mod n. This is a deterministic algorithm as it only outputs

accept or reject.

Another well-known digital signature scheme Elgamal was proposed in [EIG84,
Elg85]. Its security is based on the hardness of the Discrete Logarithm Problem
(DLP), which is the difficulty of finding an exponent x such that y = ¢* mod p
where y, ¢ and p are given. Some variants of this scheme were later proposed,
like the Digital Signature Algorithm (DSA) and the Digital Signature Standard
(DSS) [KG13]. This scheme also has three main algorithms, which are described

as follows:

1. KeyGen: given a security parameter A, a pair of keys are generated by the
sender, the “Pub-Key”: (p,g,y) and the “Pr-Key”: z, where p is a prime,
g is a primitive root modulo p, x <= U(Z;*), where U(Z,*) is a uniform

distribution over Z,* and y = ¢* mod p.
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2. Sign: a message p, where 0 < p < p, is signed by the sender by choosing a
random k, where 1 < k < p—2 satisfying ged(k,p—1) = 1. Then, the sender
computes o; = ¢g* mod p and oy = k~(u — xoy) mod p — 1. The signature

o of the message p is (01, 09).

3. Ver: any potential verifier checks 0 < 07 < g and 0 < 05 < ¢, then computes

1

w=o0y"" modp,u; =p-w modp, ug =0y -w mod p, and v = g** - (y")

mod p. The signature o is authentic iff v = oy.

The security of Digital Signatures is said to be computationally secure, meaning
that these schemes cannot be secure against an adversary who has both unlimited
time and unlimited computational power [Kat10]. In this situation, the attacker,
who has the victim’s “Pub-Key”, will try all possible values of the signature o
by using the verification algorithm. The signature o will ultimately be forged
when the adversary has found one ¢’ that satisfies the verification test of the
message . This level of security also implies that a digital signature scheme cannot
even be perfectly secure against a weak adversary: an attacker, even without
knowing a victim’s “Pub-Key”, can randomly forge a signature o with negligible
probability. Nevertheless, having a computationally secure notion will ensure that
it is impossible to forge a signature scheme except with a small or negligible
probability for any efficient adversary or with a PPT algorithm [Kat10], where the
running time is measured based on the security parameter X\. The larger the A,
the more secure the signature scheme. Hence, in digital signatures schemes, the
security relies on hardness assumptions, such as the IFP with RSA and DLP with
Elgamal. The hardness assumptions of the current and practical digital signatures,

which are based on classical cryptography, are briefly described in Table 2.1 below.

The security analysis and requirements of digital signature schemes were formally
proposed in [GMRS8], providing a definition of attack models (as Table 2.2) as
well as how an adversary might be successful in breaking digital signature schemes
(as in Table 2.3). In this explanation, the legitimate signer is denoted as ¢ and

the adversary as A. We can say that this analysis provides an upper—layer security
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TABLE 2.1: Summary of Digital Signature Schemes

’ Digital Signature Schemes ‘ Hardness Assumption

Plain RSA - (1978) [RSAT78]; RSA- IFP

FDH - (1993) [BR93, BRI6]

Elgamal — (1984) [E1G84, Elg85] DLP

DSA — (1991) [KG13] DLP

Schnorr — (1989) [Sch89, Sch91] DLP

DSS/ECDSA (Elliptive Curve DS Al- DLP

gorithm) — (2013) [KG13]

of digital signature schemes where the interaction between U and A is evaluated,

guaranteeing that signatures are not forged.

TABLE 2.2: Digital Signature Attacks Models

Digital Signature
Attacks

Key-Only (KO) A only knows U’s Pub-Key.

Besides knowing U’s Pub-Key, A has a
Known Message (KM) | collection of U’s message-signatures pairs:
(:ula 01)7 c (:utv Ut)'

A chooses a list of messages (p1, . . . p) that is
Generic Chosen Mes- | independent of U’s Pub-Key prior to attempt
sage (GCM) in breaking ’s DS. Under these conditions,
A creates valid U’s DS (w1, 01), ..., (i, 01).
This differs from a GCM attack in that the
list of messages is chosen after knowing U’s

Description

Directed Chosen Mes-

sage (DCM) Pub-Key but before any signatures are seen.
sage (ACM) & & p P Y

obtained message—signature pairs.

TABLE 2.3: Success at Breaking a Digital Signature Scheme

Dlgltal. Signature Description

Forgeries

Total break A is able to recover U’s Pri-Key.

Universal forgery A is able to forge the o of any pu.

Selective forgery A can forge a o for a particular message cho-
sen by A

Existential forgery A can forge a o of at least one message whose
signature was not already seen.

After analyzing the security of digital signatures, it is emphasized that their foun-

dational schemes are computationally secure. In the case of the RSA and Elgamal
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schemes, they will be completely broken if an adversary solves the factoring as-
sumptions and the DLP, respectively. Furthermore, standard digital signatures
have served as a reference point to devise new cryptographic schemes such as

group, ring, and linkable ring signatures.

2.2 Group and Ring Signatures

A new type of signature, introduced as a proof of knowledge in [CVH91], aims to
create a digital signature scheme based on a group of individuals. This construc-
tion, is known as the Group Signature scheme (see Figure 2.2), has the following

properties:

e Individuals who belong to this group can create signatures.

e A group signature can be verified by public users without revealing the iden-

tity of the individual who signed the signature.

e In case of disputes, there exists a Group Manager (GM) who is capable of

disclosing the identity of the signer, to handle and resolve the situation.

FIGURE 2.2: Group Signature Idea

v Authenticity
v" Non-repudiation
v Transferability
v Public-verifiability
v Unforgeability
v Anonymity but ... GM
O—r
Group's Pub-Key
G—r
User's Pr-Key

‘fg
Bob
O—
Group’s Pub-Key

An initial setup is defined to allow the group manager to control the group’s mem-

bership and generate the signing keys of the group members (w members as in
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Figure 2.2) [CVH91]. Beyond the security guarantees of standard digital signature
schemes, a group signature scheme provides anonymity and unlinkability of the
group signer. This means that it is computationally difficult to disclose the group
signer’s identity (except for the group manager) and that it is computationally
infeasible to decide whether two signatures were signed by the same signer. This
cryptographic scheme has a wide range of applications like electronic voting, elec-
tronic auctions and electronic cash systems [CVH91]. However, as the scheme is
bundled to the group manager, some issues may arise in efficiency and security
[RSTO1]. For instance, it may require a large number of interactions between the
group manager and the group members to manage the group, to create signatures
and to solve disputes. Furthermore, if the group manager is targeted by an at-
tacker, the whole scheme might be compromised since the anonymity property

could be broken.

The notion of Ring Signature schemes was formally proposed in [RST01, RST06]
as another cryptographic primitive based on group signatures, where the term ring
defines an ad-hoc network and the possible set of signers. Figure 2.3 provides a
brief illustration of this idea. Under the assumption that this scheme must have
a standard digital signature scheme like RSA, the main differences in comparison

with the standard group signatures are that

e There is no group manager, and therefore, there are no procedures for man-
aging prearranged groups like setting, changing and deleting them. This also
implies that the anonymity of the group’s signer can be unconditionally or

computationally preserved unless the signer reveals its identity.

e There is no key distribution among the members of the group, so groups
can be formed spontaneously. This indicates that independent public key

schemes with different signatures and key sizes can be used.

e The Group Signature scheme is useful when members of the group want
to cooperate to generate the signature, whereas this is not a necessity for

members in a Ring Signature scheme.
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FI1GURE 2.3: Ring Signature Idea
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The construction of the Ring Signature scheme also has three PPT algorithms: Key
Generation (KeyGen), Ring Signature Generation (RingSign) and Ring Signature
Verification (RingVer).

1. (KeyGen): given the security parameter A, the pair of keys (Pub-Key,
Pr-Key) are generated by each member of the group or ring. The (Pub-Key)

of the ring signer can also be obtained from a PKI directory or a certificate.

2. (RingSign): a signer m out of w members generates the signature o <«
RingSign(Pr-Key,_, i, L), where Pr-Key, represents the signer’s private-key,
the message p € {0,1}* and the list L contains the public keys of the ring
signatures’ members L = {Pub-Key,, Pub-Key,, Pub-Keys,, ..., Pub-key, }.

3. (RingVer): this deterministic algorithm verifies (u, o) with respect to the

list L and outputs: accept or reject.

Several generalisations of the Ring Signature scheme have been developed. These
include Threshold Ring Signature [BSS02], Prozy Ring Signature [ZSNLO4], Con-
ditionally Anonymous Ring Signature [LLM™07] and Ring Signcryption [HZWO06].
A primay focus of this research is on a particular extension of this ring signature
scheme called Linkable Ring Signature, which has been applied in scenarios like

cryptocurrency [Noel5] and e-voting [LWWO04b].
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2.3 Linkable Ring Signature

The linkability property of Ring Signatures allows one to detect if two signatures
have been generated by the same signer (using the same private key) whilst still
preserving their anonymity. The first proposal was introduced in [LWW04b] with
the name Linkable Spontaneous Anonymous Group Signatures (LSAG), where the
scheme was proved to be secure under the discrete logarithm assumptions and
the Random Oracle Model (ROM). The idea is represented in Figure 2.4. In
comparison with previous unlinkable ring signature schemes, this adds a PPT
algorithm to verify the linkability property. In doing so, it uses a label that is
attached to each signature ¢ and consists of hiding the identity of the signer
by using a cryptographic hash function modeled as a random oracle. The label is
then used by a deterministic linkable algorithm to anonymously check whether two
valid signatures have identical label or not. If the label is identical, it means that
a signer has created two signatures. This particular feature opens the possibility

of many practical scenarios [LWWO04b, LAH*14, TW05]. For example:

e Cryptocurrency: to prevent double spending while preserving the
anonymity of the miner. In fact, this approach is being used in the Monero

software application [Noel5].

e E-voting: to discard duplicate votes from an anonymous person (double-

voting).
e E-survey: to detect double submissions of any pseudonymous responder.
e Ad-hoc networks: to provide anonymous authentication.
e Access control: to anonymously verify how many times a file/directory is

accessed either on-premises or in cloud storage.

The security of most of the current Linkable Ring Signatures relies on classical
cryptographic mathematical assumptions (DLP and IFP). A brief summary of these

schemes is given in Table 2.4.
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F1GURE 2.4: Linkable Ring Signature Idea
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TABLE 2.4: Linkable Ring Signature Schemes — Hardness Assumptions

Linkable Ring Signature Schemes | Hardness Assumption

Au et al. [ACST06, ALSYO07] IFP
Au et al. [ALSY06] DLP
Fujisaki et al. [FS07, Fujll] DLP
Liu et al. [LSW06, LWLWO06, DLP
LWWO04b, LW05a, LASZ14]

Tsang et al. [TWO05, TALT10] IFP
Yuen et al. [YLAT13] IFP
Zheng et al. [ZLCLO7] DLP

There are still some research directions on these Linkable Ring Signatures schemes

that were initially discussed in [LWW04b], including

To construct a scheme that provides unconditional anonymity.

To construct a scheme using different hardness assumptions.

To devise shorter and more efficient schemes.

To apply the linkable ring signature in more scalable applications like e-

voting and/or cryptocurrency.

This thesis investigates the design of post-quantum secure linkable ring signatures
and their variants, in particular, using lattice-based cryptography, which is be-

lieved to have potential in addressing the aforementioned problems. Thus, the



Chapter 2: Literature Review 21

next section will discuss post-quantum cryptography, which could stand against
adversarial quantum technology. In addition, it turns out that some of these
post-quantum algorithms provide practical performance results as well as new

cryptographic applications.

2.4 The Art of Quantum Computing

This literature review has shown how classical cryptography has become relevant
for computer, network and Internet security, where public-key algorithms are being
used as strong protection against certain cyber-attacks. Those algorithms, which
were previously discussed (see Table 2.1 and Table 2.4), rely upon computational
problems (integer factorization and discrete logarithm) that are conjectured to be
intractable or infeasible with any realistic amount of computational resources. The
main security idea of these algorithms, sometimes called one-way functions, is that

they are relatively easy to compute but extremely difficult to reverse [KL14].

However, a new physical paradigm for computing, Quantum Computing, is believed
to pose a threat to these cryptographic algorithms. In 1994, Shor showed in
Polynomial-time algorithms for prime factorization and discrete logarithms on a
quantum computer [Sho99] how these computers can exploit quantum mechanics to
significantly speed up certain computations, efficiently solving those mathematical
problems that are associated with the security of classical public-key cryptography.
As a result, it was claimed that a powerful quantum computer would utterly

jeopardize the security of public-key algorithms.

In 1996, Grover devised a quantum algorithm [GK96] that sped up the search in an
unordered database, showing that it also posed a threat to symmetric algorithms
[CCJT16] like Triple Data Encryption Standard (3-DES), Advanced Encryption
Standard (AES) and Hash functions (SHA2 and SHA3). Symmetric algorithms
can overcome this problem by doubling the key sizes and increasing the output
(in the case of hash functions), but this situation will not be the same with clas-

sical public-key algorithms, where alternative foundations will be sorely needed.
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Although there is not yet nowadays a practical powerful quantum computer in
operation, scientists and experts predict that one will be built within 20 years
[CCJT16]. This indicates that all the schemes (including the Linkable Ring Sig-
natures scheme; see Table 2.4) based on these mathematical foundations will be
unusable with the onset of quantum computers. Table 2.5 illustrates, based on
[CCJT16, BL17a], how a large-scale quantum computer would impact the classical

public-key cryptography.

TABLE 2.5: Impact of Quantum Computing on Classical Public-key Cryptog-

raphy
Hardness Assump- Tmpact B
Digital Signature Schemes tion P~ | Shor’s Algo-
rithm
Plain RSA — (1978) [RSATS[;
RSA-FDH - (1993) [BR93, BR9G] | " Broken
Elgamal — (1984) [E1G84, Elg85] | DLP Broken
DSA — (1991) [KG13] DLP Broken
Schnorr — (1989) [Sch89, Sch91] | DLP Broken
DSS/ECDSA (Elliptive Curve DS
Algorithm) — (2013) [KG13] bLP Broken

Since Shor’s discovery, industry and academia have focused their research on
the practicability of scalable quantum computers, mainly to exploit their unde-
niable capabilities. For example, this type of computer can efficiently process
large amounts of information in parallel [BLM17, CCJ16]. This situation has
led to a new area in the field of cryptography called post-quantum cryptography,
aimed at constructing new cryptographic algorithms that are intractable even in
the presence of powerful quantum computers. Among the current post-quantum
cryptographic proposals (see Table 2.6 based on [CCJ 16, BL17b, BL17a]), lattice-
based cryptography has attracted attention within the cryptographic community.
It is one of the most promising candidates to be standardized as a post-quantum
cryptography solution due to its efficiency, parallelism, and believed security guar-
antees like resistance against quantum attacks [Laul7, MRO09]. Lattices also of-
fer a strong security assurance under the assumed worst-case hardness of lattice

problems, which is significantly better than the assumed average-case hardness of
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other cryptographic constructions. Besides the basic primitive schemes (Encryp-

tion, Digital Signatures and Key Exchange), lattice-based cryptography provides

several new advanced and powerful constructions like Fully Homomorphic Encryp-
tion (FHE) [Go09] (with some applications [TBS14, ATBS15]), Multilinear Maps
[GGH13], Identity-Base Encryption (IBE) [ABB10], Attribute-Based Encryption
(ABE) [Boy13], Functional Encryption [BSW11] and Obfuscation [GGH*16]. The

next section will define lattices and explain how they are applied in cryptography.

TABLE 2.6: Post-Quantum Cryptographic Algorithms

Post-
Quantum
Primitive

Advantages

Disadvantages

Lattice-based

New applications like Fully Ho-
momorphic Encryption (FHE);
relatively simple and efficient
implementations; parallelism;
strong security guarantees.

Difficulty in  provid-
ing precise estimates
to secure some lattice
schemes; issues in per-
formance make some
schemes impractical, like
FHE.

Very short signatures; efficient

Very large public key
sizes; inefficient signing

Code-based A . process; there is not a
verification process.
current scheme that over-
come these issues.
Multivariate More successful in Digital Signa- | Some proposed schemes
polynomial tures. are broken.

Hash-based sig-
natures

Requires only hash functions to
be secure; flexible as these signa-
tures can be instantiated with any
hash function. Hash-based sig-
natures are classified as stateful
and stateless. In the former, af-
ter each signature generation, the
state (or the secret key) is up-
dated, whereas in the latter, it
does not require this update pro-
cess, which make the implemen-
tation easier.

The signer must keep the
record of previous signa-
tures; any error will lead
to insecurity; large signa-
ture size.

Isogenies on
Supersingular
Elliptic Curves

Computations can be paral-

lelized.

Signing and verification
processes are slow.
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2.5 Lattice-based Cryptography

Lattices were initially investigated by the mathematicians Gauss, Hermite and
Minkowski during the 19th century. Then, in the late 20th century, several com-
putational aspects were investigated, resulting in certain classical cryptographic al-
gorithms being broken [Po16]. During this time a number of important discoveries
in this area were made, such as: the Lenstra-Lenstra-Lovdsz (LLL) basis-reduction
algorithm in 1982 [LLL&2|; and Ajtai’s worst-case to average-case security reduc-
tion for lattices in 1996 [Ajt96], which yielded the first lattice-based cryptographic
function. In 1997, the first public-key encryption scheme based on lattices was de-
vised by Ajtai and Dwork [AD97]. During this year, the Goldreich, Goldwasser and
Halevi (GGH) public-key encryption and digital signature schemes were also pro-
posed [GGHI7]; and in 1998, the NTRU public-key cryptosystem scheme [HPS98|,
which used polynomial rings was also constructed. Following these proposals, a
few improvements in Ajtai’s schemes were carried out by Micciancio and Regev
in [MRO09], introducing new methods of analysis over lattices, such as Gaussian
measures and harmonic analysis, which were relevant for the design and analysis
of lattice-based cryptographic schemes. Afterwards, lattices began to be used in
designing new cryptography schemes, which to some extent were implemented to
overcome the quantum computing paradigm and also to construct new types of
schemes in cryptography. Table 2.7 shows a brief comparison between this post-

quantum lattice primitive and classical public-key cryptography.

TABLE 2.7: Comparison of Lattice-Based and Classical Cryptography

Classical Public-key Cryp-

Lattice-Based Cryptography tography

Security based on a worst-case
problem.

Security based on an average-case
problem.

Based on hardness of lattice prob-
lems.

Based on factoring, DLPs.

Still not broken by quantum algo-
rithms.

Broken by quantum algorithms.

Simple computation: Additions

and multiplication.

Requires modular exponentia-

tion.
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FIGURE 2.5: A non-full-rank lattice with basis vector (1, 1) (taken from [Vaill])

2.5.1 Definition

A lattice is a geometric object that can be defined as a periodic grid of discrete
points in n-dimensional real space R™. Mathematically, a lattice is the set of all
integer combinations. Given n linearly independent vectors {by,...,b,} € R™,
where these vectors are also known as a basis of the lattice, a lattice is therefore

generated as:

E(bl,,bn)d:ef{Z:czbl\xlEZforlgzgn}

=1

In the lattice, n and m define the rank and the dimension respectively, and n < m.
A lattice is called full-rank (see Figure 2.5) when n = m; otherwise the lattice is
non-full-rank (see Figure 2.6). The basis of a lattice can be represented by a
matrix B = [by...b,] € R™™. Hence, using this matrix notation, where Bx

is the matrix-vector multiplication, a lattice can also be represented as L£(B) gef

{Bx | xeZ"}.
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FIGURE 2.6: The lattice Z? with basis vectors (0,1) and (1,0) (taken from
[Vaill))

The concept of unimodular matrix U € Z™*™ (integer square matrix with deter-
minant £1) is used to generate an infinite number of different bases for a lattice.
This means that if B is the basis of a lattice £(B) then BU is the basis for £(B)
for any unimodular matrix U. Using multiple bases Bs in a lattice is a relevant
concept that can be applied in cryptography [MR09]. Algebraically, the determi-
nant is used to prove that the absolute value of the determinant basis B is equal
to the volume of the pararallelpiped generated by the basis vectors of the lattice
L(B): det(L£(B)) = |det(B)|. Geometrically, it corresponds to the inverse of the
density of the lattice points in R™, and to prove that the basis belongs to the lat-
tice, the notion of the fundamental parallelepiped is used to calculate this density
[Vaill]. A dual lattice is defined as L(B)* & {y|(x,y) € Z,vx € L(B)}. In this
case, L(B)* is the set of vectors y satisfying (x,y) € Z" for all vectors x € L(B).
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2.5.2 q-ary Lattices

The class of g-ary lattices £ satisfies the relation ¢Z" C £ C Z" for an integer
¢, which means that the vector x € L is determined by x mod ¢. These lattices
have one-to-one correspondence with linear codes in Zy. This means that, given a
matrix A € Zy*™, for some integers ¢, m and n, two m-dimensional q-ary lattices

can be defined as:

L,(A)={yeZ":y=A"smod q for some s € Z"},

L;(A)={yeZ": Ay =0mod g}.

These g-ary lattices are dual to each other:

2.5.3 Cyclic Lattices

The cyclic lattices were introduced in [Mic07] to improve the efficiency of previous
lattice-based cryptographic functions by replacing the general matrices by others
with a special structure. Under this technique a lattice £(A) with a matrix A €
2™ can be replaced by a block matrix of the form A = [A®) | JA(m/)],
having each block AM) € Zy™" as a circulated matrix. This means that each block
rotates the coordinates of the A™M’s first column cyclically. Cyclic lattices brings
improvements in storage and running time since the entire matrix is now replaced
by this circulated matrix. In terms of storage, it now stores only the first column
of the matrix (needed only m elements) rather than storing the entire matrix
(with nm elements). This result is similar for the running time with O(m) after
employing this technique. Cyclic lattices still provide a high level of security since

some studies assume that solving lattice problems on these types lattices is as hard
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as the general lattices case [Mic07]|. Although, this improvement was shown to be
used in one-way functions, is not sufficient for other more useful cryptographic

primitives, like collision resistant hash functions.

2.5.4 Ideal Lattices

Extending the cyclic lattices idea, further studies were carried out to create efficient
constructions based on the worst-case assumptions. For instance, in [LMO06], it
demonstrated how to design collision resistant hash functions, using a standard
lattice problems for a new type called ideal lattices of certain polynomial rings.

This new variant of lattices is defined in [LMO06] as:

Definition 2.1 (Ideal Lattices). An ideal lattice is an integer lattice £L(B) C Z,
such that £L(B) = {g mod f : g € I} for some monic polynomial f of degree n
and ideal I C Z[z|/f, where f are:

e Polynomial f(x) should be monic polynomial, which means that the coeffi-
cient of the largest power of x is 1.

e Polynomial f(z) should be irreducible, which means that an ideal lattice of

the ring Z[z]/f defines a full-rank lattice in Z™.

e The ring norm ||g||;* is not much bigger than ||g|/ for any polynomial
g. That is, the smaller the ratio ||g||s/||g|loc, the harder it is to break the

function.

2.5.5 Computational Problems

The lattice computational problems are defined based on [MR09, Po16]:

1. Shortest Vector Problem (SVP): given a basis B € Z™*", the challenge

is to find the shortest non-zero vector t in the lattice £(B) with |v|| =

n the ring Z[z]/f with infinitive norm ||(g+ )|l = [l¢g mod f||e, the || ||; is a norm that
does not depend on the choice of g [LMOG].
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A1 (L). Whereas the A\ (L) denotes the minimum distance of a lattice which
is the length of a shortest nonzero lattice vector, || - || commonly denotes the

Euclidean norm.

2. Approximate version of SVP (SVP,): given a basis a lattice B € Z™*" of
an n-dimensional lattice £ = £(B), find a nonzero vector v € £ such that
VIl < ~v(n)-A1(L£). This means that it outputs the length of a lattice vector
which is at most some approximation factor v(n) times the length of the

shortest nonzero vector with n being the dimension of the lattice.

3. Decisional Approximate SVP (GapSV P,): given the basis of a lattice B €
Z™ " of an n-dimensional lattice £ = £(B) and A(£) as the norm of the
shortest non-zero vector of the lattice, it determines which is the case: (1)
A (L) < 1or(2) \(L) > v(n), where v(n) is the approximation factor v > 1

and is typically taken to be a function of the lattice dimension.

4. Closest Vector Problem (CVP): given the basis of a lattice B € Z™*™ and
a target vector t, which is not necessarily in the lattice, the challenge is to
find the lattice point v € L£L(B) closest to the target t with respect to a given

norm.

5. Approximate version of CVP (CVP,): it is a problem that with input B €
Z™" and t € Z™, it returns x € L£(B) such that for all y € L(B)||x — t|| <

Yy = tl-

6. Shortest Independent Vectors Problem (SIVP): given the basis of a lattice
B € Z™*™, the problem consists of finding n linearly independent vectors S =
[81,...8n],Vs; € L(B), such that the maximum norm vector s; is minimum:

IS]] = max; [|s;].

In lattice-based cryptography, the approximation factor (denoted by 7), is used to
treat the lattice problems SVP, CVP and SIVP. More precisely, SVP, indicates
that the challenge is to find a vector whose norm is at most + times that of the

shortest nonzero vector. The most common norm used in these problems is the
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Euclidean norm ||x||s = /> ., 27 [Pei08]. Computationally efficient solutions
might be found in these problems if a lattice is in dimension 1, 2 or 3, where
basic mathematical tools such as Gaussian elimination can be used. However,
it is believed the complexity increases, and it becomes computationally difficult,
even for the power of quantum algorithms, when lattice-based cryptography uses
higher dimensions of 100 or above [Reg04, HPSS08]. This is, in fact that LLL can
solve SVP, in poly(n) time for gamma exponential in n, but despite many years
of research since the LLL algorithm was published in the 1980s, the best known
algorithms for SVP, and C'VP, for v = poly(n) have running time exponential in

n, which is the lattice dimension.

2.5.6 Discrete Gaussian Distribution

Discrete Gaussian distribution is believed to be crucial in the development of
lattice-based cryptographic constructions since it is used to proved certain lattice

problems. This notion is defined as:

Definition 2.2 ([Pol6]). For any positive integer n and real s > 0, which is taken
to be s = 1 when omitted, define the Gaussian function p, : R" — R" of parameter

or width s as p,(x) := exp (—7||x||?/s?) = p(x/s).

2.5.7 Foundations

In this section, it is explained the main average-case problems, the Short Integer
Solution (SIS) problem and the Learning With Errors (LWE), and their variants
over mathematical rings. These problems turn out to be fundamental in the con-

struction of lattice-based cryptosystems.

e Short Integer Solution (SIS) problem: Discovered by Ajtai [Ajt96], this serves
as the foundation of schemes such as one-way functions, collision-resistant
hash functions and digital signatures. A formal definition of the SIS, ;.

problem, as stated in [Po16], is that the columns of the matrix A € Ly*™ are
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formed given m uniformly random vectors a; € Zg. The challenge is to find
a nonzero integer vector z € Z™ of norm ||z|| < 8 such that Az =) a;z; =
0 € Z7;. This problem can be represented as an average-case SVPg on g-ary
m-dimensional integer lattices: £, (A) :={z € Z™ : Az =0 mod ¢}. In
other words, this problem tries to find a sufficiently short nonzero vector
in Ej(A), where A is chosen to be uniformly random [Pol6, LS15]. Ajtai
shows in [Ajt96] that SIS is at least as hard as approximating several worst-
case lattice problems, such as GapSVP. The function z — A * z is typically
a many-to-one and not reversible, which means that it cannot be used in

encryption algorithms, as the reverse property is needed.

e Learning With Errors (LWE) problem: This scheme was introduced by Regev
in [Regl0] (2005). It was shown that this problem is as hard to solve as sev-
eral worst-case lattice problems and therefore, some cryptographic schemes
have based their security under this assumption. The main idea of this prob-
lem is to recover a secret s € Zy, given a set of approzimate random linear
equations on s, where each equation is corrected up to some small additive
error. If there is no error, it would be trivial to solve the equations to get s by
using mathematical techniques such as Gaussian elimination in polynomial
time. However, the problem becomes complex once the error is introduced
which makes Gaussian elimination techniques fail. Based on this discussion,
it can be said that the LWE obtains hardness based on worst-case lattice
problems. The LWE problem, in turn, is at least as hard as approximating
the standard lattice problems SIVP and decision-LWE problem of the short-
est vector problem GapSVP in the worst case. Thus, the LWE problem is
also said to be difficult even for quantum computing attack [BLP*13]. In
addition, LWE is attractive, as it typically leads to efficient implementations

involving low-complexity operations such as additions and multiplications.

In the LWE problem, n and q are positive integers. The y € Z is taken to be
a discrete Gaussian distribution (error distribution) with width aqg for some

a < 1. For a secret vector s € Zy, the LWE distribution A, € Zj X Z; is
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sampled by choosing a € Z; uniformly at random, choosing e - x, and the

output is: (a,b = (s,a) + e mod q).

Two variants of the LWE are defined: the search-LWE (to find a secret given
LWE samples) and decision-LWE (to distinguish between random and LWE

samples); a precise definition is as follows:

1. Search-LWE ;,  m problem: For uniformly random s € Zj, given m

independent samples (a;, b;) from A, 5, find s.

2. Decision-LWE, ,,  ,» problem: Distinguish with non-negligible advan-
tage between two cases: (1) given m independent samples (a;, b;) from
A, s, for a uniformly random s € Ly or (2) the uniform distribution

on pairs (a;, b;).

e Ring SIS (R-SIS) problem: This construction was introduced by Micciancio
in [Mic07] and is an analogue of the SIS problem described above. This Ring
refers to the mathematical structure and differs from the Ring Signature
scheme that was discussed in Section 2.2. This problem is parameterized with
the ring R, which is a degree-n polynomial ring of the form R = Z[X]/(f( X)),
where f(X) can be either X" +1 or X2 +1. We let R, = R/qR. Saying this,
the R-SIS, g, is defined as follows: given m uniformly random elements
a; € R, defining a vector a € R}, find a nonzero vector z € R™ of norm
||z|| < S such that f,(z) := (a,z) = a'-z = ) .a;z; = 0 € R, where the
vector z is over R as ||z|| = (3, [|z:]|*)/? [Pol6]. Schemes based on the
SIS problem are not practical due to their inefficiency in terms of storage
and computational time. This is mainly because of the random matrix A,
as illustrated in Figure 2.7, where both the storage and the computation

function time require O(nm).

The main advantage of R-SIS is that it is relatively compact and efficient
when compared to SIS. An ideal lattice [LMO06, PR0O6] helps to improve
the efficiency of this SIS scheme and so is commonly referred to Ring-
SIS or Ideal-SIS. This improvement can be described as having a ma-

trix A of size m x n that uses only two vectors (or polynomials), which
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FIGURE 2.7: Short Integer Solution (SIS) — example

Matrix A 1
s 12| 7|8 |11] 8] 7|15 1
g | 8| 2|3 |1a|]1]a]:1 0
n
3|10|13| 6| 2] 3| 6|10 1
2 | 4|15|10|8|2/|12]2 ¥ =h(z)
m 0
1
1
Z

are rotated with a negation (see highlighted in red Figure 2.8) until en-
tirely the size of A. As a result, this scheme now requires O(m); that
is, A x z is computed faster and more compactly than SIS. Figure 2.9
shows an example of Ring-SIS when the polynomials are computed as:
(54 8z + 322 +22%) x (1+x+2%) + (10 + 9z + 22 + T2%) x (a? + 2?)
in the ring Z,[z]/(z" + 1). The hardness of R-SIS (similarly to SIS) can be
proved at least as hard as certain problems on ideal lattices in the worst case,
and it is claimed that, for typical choices of R, the SVP, and the SIVP,, prob-
lems on ideal lattices are very hard to solve in the worst case [LM06, PRO6].
As a consequence, R-SIS leads to providing constructions such as one-way
functions, collision-resistance functions, identification schemes and digital

signatures, but not for encryption.

e Ring LWE (R-LWE) problem: introduced in [LPR10] and a search variant
in [SSTXO09], this is an analogue of the standard LWE problem. As with the
R-SIS problem, the LWE constructions are inefficient, in terms of storage
and computational time. The ideal lattices are utilised to enhance the LWE
construction, which then turns into the Ring-LWE. This is illustrated in the
example (see Figure 2.10), where the left illustrates the inefficient matrix
A whilst the right shows the Ring-LWE using ideal lattices. The ring-LWE
is defined in the ring R = Z[X]/f(X) with the three properties of ideal

lattices described in Section 2.5.4, and for an integer modulus ¢ defining the
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F1GURE 2.8: Ring-SIS - example 1

Matrix A 1
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B |5 |2]3lsg|w|a]|4a 0

n

Folgbgiaaas g lig g by 1
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m 0

1

1

4

FiGURE 2.9: Ring-SIS - example 2

Matrix A i

=
V ' '

quotient ring R, := R/(qR) = R = Z[X]/f(X). The ring-LWE problem is
to distinguish pairs (a;,b;) € R, X R, from uniformly random pairs where
b = a;-s+e;. The s € R, is a random secret, the a, € R, is uniformly
random and independent, and the e; € R is the noise or error, which is short

and independent.

This assumption results in being secure, as stated in [LPR10]; there is quan-
tum resistance and provable worst-case hardness, which means that breaking
certain instantiations of Ring-LWE is at least as hard as quantum SVP, on
any ideal lattice in the ring R. Two versions of R-LWE (search and decision)

are explained as follows:

1. Ring-LWE search version: In the ring R = Z,[z]/(2™ + 1), A is taken
arbitrarily and independent from a Gaussian distribution, where s is

random in R and e; are small with a distribution symmetric around
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FIGURE 2.10: LWE (left) and Ring-LWE (right) — example
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zero so given: (aj,a; -s+eyq), ...

find s [SSTX09].

10

, (ax,a - s + ey), the challenge is to

2. Ring-LWE decision version: In the ring R = Z,[z]/(z™ + 1) and given

arbitrarily many independent samples from A and B: (a;,by), ...

(ag, bg), the questions are

— Does there exist an s and small eq, . .

or,

— Are all b; uniformly random in R?

Y

., e such that b; = a;-s+e¢;?

These questions are the foundational problems in lattice-based cryptog-

raphy where the decision Ring-LWE oracle has to determine where the

b belongs to. Most definitions in cryptography require decision prob-

lems for their constructions such as pseudorandom functions.

That

is, to break an encryption scheme, it needs to decide whether a value

comes from the same distribution or a random one. In this case, the

Ring-LWE distribution in the decision problem is pseudorandom, and

therefore it is more appropriate for public-key cryptography [LPR10].

e Ring-LWE Public-key cryptosystem: This public-key cryptosystem

with a fix ring R, = Z,[z]/(z™ 4+ 1) for n a power of 2, can be described

as:
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— Key generator algorithm: chooses uniformly random a € R,; two small
s and e € R. Tt outputs the secret key s and the public key (a,b =
a-s+e) € R

— Encryption process: to encrypt an n-bit message pu € {1,0}", it chooses
three random small 7,e;,e5 € R from the distribution y € Z. The

output of this process is the pair (u,v) € Rg.

— Decryption process: to decrypt the ciphertext, it is required to compute
v—u-s=(r-e—s-e; +e3)+[q/2]-m-mod-q. Finally, the message

1 can be recovered by removing the approximation error or noise.

The parameters a, ¢, u and v are pseudorandom based on the decision Ring-
LWE, which implies semantic security or indistinguishability under chosen-
plaintext attack (IND-CPA). This indicates that this scheme reveals nothing
about the encrypted messages to a passive adversary and therefore [Pol6]

classifies this as passive secure encryption.

2.5.8 Lattice-Based Digital Signatures

Digital signatures underlying their security in lattice-based cryptography can be

categorized as GGH/NTRUSign, Hash-and-sign and Fiat-Shamir signatures.

Signatures based on GGH [GGH97] and NTRUSign [HPS01] were the first schemes
employing lattice-based cryptography, their security being based on the C'VP prob-
lem. Both signatures, however, were completely broken in [NR09]. Hash-and-sign
[GPVO08] and one-time [LMO8] lattice-based signatures were introduced to pro-
vide provably secure schemes which relied on the hardness of worst-case lattice
problems, though they were still inefficient. For example, Hash-and-sign produced
signature sizes of megabytes long. Likewise, the one-time signatures required a
tree-hashing transformation techniques like Merkle trees which turned to be im-
practical [Pol6, Lyul2]. By contrast, the Fiat-Shamir signatures [Lyu09] is the
framework of Bimodal Lattice Signature Scheme (BLISS) which is one of the most

practical lattice-based digital signature schemes [Pol6].
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2.5.8.1 Fiat-Shamir and BLISS Signatures

The construction of the Fiat-Shamir digital signature is established with a
three-message identification scheme. It follows the Fiat Shamir protocol from
[FS86, AABNO2], which is also known as the three-move protocol, by the use of
the messages: Commitment-Challenge-Response. The Fiat-Shamir transformation
then [FS86, AABNO2] converts this protocol into a signature scheme. Lattice-
based signature schemes apply this transformation [Lyul2, Lyu09], typically rely-
ing their security on the SIS lattice problem. The initial step of such schemes was
to construct a lattice-based identification scheme whereby the challenge is treated
as a polynomial ring R. The security of the identification scheme is reduced to
the hardness of the SVP problem as well as the random oracle model (ROM). The
identification scheme is then transformed into a digital signature with several opti-
mizations within the parameter settings. For instance, improving the length of the
signature and making it computationally infeasible to find collisions in the hash
function family H. The security of the scheme is also dependent on the hardness
of finding collisions in certain hash function families. An adversary who is able
to forge a signature can then use this to find a collision in a hash function chosen
randomly from H. Therefore, it was said that forging a signature and finding a
collision in a randomly chosen h < H(-) is equivalent to finding short vectors in

the ring-SIS problem.

Further improvements of these constructions were subsequently effectuated
[Lyul2]. One being the hardness of the lattice problem assumption; that is, adapt-
ing ring-LWE from ring-SIS. This change resulted in optimal signature and key
sizes, significantly improving the efficiency of such constructions. Another opti-
misation occurred in the signing procedure that involves asymptotically shorter
signatures. This stage required an additional technique, denominated rejection
sampling, so that the distribution of the signatures is independent of the secret-
key. Since this distribution is sampled from the normal distribution, highly accu-
rate computations would be needed [Lyul2]. This enhanced scheme is shown to be

strongly unforgeable, based on the worst-case hardness in the SVP problem. One
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state-of-the-art lattice-based signature scheme is the Bimodal Lattice Signature
Scheme (BLISS) [DDLL13]. The main contribution of this work was the signif-
icant improvement in the rejection sampling stage. The BLISS is demonstrated
to be practical, as Figure 2.11 shows how this scheme provides acceptable levels
of efficiency and compactness. For instance, by comparing it to RSA-2048 and
having an estimated security of 128 bits (BLISS-II), it provides public-key and

private-key sizes of 7 and 2 kilobits, respectively.

FIGURE 2.11: Lattice-Based and Classical Assumptions Signatures [DDLL13]

Implementation|| Security [Signature Size|SK Size|PK Size||Sign (ms)|Sign/s||Verify (ms)|Verify/s
BLISS-0 < 60 bits 3.3 kb 1.5kb | 3.3 kb 0.241 4k 0.017 59k
BLISS-I 128 bits 5.6 kb 2 kb 7 kb 0.124 8k 0.030 33k
BLISS-I1 128 bits 5 kb 2 kb 7 kb 0.480 2k 0.030 33k

BLISS-IIT 160 bits 6 kb 3 kb 7 kb 0.203 5k 0.031 32k
BLISS-IV 192 bits 6.5 kb 3 kb 7 kb 0.375 2.5k 0.032 31k
RSA 1024 72-80 bits 1 kb 1 kb 1 kb 0.167 6k 0.004 91k
RSA 2048 103-112 bits 2 kb 2 kb 2 kb 1.180 0.8k 0.038 27k
RSA 4096 = 128 bits 4 kb 4 kb 4 kb 8.660 0.1k 0.138 7.5k
ECDSAT 160 80 bits 0.32 kb 0.16 kb | 0.16 kb 0.058 17k 0.205 5k
ECDSA 256 128 bits 0.5 kb 0.25 kb | 0.25 kb 0.106 9.5k 0.384 2.5k
ECDSA 384 192 bits 0.75 kb 0.37 kb | 0.37 kb 0.195 5k 0.853 1k

Later in this thesis we show that based on this assumption digital signatures
(BLISS) can be used to implement a Linkable Ring Signature scheme, which pro-
vides security guarantees against quantum attacks (or at least no known quantum
algorithm) as well as offering efficiency and compactness when compared with

classical public-key cryptography.

Several lattice-based ring signature schemes have been proposed [BK10, CLRS10,
WW12, AMBB*13, WS11, LLNW16], where a few number of them are Linkable
Ring Signatures LRS. The first of these constructions [YHALT17] is based on
the development of a lattice-based weak Pseudo Random Function (wPRF), an
accumulator scheme (Acc) and a framework named as Zero-Knowledge Arguments
of Knowledge (ZKAoK). These techniques are used to construct LRS schemes
where the security guarantees for the LRS properties’, unforgeability, anonymity,
linkability and non-slanderability, rely on the lattice problems. The second lattice
LRS scheme [ZZTA17] uses ideal lattices along with a lattice-based homomorphic
commitment technique in its construction. The security properties are based on

the hardness of lattice-based assumptions; however, there is no discussion as to
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how to secure the scheme in terms of non-slanderability. This scheme is also
shown to be used in a cryptocurrency application. The last lattice LRS proposal
[BHS18] is devised using lattice-based variants named Module-SIS and Module-

LWE problems and its security properties rely on the lattice-based assumptions.

With this background in place, this thesis presents the designed the Lattice-based
one-time Linkable Ring Signature (L2RS) scheme, which was independently and
concurrently constructed with [BHS18]. The L2RS scheme shares similar fea-
tures, but the L2RS scheme offers unconditional anonymity. This construction
is a generalisation of BLISS, a demonstrated practical lattice-based digital sig-
nature [DDLL13]. It is secure in terms of unforgeability, linkability and non-
slanderability under the lattice hardness of the Ring-SIS problem and unlike the
above lattice-based LRS schemes [YHALT17, ZZTA17, BHS18], the L2RS scheme
achieves unconditional anonymaity, meaning that this scheme will be secure even
if an adversary has unlimited computational resources and time. This scheme

(L2RS) will be explained in Chapter 4.

Having discussed Linkable Ring Signatures schemes along with the positive ef-
fect of using Lattice-based Cryptography, this review now examines how these

cryptographic structures can be applied to cryptocurrencies.

2.6 The Age of Cryptocurrencies

Cryptocurrencies are applications that use virtual assets and cryptographic mech-
anisms to conduct e-commerce operations such as electronic payments or money
transfers. Those payments can be carried out among accounts or wallets, inde-
pendently of a central party [CELR18|. This leads to some advantages like lower
transaction fees, theft resistance and anonymous payments. Bitcoin [Nak09] is
by far the most widely known and decentralised cryptocurrency to date, having
its three underlying building blocks: the transactions, blockchain and consensus
protocol. It allows a party to perform electronic financial operations in a decen-

tralised Peer-to-Peer (P2P) network, contrary to the traditional banking model.
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Although, it was intended to achieve privacy and anonymity in Bitcoin by using
pseudonyms, some analyses [RS13, KKM14] show that these security properties
are compromised, thus information about the payers, payees and transactions can
be revealed. This indicates that Bitcoin is only a pseudo-anonymous cryptocur-

rency.

Since its creation, Bitcoin has revolutionised the field of digital currency and thus
motivated the invention of new cryptocurrencies, also known as alcoins. An exam-
ple of these, CryptoNote [VS13], was proposed to address the privacy weaknesses
of Bitcoin. It also offers a framework that can be extended to other cryptocur-
rencies such as Bytecoin [Byt15] and Monero [Monl4]. CryptoNote cryptocur-
rency [VS13| uses Traceable Ring Signatures, also referred to as One-time Ring
Signatures, a fundamental building block to achieve true anonymity. With true
anonymity any member of the ring (or group) can create a signature, but it is
infeasible by a verifier to identify the real signer. These type of signatures hides
information about the parties: (sender and receiver), and it also has a key im-
age or linking tag to prevent double spending coins. However, evaluation of this
construction in [Noel4, Macl5, NNM14] discovers serious vulnerabilities of this
cryptocurrency which impacts the privacy of the involved parties in the transac-
tion. This CryptoNote is also affected due to its weaknesses, since there is not a

securely effective mechanism to hide the transferred amount.

The Ring Confidential Transactions RingCT [Noel5] protocol was devised to ad-
dress these issues. This protocol extends the former CryptoNote scheme by using
a new class of linkable ring signatures called Multi-layered Linkable Spontaneous
Anonymous Group Signature (MLSAG) based on [LWWO04b]. This signature is
spontaneous (or ad-hoc), which removes the dependency of a trusted third party
and group members are unaware of belonging to a determined group, thereby en-
hancing the anonymity property. It is also multilayered, meaning that it allows
multiple inputs and outputs (wallets) in transactions. The security of RingCT
is ameliorated by introducing Confidential Transactions [Max15], which enable
amounts to be hidden by using the Pedersen Commitment [Ped91] technique.

This cryptographic technique enables a party to commit to a chosen secret value
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while keeping it hidden from other parties, allowing this commitment to be opened
at a later time. Such a primitive offers homomorphic properties, allowing parties
to prove the account balance by computing homomorphically computing input and
output accounts/wallets to show that their difference is zero. RingCT added an-
other verification mechanism for the committed output amounts which was called
range proof, guaranteeing that this amount lies in a range of non-negative values
and avoiding the creation of free money. Bulletproofs [BBBT18] are an efficient
technique for this range preservation, but these approaches rely on number theory

assumptions.

Subsequently, further improvements were proposed in RingCT 2.0 [SALY17] and
RingCT 3.0 [YSL*19]. In particular, they provided formal definitions for both the
cryptocurrency protocol, the security model, and a sound security analysis of the
RingCT protocol. The RingCT protocol improves the size of the signature by using
one-way accumulators [BdM93] along with signatures of knowledge (SoK) [CLO06].
However, it requires a trusted setup for its accumulator to achieve the signature
constant size and hence contradicts the philosophy of decentralised cryptocurren-

cles.

Nevertheless, the security of this RingCT protocol relies on classical number-theory
mathematical assumptions, in particular, the hardness of DLP [EIG84, Elg85].
In Section 2.4, it was discussed how these classical assumptions would become
invalid when a powerful quantum computer is fully developed, and how Lattice-
based cryptography would overcome this threat. In the post-quantum setting,
several RingCT’s have been proposed. The first post-quantum RingCT scheme us-
ing Lattice-based cryptography was devised in [ATSS™ 18], called Lattice RingCT
v1.0. This was an extended work based on both the L2RS and RingCT construc-
tions. These schemes used the Bimodal Lattice Signature Scheme (BLISS) - a
demonstrated practical and secure lattice-based digital signature [DDLL13], as a
underlying building block. The schemes are secure in terms of balance, unforgeabil-
ity, linkability and non-slanderability under the lattice hardness of the Module-SIS
problem, and they also achieve unconditional anonymity. However, this proposed

lattice-based RingCT protocol was limited. Firstly, it only enables transfers from a
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single input wallet to a single output wallet (SISO). The RingCT model, in which
signatures are one-time, needs to receive change after making a payment or trans-
fer, thus a new output wallet is required. This dependent functionality points
out the importance of supporting multiple input and output wallets. Secondly,
introducing more than one output wallet also introduces new security problems
like the negative output amount attack [BBB*18], where an adversary is capable
of creating extra coins or free money. This problem was addressed in the former
RingCT [Noel5] by using range proofs. Lastly, the proposed Lattice RingCT v1.0

showed no security definitions, nor proofs.

An improved version of the Lattice-based Ring Confidential Transactions (LRCT),
supporting Multiple-Input wallets and Multiple-Output (MIMO), wallets was con-
structed. It was called Lattice RingCT v2.0 or MIMO.LRCT. This protocol was
an extension of the SISO.LRCT scheme ([ATSST18]) where its underlying frame-
work (L2RS signature) was changed to be compatible to this extension. The
MIMO.LRCT offers formal definitions and security proofs, and inherits the mecha-
nisms used in former RingCT techniques, like homomorphic commitments, amount
and range preservation. The proposed MIMO.LRCT scheme inherits the post-
quantum security guarantees from the L2RS scheme, like the hardness of lattice-
based assumptions as well as unconditional anonymity. Recently, a novel efficient,
scalable and practical lattice-based RingCT protocol was devised in [EZS719],
where it accomplished significant improvements in the signature and key-pair sizes

and running time.

Authorisation is an important feature in digital currencies which ameliorates the
level of security when wallets are transferred. Since the wallets can be spent with
their owners’ secret-keys (SKs), then such SKs are a point of vulnerability. For
instance, if they are stolen or lost, the wallets’ owners will be unable to access
their funds and perhaps they might lose their money forever. Therefore, multi-
signature schemes enable this authorisation functionality where multiple cosigners
N¢g cooperate to create a joint SK. The same number of cosigners Ngg then need

to interact to sign a transaction which confirms that a wallet has been transferred.
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Besides multi-signatures increasing the difficulty for adversaries to mount an at-
tack (as all Nog cosigners need to be compromised), they also offer redundancy,
which might protect SKs from being lost [EBS16]. The next Section discusses the

definition of this cryptographic primitive.

2.7 Threshold Signature Schemes

The notion of (t,n)-Threshold Signature (TS) schemes was initially conceptualised
by Desmedt and Frankel in [DF89]. They defined TS as a cryptographic protocol
where a subset of size t out of n cosigners collaborates to jointly sign a given mes-
sage m. Contrary to standard digital signatures, TS splits the secret key (sk) into
multiple shares distributed across n participants. Later, an interactive protocol is
performed with at least the threshold number of cosigners (¢ out of n) to produce
a signature. TS constructions contain several benefits including reliability and
security. For instance, TS is employed to augment the confidentiality of secret
keys, increase the resilience against secret key exposure, and enable decentralisa-
tion of trust [Bral9]. Furthermore, metering applications [DHS03] utilise TS to
measure the interaction between servers and clients so e-business can charge fees
for advertisements. Similarly, blockchain technology, particularly cryptocurrencies
[GBGN17], incorporates TS schemes to provide an extra, more restrictive layer of
security. More specifically, this involves the authorisation in digital currencies
where a certain number of parties collaborates to approve electronic payments.
Figure 2.12 displays this model. In this case, Alice needs authorisation from the

cosigners, Wilson, William and Walter, to create a (ring) signature.

Securing the cryptographic keys is always crucial to attaining a respectable level
of reliability in any secure cryptocurrency application. Since the digital wallets
can be spent with their sk’s, this would be a single point of vulnerability. For
instance, if such sk’s are stolen or lost, the owners of the corresponding wallets
would be unable to access their funds. Consequently, TS protocols enable this

authorisation property to segregate the ownership of digital wallets. Besides TS
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FIGURE 2.12: Threshold-Signature Idea

Group of Cosigners

Alice Wilson William Walter

schemes increasing the difficulty for adversaries to mount an attack (as multiple
cosigners need to be compromised), they also offer redundancy, which might pro-
tect sk’s from being lost [EBS16]. In addition, there are other mechanisms that
help to secure the generation of cryptographic keys in digital currencies. The
Distributed Key Generation (DKG) protocol guarantees that nobody learns about
the sk during the execution of the protocol [GJKR07, TCZ"20]. DKG also op-
erates in a complete decentralised distribution of the trust among the parties, so
it requires no trusted party. The public-key aggregation is another mechanism
that allows the public verifier to only see the aggregate public-key rather than the
cosigners’ public-keys, providing more favourable privacy and performance results
[Alo18, BDN18, MPSW19]. The integration of these controls would prevent the
well-known rogue key (or key cancellation) attacks where a dishonest actor is capa-

ble of signing transactions on behalf of honest cosigners [Alo18, GN18, TCZ"20].

The security concept of most cryptographic primitives and protocols is changing
due to the foreseeable presence of a sufficiently powerful quantum computer. The
security assumptions of public-key cryptography that are based on the classical
number theory would be efficiently broken in the event of large-scale quantum
computers becoming practical [Sho99]. Nowadays, post-quantum cryptographers
are devising new algorithms in anticipation of quantum attacks. Among the several
approaches proposed to address this concern, lattice-based cryptography appears

to be a practical alternative to both classical cryptography and this quantum
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computing threat. Many lattice-based schemes and protocols have shown opti-
mal performance, simplicity, and reliable security proofs based on the worst-case
hardness assumptions, meaning that at least one instance of the lattice problem
is hard to solve. Moreover, lattice-based cryptosystems even allow powerful new
classes of cryptographic mechanisms, such as fully homomorphic encryption and

functional encryption [BLM17, BLM18].

The Ring Confidential Transaction (RingCT) [Noel5] is a cryptographic protocol
that is widely employed by Monero, one of the most popular cryptocurrencies to
date. The RingCT performs e-commerce operations in a decentralised network
while maintaining complete-anonymity for the parties involved and also prevent-
ing double spending coins [CELRI18]. These security properties are achieved by
employing Linkable Ring Signature (LRS) schemes [LWWO04b]. In the RingCT
framework, complete-anonymity provides a remarkable advantage since other cryp-
tocurrencies, such as Bitcoin, are only pseudo-anonymous [KKM14]. Further im-
provements were proposed in RingCT 2.0 [SALY17] and RingCT 3.0 [YSL*19].
These presented formal definitions for both the cryptocurrency protocol and the
corresponding security model. Moreover, certain variants of RingCT incorpo-
rate an authorisation feature for distributed and co-signing digital wallets by
adapting a combination of TS and Ring Signature (RS) schemes [Alo18, GN18].
However, this authorisation model has been constructed with number theory
assumptions and thus it would be insecure against quantum attacks. In the
post-quantum setting, the first Lattice-based RingCT (LRCT) was devised in
[ATKS™19, ATSST18]. The LRCT uses the Bimodal Lattice-based Signature
Scheme (BLISS) [DDLL13], a demonstrated, practical and secure lattice-based
digital signature [DDLL13, DLLT18|, as an underlying building block. In a re-
cent study, an efficient, scalable and practical lattice-based RingCT protocol was
devised in [EZST19]. Nonetheless, these post-quantum approaches did not incor-
porate an authorisation model in their design which, as discussed above, can be

achieved by using TS schemes.

Several TS schemes have been proposed after its introduction in [DF89]. Most of
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the existing TS schemes [Bol03, GGN16, GJKR96, GJKR03, Sho00] and Thresh-
old Ring Signature (TRS) schemes [BSS02, LWW04a, LW05b, OTYO18, TWC*04,
WFLWO03, YLA*11] have been designed with the classical cryptographic assump-
tions, and only a few constructions are lattice-based. The first lattice-based TRS
[CLRS10] was devised based on an identification scheme and the standard lattice-
based Short Integer Solution (SIS) hardness problem. The signature size of this
scheme was around 25 MB with ¢ = 50 and n = 100. Later, a new study [BS13] pro-
posed an enhanced version of [CLRS10]. The authors modified this model for the
anonymity property, which brought improvements to the signature size (around 13
MB with same ring and threshold sizes as [CLRS10]). In [WDZ*14], an ID-Based
TRS from lattices was designed in the random oracle model. The security prop-
erties therein relied on a non-standard lattice-based assumption that they defined
as a general Graded Computational Diffie-Hellman Problem (gCDHP). Another
scheme was constructed in [CHGL19] to be applied in a message block sharing
application; however, its analysis disregarded the evaluation of the best known
lattice attacks, and overlooked a security reduction in the standard lattice-based
Ring-SIS problem seemingly used in this work. However, since DKG protocols are
not utilised in their designs, in all likelihood these lattice-based proposals will find
themselves vulnerable to rogue key attacks. In addition, they are incompatible

with the linkability technique.

2.8 Summary

This chapter has reviewed the key topics covered in this research project. In cryp-
tography, digital signatures enable useful mechanisms that are applied in real appli-
cations. It studied how group and ring signatures are extended from standard dig-
ital signatures and what security properties are satisfied. Linkable ring signatures,
another extension, helps to preserve the privacy of the signer while inheriting the
functionality and security properties from ring signatures. Some cryptocurrency
applications exploit such features to offer anonymous transactions along with other

security guarantees. Quantum attacks are believed to break those cryptographic
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constructions based on public-key cryptography, including the linkable ring signa-
tures that are based on number theory assumptions. Among the post-quantum
cryptographic approaches, lattice-based cryptography provides certain advantages
in security, performance and functionality. Some RingCT cryptocurrency proto-
cols have been constructed using lattice-based cryptography which include the

constructions of this project.
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Preliminaries

This chapter recalls several preliminary notations and definitions that are used
throughout the entire thesis. We use a polynomial ring R = Z[x]/f(x), where
f(z) = 2™ + 1 with n being a power of 2. The ring R, is then defined to be the
quotient ring R, = R/(qR) = Z,[x]/ f(x), where Z, denotes the set of all positive
integers modulo ¢ (a prime number ¢ = 1 mod 2n) in the interval [[Z2], [£]]. The
challenge space S,, .., is the set of all binary vectors of length n and Hamming weight
k. Hash functions are modeled as Random Oracle Model (ROM), Hy :— {0, 1},
H, with range S, C Ryq, and similarly Hy with range S, ., € Ro;. When we
write x < D, for a distribution D, it means that if D is a set then x is chosen
uniformly at random from D. The discrete Gaussian distribution over Z™ with
standard deviation o € R and center at zero, is defined by D7 (x) = p,(x)/ps(Z™),
where p, is the m-dimensional Gaussian function p,(z) = exp(—||z||*/(20?)) for

x € Z™. We denote vectors by bold lower case (e.g. t) whilst matrices are denoted

48



Chapter 3: Preliminaries 49

by upper case (e.g. A), and the identity matrix as I. Vector transposition is

T

denoted by v'. For a vector t € Z™ and p € [1,+00], we then define the norm

l, as ||t]l, = (0, [t:]?)Y/P. In the case of p = oo, we define the £, norm of t as

L

[t]|oc = maxi”, [t;|. We say that a function neg(n) is negligible in n if neg(n) < &,

and a function f(n) is overwhelming if 1 — f(n) is negligible.

Definition 3.1 (R—SISEmm,ﬁ problem). (Based on [DDLL13|, Def. 2.3). Let
denote K some uniform distribution over the ring Ry*™. Given a random matrix
A € Ry™™ sampled from K distribution, find a non-zero vector v € Ry such that

Av = 0 and ||v||s < S, , where || - ||2 denotes the Euclidean norm.

Definition 3.2 (MSIS&m,k,IB problem). Let K be some uniform distribution over
the ring ngxm. Given a random matrix A € Rf;xm sampled from K, find a non-
zero vector v € R such that Av = 0 and [|v|]z < 3, where || - [|2 denotes the

Euclidean norm.

Lemma 3.3. ([BCK™14]) Let R = Z[z]/(x"™ + 1) where n > 1 is a power of 2 and
0<14,j<2n—1. Then all the coefficients of 2(x* — 29)~' € R are in {—1,0,1}.
This implies that ||2(z — 27)7Y| < y/n.

Lemma 3.4. Fora,b € R, the following relations hold ||a|| < v/nllalleo, |la-b] <
Villalloo - [blloc;  [la - bllee < flafl - [[b]-

Lemma 3.5 (Leftover Hash Lemma (LHL)). (Based on [DDLL13], Lemma B.1).
Let H be a universal hash family of hash functions from X to Y. If h < H and x +

X are chosen uniformly and independently, then the statistical distance between

1
(h,h(x)) and the uniform distribution on H X Y is at most B /1Y]/1X].

Remark 3.6. We use this lemma for a SIS family of hash function H(Sy) = Aj-Sy €
Ry, with Sg € Domg,, where each function is indexed by Aj € R The
Domg, C R;X(m_l) consists of a vector of R, elements with coefficients in set
r (—27,27). This is a universal hash family if s — s is invertible in R, for all
distinct pairs s,s" in I'™ C R,. This can be guaranteed by appropriate choice ¢
of Ry, e.g. as shown in ([LS18], Corollary 1.2), it is sufficient to use ¢ such that
f(z) = 2™ 4 1 factors into k irreducible factors mod ¢ and 27 < \/% gk We

assume that R, is chosen to satisfy this condition.
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Definition 3.7 (Gaussian Distribution). The discrete Gaussian distribution over
Z™ with standard deviation o € R and center at zero, is defined by DI (x) =

Po(X)/ps(Z™), where p, is m dimensional Gaussian function p,(x) = exp (%"2”2)

3.1 Rejection Sampling

The notion of rejection sampling was initially introduced in [VN51]. It states
that given a source bound of a probability distribution g, one can sample from
an arbitrary target probability distribution f. To be more specific, a sample t
is selected from g and is accepted with probability f(t)/(M - g(t)) with M being

some positive real, this condition is restarted if it is not accepted.

Lemma 3.8 (Rejection Sampling). (Based on [DDLL13|, Lemma 2.1). Let V be
an arbitrary set, and h : V. — R and f : Z™ — R be probability distributions. If
gy : Z™ — R is a family of probability distributions indexed by v € V with the
property that there exists a M € R such that Yv € V,¥v € Z™ M - g,(z) > f(z).

Then the output distributions of the following two algorithms are identical:

1. v < h,z < g,,output(z,v) with probability f(z)/(M - g,(z)).

2. v < h,z < f,output(z,v) with probability 1/M .

3.2 Homomorphic Commitment Definition

This is a cryptographic technique that is used to provide confidential transactions,
in particular cryptocurrencies [Noel5]. This primitive allows one party to commit
to a chosen value while keeping it secret to other parties, then this committed
value can be revealed later. The definition of such technique, which is based on

[BDL 18], has three algorithms: (KeyGen, Com, Open), such that:

e Pub-Params + KeyGen(1*): A PPT algorithm that produces a public com-

mitment parameter Pub-Params after receiving the security parameter (\).
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e c « Com: A PPT algorithm that receives the Pub-Params, the randomness

r and the message m. This algorithm generates the commitment c.

e m’' < Open: A PPT algorithm that receives the commitment ¢ along with
the randomness r, and it outputs m’. A valid commitment c is opened if

(m' = m).

The security properties of this non-interactive homomorphic commitment scheme

are defined as:

Definition 3.9 (Hiding). This property ensures that the commitment Com(m, r)
does not leak information on m, that is, for any PPT adversary A, it holds that:
Pub-Params < KeyGen(1*); r +— RandGen(Pub-Params); 1

Pr | A(c) =b: .
(m,m’) < A(Pub-Params); b < {0, 1}; ¢, + Com(r, m,) 2

is negl(A).

Definition 3.10 (f—Binding). This property ensures that the commitment
Com(m,r) can only be opened in one way, that is, for any PPT adversary A,

it holds that:

r£r A Pub-Params < KeyGen(1*);
Pr| m#m'A © r < RandGen(Pub-Params); | < negl()),

Com(m,r) = Com(m’,r")  (m,r,m’,r") < A(r)

where [|r[|, ||| < 5.
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3.3 Fiat-Shamir Non-Interactive Zero-

Knowledge Proofs in the Random Oracle

Model

Zero-knowledge proof of knowledge (ZKPoK) is a two party protocol between the
prover and the wverifier, which allows the prover to convince the wverifier that he
knows some information, without revealing anything about the secret apart from

what the claim itself already reveals [BCK™14].

Definition 3.11. Let be £ C {0,1}* the language that has witness relationship
R C {0,1}* x {0,1}* if x € L > F(z,w) € R. We call w a witness for z € L.
Let (P,V) be a two-party protocol where P (prover) and V (verifier) are PPT
algorithms, and £, L’ be languages with witness relations R, R’ with R C R’
Then (P, V) has a proof o with completeness error «, public input x and private

input w, if the following conditions are satisfied:

e The protocol uses a hash function H modeled as a random oracle which is
called by both P and V. This protocol has the following form: on input
(x,w), P outputs a proof o that is sent to V. On input z, the verifier V

accepts or rejects o.

e Completeness: whenever (z,w) € R, the honest verifier accepts the proof o

with probability at least 1 — .

e Soundness: given a dishonest prover A4 with input x, it outputs a valid proof
o with non-negligible probability, then there there exists a PPT algorithm &

(the knowledge extractor) that extracts a witness w’ satisfying (z,w') € R'.

e Special honest-verifier zero-knowledgeness (HVZK): there exists two PPT algo-
rithms S (the simulator) and Sy (random oracle simulator) that take x € L,
and output the proofs oy, = S(x) and Sy (z, -) such that is computationally

indistinguishable from ¢ = P(z,w) and H(-) generated by a real protocol.
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The SISO of L2RS and LRCT

'The Linkable Ring Signature (LRS) primitive is receiving much attention in the
cryptographic field thanks to its distinguishing capability of anonymously detect-
ing whether two linkable ring signatures were signed by same signatory. Tech-
nically, this primitive uses a linking tag that has a secure relationship with the
signer’s secret-key to detect if such condition is satisfied. Monero [Noel5], a cryp-
tocurrency application, employs this property to protect digital coins from double
spending attacks while keeping the signer’s identity unrevealed. Thus, the user’s
anonymity is preserved. However, as most of the proposed LRS schemes rely on
number theory assumptions, then this primitive and its variants could be vulner-

able to quantum attacks [Sho99, GK96, CCJ*16].

IThis chapter was published as: Alberto Torres W.A., Steinfeld R., Sakzad A., Liu J.K.,
Kuchta V., Bhattacharjee, N., Au M.H., Cheng, J. (2018) Post-Quantum One-Time Linkable
Ring Signature and Application to Ring Confidential Transactions in Blockchain (Lattice RingCT
v1.0). In: Susilo W., Yang G. (eds) Information Security and Privacy. ACISP 2018. Lecture
Notes in Computer Science, vol 10946. Springer, Cham. DOIL:https://doi.org/10.1007/978-3-
319-93638-3_32.
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In this chapter, the first post-quantum model of linkable ring signatures is intro-
duced, which is called Lattice-based one-time Linkable Ring Signature (L2RS). The
construction of the L2RS is motivated by the discrete logarithm scheme (the LRS
from [LWWO04a]) and the Bimodal Lattice Signature Scheme (BLISS) [DDLL13].
The security model shows that the adversary is restricted to interact with the chal-
lenger one-time. We prove that the distribution of the signature is independent to
the secret key used to produce that signature by the leftover hash lemma, as de-
fined in Chapter 3. Thus the L2RS provides unconditional anonymity; in contrast
to [LWWO04a] where this property is computationally secure. Other security prop-
erties are protected under the lattice hardness assumption, that is, the Ring Short
Integer Solution (Ring-SIS) [Mic07]. Afterwards, this novel signature is applied in a
post-quantum cryptocurrency protocol, denominated by Lattice Ring Confidential
transaction (LRCT), which forms the foundation of a privacy-preserving protocol
in any post-quantum secure cryptocurrency application. The first version of these

schemes supports transfers from Single-Input to Single-Output (SISO) wallets.

This chapter begins by defining the LRS scheme, along with its algorithms and the
correctness requirements, in Section 4.1. Then, in Section 4.2, the security model
defines what type of attacks are considered in the security evaluation, namely,
the unforgeability, anonymity, linkability, and non-slanderability attacks. Next,
the construction of the L2RS is presented, in Section 4.3, where its algorithms
are explained in detail. The results of the security analysis, which follow the
definitions of the security model, are shown along with its proofs in Section 4.4.
In the following Section 4.5, the application of the proposed scheme, the LRCT, is
defined and explained. The performance analysis of the above schemes (L2RS and
LRCT) is explored in Section 4.6 where the parameters and signatures sizes are
provided in different versions, concretely. The chapter concludes with a summary

in Section 4.7.
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4.1 Definitions of LRS

The Linkable Ring Signature LRS scheme has five Probabilistic Polynomial Time
(PPT) algorithms (LRS.Setup, LRS.KeyGen, LRS.SigGen, LRS.SigVer, LRS.SigLink).
In addition, the correctness of this scheme is satisfied by the signature correctness
(LRS.SigGen Correctness) and the linkability correctness (LRS.SigLink Correctness).

These algorithms are specified as follows:

e LRS.Setup: a PPT algorithm that takes the security parameter A and pro-

duces the Public Parameters (Pub-Params).

o LRS.KeyGen: a PPT algorithm that by taking the Pub-Params, it produces
a pair of keys: the public-key pk and the private-key sk.

e LRS.SigGen: a PPT algorithm that receives the Pub-Params, the signer n’s
sk, a message p and the list L of users’ pk’s in the ring signature, and outputs

a signature o, ().

e LRS.SigVer: a PPT algorithm that takes Pub-Params, a signature o, (u), a list
L of pk’s and the message pu, and it verifies if this signature was legitimately

created. This algorithm outputs either: Accept or Reject.

e LRS.SigLink: a PPT algorithm that inputs two valid signatures oy () and
or(pz2). It determines if these signatures were produced by same signer ,
without revealing his/her identity. Thus, this algorithm has a deterministic

output: Linked or Unlinked.

CORRECTNESS REQUIREMENTS:

e LRS.SigGen Correctness: this property guarantees that valid signatures signed

by honest signers are accepted by a verifier with overwhelming probability.

e LRS.Siglink Correctness: this requirement ensures that if two signatures
or(p1) and or(us) are signed by an honest signer m, so SigLink outputs

Linked with overwhelming probability.
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4.2 Security Model

4.2.1 Oracles for adversaries

The following oracles are available to any adversary who tries to break the security

of the LRS scheme:

o pk; < JO(L). The Joining Oracle, on request, adds new user(s) to the
system. It returns the public-key(s) pk;.

e sk; < CO(pk;). The Corruption Oracle, on input a pk;, it returns the corre-

sponding sk;.

e o) () + SO(w, L,pk,,p). The Signing Oracle, on input a group size w,
a set L of w pk’s, the signer’s pk,, and a message p, this returns a valid

signature o7 (p).

4.2.2 Security Game Definition

e ONE-TIME UNFORGEABILITY. One time unforgeability for the LRS scheme
is defined in the following game between a simulator S and an adversary A
who has access to the oracles 7O, CO, SO and the random oracle:

1. & generates and gives the list L of pk’s to A.
2. A may query the oracles according to any adaptive strategy.

3. A gives § a ring signature size w, a set L of w pk’s, a message pu and a

signature o (p).

A wins the game if:

— LRS.SigVer(o(1))=Accept.
— pk’s in the L are outputs from JO oracle.

— No pk in L has been input to CO.
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— or(u) is not an output of SO.

— No signing key pk, was queried more than once to SO.

The advantage of the one-time unforgeability in the LRS scheme is denoted
by
Advantage’ " (\) = Pr[A wins the game ].

Definition 4.1 (One-Time Unforgeability). The L2RS scheme is one-time

ot—unf

unforgeable if for all PPT adversary A, Advantage’ (\) is negligible.

e UNCONDITIONAL ANONYMITY. It should be infeasible for an adversary A
to distinguish a signer’s pk with probability larger than 1/2, even if the ad-
versary has unlimited computing resources. This property for a LRS scheme
is defined in the following game between a simulator S and an unbounded

adversary A.

1. A may query JO according to any adaptive strategy.

2. A gives § the L = {pkg, pk;}, which is the output of the JO, and a

message [i.

3. § flips a coin b = {0,1}, then S computes the signature o, =
LRS.SigGen(L, sky, i1, Pub-Params). This signature is given to A.

4. A outputs a bit b'.

5. The output of this experiment is defined to be 1 if b =¥/, or 0 “zero”

otherwise.
A wins the game if:
— pk, and pk,cannot be used by CO and SO.
— Outputs 1, where b = b, with Pr = 1/2.
The unconditional anonymity advantage of the LRS scheme is denoted by

1
Advantage’""(\) = | Pr[b = '] — 3
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Definition 4.2 (Unconditional Anonymity). An LRS scheme is uncondi-
tional anonymous if for any unbounded adversary A, Advantagef‘m"()\) is

Zero.

e LINKABILITY. It should be infeasible for an adversary A to unlink two valid
LRS signatures which were correctly generated with same sk,. Meaning that
when these two valid signatures are the input of LRS.SigLink, the algorithm
outputs Unlinked. To describe this security property, we use the interaction

between a simulator S and an adversary A:

1. The A queries the JO multiple times.

2. The A outputs two signatures o (p), o7, (1), and two lists L, L’ of pk’s.

A wins the game if:

— The pk’s in L and L' are outputs of JO.

— A queried CO only once to get the sk,, corresponding to pk,.

— By calling LRS.SigVer on input o (p) and of,(1'), it outputs Accept
on both inputs.

— Finally, it gets Unlinked, when calling LRS.SigLink on input o, (x) and
o1 (1),

Thus the advantage of the linkability in the LRS scheme is denoted by
Advantage’;"*(\) = Pr[A wins the game].

Definition 4.3 (Linkability). The L2RS scheme is linkable if for all PPT

adversary A, Advantage’/"* is negligible.

e NON-SLANDERABILITY. It should be infeasible for an adversary A to link
two valid LRS signatures which were correctly generated with different sk’s.
This means that an adversary can slander an honest user for signing a valid
signature so the adversary can produce another valid signature such that
the LRS.SigLink algorithm outputs Linked. To describe this, we use the

interaction between a simulator S and an adversary .A:
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1. The S generates and gives the list L of pk’s to A.
2. The A queries the JO and CO to obtain pk, and sk, respectively.
3. A gives the generated parameters to S.

4. S uses the sk, and calls the SO to output a valid signature o (u),
which is given to A.

5. The A uses the remaining keys of the ring signature (w — 1) to create

a second signature o’ (u) by calling the SO algorithm.
A wins the game if:

— An LRS.SigVer, on input oy (p) and o7 (1), outputs Accept.

— The keys pk, and sk, were not used to generate the second signature
o1, (1)

— When calling the L2RS.SigLink on input o (x) and o (u), it outputs
Linked.

Thus the advantage of the non-slanderability in the L2RS scheme is denoted
by

Advantage’\®(\) = Pr[A wins the game].

Definition 4.4 (Non-Slanderability). An LRS scheme is non-slanderable if

for all PPT adversary A, Advantageﬁs is negligible.

4.3 L2RS Scheme Description

We define the L2RS = (L2RS.Setup, L2RS.KeyGen, L2RS.SigGen, L2RS.SigVer,
L2RS.SiglLink) as follows:
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4.3.1 L2RS.Setup

By receiving the security parameter A, this L2RS.Setup algorithm randomly
chooses A = (ay, ., an 1) < R and H = (hy,... by, 1) = R

This outputs the public parameters Pub-Params:(A, H).

Remark 4.5. To prevent malicious attack, the L2RS.Setup incorporates a trap-
door in A and H, in practice L2RS.Setup would generate A and H based on the

cryptographic Hash function Hs evaluated at two distinct and fixed constants.

Definition 4.6 (Function L2RS.Lift). This function maps R,*"™ to R%;m with re-

spect to a public parameter A € R;X(mfl). Given a € R, we let L2RS.Lift(A,a) =
(2-A,—2-a+q) e Ry™

4.3.2 Key Generation - L2RS.KeyGen

This algorithm receives the public parameters, consisting of: (A, H), it generates

a key pair in R, then we:
e Pick (s1,...,8,-1) with every component chosen uniformly and indepen-
dently with coefficients in (—27,27), where v = log(2nk)
e Establish S” = (s;,...,sp_1) € RV,
e Compute a = A-Smod g € R,. The a and S are the public-key pk and the

private-key sk, respectively.

This L2RS.KeyGen algorithm is described in the following Algorithm 1:

4.3.3 Signature Generation - L2RS.SigGen

The L2RS.SigGen algorithm inputs the user’s private-key S, the message p, the

list of user’s public-keys L and the public parameters Pub-Params: H € R;X(mfl)

and A € R;X(mfl). This algorithm outputs the signature oy (). We call 7 the
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Algorithm 1 L2RS.KeyGen - Key-pair Generation (a, S)

Input: Pub-Param: A € RJ™ Y.
Output: (a,S), being the public-key and the private-key, respectively.
1: procedure L2RS.KEYGEN(A)

2: Let ST = (s1,...,8m.1) € Réx(mfl), where s; <= (=27,27)", for 1 <i <
m—1
3: Compute a = A -Smod ¢q € R,.
4: return (a, S).
index in {1,...,w} of the user or signatory who wants to sign a message u. For a

message i € {0, 1}, the fixed list of public-keys L = {ay, ..., a,} and the private-
key S, which corresponds to a, with 1 < 7 < w; the following computations are

performed:

1. We define the linkability tag as Hy, = (2 -H, -2 h—{—q) € R;;m, where H is
the fixed public parameter for all users, and h =H-S; € R,. We consider

ST € Ry“™ ™Y as an element in Rog and let S, = (SI,1) € Ry, such

that ng . qum =qc qu.

2. The 7’s public-key is lifted from Réxm to Réqu, so by calling the lift function
L2RS.Lift(A, a,), we get Asr = (2- A, —2-a, +¢) € Ry ™. Note that
A2q,7r ) S2q,7r =q¢€ RZq

3. By choosing a random vector u, = (u1, ..., uy)", where u; <= D", for 1 <

1 < m, we calculate c,11 = H; (L, Hyy, 14, Agg e - ur, Hyy uﬂ>.

4. We choose random vector t; = (t;1,...,t;m)", where t;; = D7, for 1 <
j<m,thenfor i=n+1,...,w,1,2,...,7—1), after lifting from R}*™ to
Ry ™, using L2RS.Lift(A, a;), we obtain Ag; = (2- A, —2-a; + q) € Ry, ™.
Then, we compute c;y = H; (L, Hoy, 0, Aggi - ti +q-c;,Hyy -t + ¢+ Ci>.

5. A random bit b € {0, 1} is selected and then it computes t, = u+Sg, ;- Cy -

(—1)° by using rejection sampling (Definition 3.8).

6. Finally, it outputs the signature oy () = <cl, ti, ..., ty, h).

A formal description of this algorithm is shown in Algorithm 2.
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Algorithm 2 L2RS.SigGen - Signature Generation o, ()

Input: S,,pu, L ={ai,...,a,}, Pub-Params: He Ry*™ Y and A € Ry V.
Output: oy (u) = (cl,tl, R Pub—Params)

1: procedure L2RS.SIGGEN(S;, i1, L, Pub-Params)

22 Set Hyy=(2-H,—2-h+q) € R}, whereh=H S, € R,.

3 Call L2RS.Lift(A, a,) to obtain qu7r =(2-A,—2-a,+q) € Rlxm.

4 Let u = (uy,...,un)", where w; <= D", for 1 <i < m.
5: Compute ¢,11 = H; (L, Hoy, 11, Agg -1, Hyy - u).
6
7
8
9

for(t=nr+1,7+2,...,w,1,2,...,m—1) do
Call L2RS.Lift(A, a;) to obtain Agy; = (2- A, =2-a; +q) € Ry
Let t; = (ti1,. .. tim)", where t;; <> D,, for 1 <j <m.

Compute c; 1 = H; (L7 Hog, 11, Asgi - ti +q-c;,Hyy -t +¢q - Cz’)-
10 Choose b < {0, 1}.

11: Let t; <> u+ Soyr - Cr - (—1)°.
1

12: Continue with probability

[S24,x - €z | (tr, Sog.r - Cx)
otherwise Restart.

13: return oy (p) = (cl,tl,...,tw,h>.

4.3.4 Signature Verification - L2RS.SigVer

The L2RS.SigVer algorithm receives the signature o, (1) along with the message p,
the fixed list L = {ay, ..., a,} and the Pub-Params: (A, H) € R R M=),
and it outputs a decisional verification answer: Accept or Reject (see Algorithm 3).
The signature (1) can be publicly validated by computing Hyy = (2-H, —2-h+

) € Rlxm in c;4q for (i =1,...,w), and it is verified and only accepted under the
following conditions: ||t;||2 < By and [|t;]|c < ¢/4 for 1 <i < w, where B is the
acceptance bound [DDLL13], ¢; = H; <L, Hoy, 1, Aog -t +q-Cy, Hyy -tw+q-cw>.

Theorem 4.7. Let B, = nov/nm and q/4 > (/2(A+1)In2+ 2In (nm))o and
or(pn) = (cl, ti,..., t,, h) be generated based on Algorithm 2. Then the output of
Algorithm 3 on input or(u) is Accept with probability 1 — 27,

Proof. In this proof, we use [lemma 4.4, parts 1 and 3, in [Lyul2]]. The part
3 of this lemma shows that the bound on Euclidean norm By = no+/nm, for
a given 7 > 1, has a probability Pr[||t;]ls > noy/nm] > 1 — 2*. In addition,
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Algorithm 3 L2RS.SigVer - Signature Verification

Input: o7(p) = (cl,tl, RN h), L ={ay,...,a,}, 1, Pub-Params
Output: Accept or Reject

1: procedure L2RS.SIGVER(o (i), Pub-Params)

2 if Hy, = (2 -H,—2-h+ q) then Continue

3 for (1 =1,...,w) do

4 Call L2RS.Lift(A, a;) to obtain Asq; = (2 A, —2-a; + q) € Ry, ™.
5: if c;,y = Hy (L, Hyg, 11, Aggi-ti+q-ci, ng-ti—i—q-ci) then Continue
6 else if ||t;||2 < By then Continue

7 else if ||t;||c < ¢/4 then Continue

8 elseif ¢, = H; (L, Hoy, 1, Agg -t +q- €, Hog -t +q- cw> then Accept
9 else Reject

10: return Accept or Reject

the bound on infinity norm (||t;||.c < ¢/4) is analysed in part 1 of this lemma

where its union bound is also considered. It turns out that 7 is required such

q/4 >no > (y/2(A+1)In2 + 2In (nm))o, except with probability of 27*. O

4.3.5 Signature Linkability - L2RS.SigLink

The L2RS.SigLink algorithm, illustrated in Algorithm 4, takes two signatures
as input: op(p;) and op(p2), and it outputs either Linked if these signa-
tures were generated by same signatory, or Unlinked, otherwise. For a fixed
list of public-keys L and given two signatures: or(p1) and orp(ps), with the
list L which can be described as: op(p) = <C1,m,t1,m,--.,tw,m,hm) and

UL(M2> - (CL/&? tl,m? s 7tw,;¢27 hu2)'

These two signatures must be successfully accepted by the L2RS.SigVer algorithm,
then one can verify that the linkability property is achieved if the linkability tags

(h,, and h,,) of the above signatures o, (1) and o (p2) are equal.
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Algorithm 4 L2RS.SigLink - Signature Linkability

Input: o (1) and op(pe9)
Output: Linked or Unlinked
1: procedure L2RS.SIGLINK (o (11), 01 (p2))

2: if (L2RS.SigVer(aL(,u1)) = Accept and L2RS.SigVer(o(u2)) = Accept)

then Continue |
3: else if h, = h,, then Linked
4: else Unlinked |

5 return Linked or Unlinked

4.3.6 Correctness of SigGen

Beyond the required conditions of L2RS.SigVer, we claim that if op(u) =
(cq,t1,...,t,,h) is the output of the L2RS.SigGen algorithm on input
(u, L, Sz, Pub-Params), then the output of L2RS.SigVer on input (u, L, (1))
should be accepted. ~We need to show that when L2RS.SigVer computes
Hi(L,Hay, pt, Aoy - tw +q - €y, Hay -ty + ¢ - €4), the result is equal to ¢;. We also
show that Hy(L,Hag, pt, Agg; -ti+q-c;,Hoy - ti+¢q-c;)) =cipg for 1 <i<w-—1
in L2RS.SigVer. In this evaluation, we consider two scenarios, one when i # 7 and

L= T

e For i # m, in L2RS.SigGen we have c; 1 = Hi(L,Hay, 1, Aoy -
t, + ¢ - ¢,Hy, - t; + ¢ - ¢;), while in L2RS.SigVer we compute
Cir1 = Hi(L,Hyy,p1,As; - ti +q - ciyHyy - t; + g - ¢;).  These are
equal since Ag,; - t; + ¢ - ¢; (in L2RS.SigGen) = Ay,; - t; + ¢ - ¢; (in
L2RS.SigVer); and Hy, - t; + ¢ - ¢; (in L2RS.SigGen) = Hy, - t; + ¢ - ¢; (in
L2RS.SigVer).

e For i = m, in L2RS.SigGen we have c,1 = H;(L, Hyy, 1, Ay - u,Hyy - 1),
whereas in L2RS.SigVer we calculate c 41 = Hi(L,Hay, pt, Aggn -t + q -
Cry Hyy -t +¢-cr). In this case, we need to show that c,.; (in L2RS.SigGen)
= Cry41 (in L2RS.SigVer). In doing so, the following equalities need to be

proved:
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1. Agyr-u = Ay, -t + ¢ cr, which is equivalent to Ay, .- (u —t,) =

q - ¢.. Here, we replace t, as defined in Algorithm 2, to obtain:

Apyr-(u—u—Sy,-Cp- (—1)1’) =q-c, —
—qu77r . S2q,7r - Cr - (—1)b =q-Cp <

—Q'Cﬂ—'(—].)bZQ'Cﬂ—

We distinguish two cases for b:
— When b = 0, we verify that -¢ - ¢, = ¢- ¢, mod 2q.
— When b = 1, we have ¢ - ¢, = ¢ - ¢, mod 2q.

2. Hy;-u = Hy, - t; + ¢ - ¢, which means that:

Hy,-(u—t;)=¢-c, <
Hy-(u—u—S; ¢;-(-1)") =¢q ¢, =
_H2q'S2q,7r'C7r'<_1)bZQ'C7r <

_q.cﬂ_.(_l)b:q.cﬂ_

We distinguish between two cases:
— When b = 0, it is verified that —¢ - ¢, = ¢ - ¢, mod 2gq.

— When b = 1, we have ¢ - ¢, = ¢ - ¢, mod 2q.

4.3.7 Correctness of SiglLink

We show that an honest user 7 who signs two messages p1 and ps in the L2RS
scheme with the list of public-keys L, obtains a Linked output from L2RS.SigLink
algorithm with overwhelming probability. As shown in Algorithm 4, two signatures
or(p1) and o (us) were created, and then successfully verified by L2RS.SigVer.
Therefore, the linkability tags h,, and h,, must be equal. To prove this, we show
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that:

H2q7u1 = (2 -H,-2- hm + q) € T\’,Qq, where
H = Pub-Param and h,, = (H-S; +¢) € R,
Hogp, = (2 -H,-2-h,, + q) € Raq, where

H = Pub-Param and h,, = (H-S; +¢) € R,

The first parts of the linkability tag in both L2RS signatures have same equality
with following probability:

Pr[2-H=2-H] =1.

Ultimately, the second part uses the honest user’s private-key S, is used, so we

conclude that:

Pr[—2-h, +q+2-h, —q¢=0] =1

4.4 Security Analysis

Theorem 4.8 (One-Time Unforgeability). Suppose \/2(%132% is negligible in
n and m 15 negligible and y = h is polynomial in n, where h denotes the number
of queries to the random oracle Hy. If there is a PPT algorithm against one-time
unforgeability of L2RS with non-negligible probability &, then there exist a PPT
algorithm that can extract a solution to the R-SISEmﬂ problem (for B = 2B5)

S——L ”
with non-negligible probability ((5 — |Si,ml> : ( "Z"‘”' — Siﬁ) — VMW'

Proof. As stated in [DDLL13], this L2RS scheme relies on the R-SISY, , prob-

q,m,B3

lem to be secure against any existential forger. This means that a forgery algo-
rithm succeeds with a negligible probability and so we conclude that under this

probability, the attacker will also find a solution to the R—SISSW 5 problem. To
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prove this, we start replacing the L2RS.SigGen algorithm with L2RS.Hybrid-1 and
L2RS.Hybrid-2 algorithms that are used to simulate the creation of the signatures,
until we obtain an algorithm that breaks the R—SISZmﬂ problem. These Hybrid

algorithms are illustrated in Algorithm 5 and Algorithm 6, respectively.

In L2RS.Hybrid-1, the output of the random oracle H; is chosen at random from
Snx € R, and then it is programmed, without checking the value of Ay, - u and

H,, - u being already set. This equality can be described as:

Hl(L, ng, M, A2q,w . tw +q - Cy, ng . tw +q- Cw) =
HI(L> H2q7 2 A2q,7r -4, H2q : U)

Every time the L2RS.Hybrid-1 is called, the probability of generating u such that
Ay, »-u and Hy, - u are equal to one of the previous output that was queried is at
most 27", We define that the probability of getting a collusion each time is at
most h-27""! where “h” is the number of calls to the random oracle H;, whereas
the probability of occurring a collision after “0” queries to the L2RS.Hybrid-1 is at
most o0 - h - 27" which is negligible (Based on [DDLL13], Lemma 3.4).

After analyzing how c; can be forged, we evaluate the (ti,...,t,) of the L2RS
scheme. We claim that these are forgeable when an attacker finds a PPT algo-
rithm F to solve the R‘SISZm,B problem. This attack can be simulated using
the L2RS.Hydrid-2 shown in Algorithm 6, where t, is directly chosen from the
distribution D? (Based on [DDLL13|, Lemma 3.5).

The public-key Ay, € R;;m is generated such Ay, - Sy, = ¢ € Ry, so finding a
vector v such that Ay, - v =0mod ¢ . We denote y = h where y is the number of
times the random oracle H; is programmed during this attack. Then this attack

is performed as follows:

1. Random coins are selected for the forger ¢ and signer .

2. The random oracle H; is called to generate the responses of the users in the

L2RS scheme, (cy,...,Cy) = Spk.
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Algorithm 5 One-Time Unforgeability - Signature algorithm of L2RS Hybrid 1
Input: S, u, L ={ay,...,a,}, Pub-Params: H and A.
Output: o7 (u) = (cl, ty, ..., ty, h)

1: procedure L2RS.HYBRID-1(S;, s, L, Pub-Params)

2 Set Hyy = (2-H,—2-h+¢) € Ry;™, where h = (H- S, + ¢) € R,.
3 Call L2RS.Lift(A, a,) to obtain Ayyr = (2- A, —2-a, +¢) € Ry, ™.

4 Let u = (uy,...,un,)", where w; <> D7, for 1 <i<m.

5: Choose at random cr41 <= S,

6 for(t=nr+1,7+2,...,w,1,2,...,m—1) do

7 Call L2RS Lift(A, a;) to obtain Ayg; = (2- A, —2-a; +q) € Ry ™
8 Let t; = (ti1, ..., tim)", where t;; <= D7, for 1 <j <m.

9 Compute ¢;11 = H; (L, Hoy, 10, Aggi - ti+q-ci;,Hyy -t + ¢~ ci>.

10: Choose b+ {0, 1}.
11: Let t, <> u+ Soy - Cr - (—1)°.
1

12: Continue with probability

[S2g.x - c }I? (tr; S2gm - Cx)
(M exp ( T o2 cosh B —
otherwise Restart.

13: return oy (p) = (cl,tl, R h).

3. These create a SubRoutine that takes as input (Asgg, ¢, 1, ¢1, ..., Cy).
4. F is initialized and run by providing the Ay, and forger’s random coins ¢.

5. The SubRoutine signs the message p using the signer’s coins 1 in the

L2RS.Hydrid-2, this produces a signature o ().

6. During the signing process, F calls the oracle H; and answers are placed in
the list (cq,...,cy), the queries are kept in a table in the event that same

queries are used in this oracle.

7. F is stopped and it outputs a forgery that is the SubRoutine’s result
(c1,t1,...,ty, ), with negligible probability §. This output has to be suc-
cessfully accepted by the L2RS.SigVer algorithm.

If the random oracle was not called using some input Ay, ;-t;+¢q-c;, Hoy-t; +¢q-c;,
then F has 1/|S,, .| chances of producing a c such that ¢ = Hy (L, Hog, pt, Aoy -t +
q-c,Hy,-t+¢-c). This turns out that § — 1/|S,, .| be the probability that ¢ = c;

for some 7.
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Algorithm 6 One-Time Unforgeability - Signature algorithm of L2RS Hybrid 2
or(p)

Input: S, u, L ={ay,...,a,}, Pub-Params: H and A.

Output: o7 (u) = (cl, ti, ..., ty, h)

1: procedure L2RS.HYBRID-2(S,, s, L, Pub-Params)

22 Set Hyy= (2-H,-2-h+¢) € Ry, where h=(H-S; 4+ ¢) € R,.
3 Call L2RS.Lift(A, a,) to obtain Ay, = (2- A, —2-a, +¢) € Ry, ™.

4 Let u = (uy,...,un,)", where wu; <> D", for 1 <i<m.

5: Choose at random ¢, 41 <= S, 4

6 for(t=nr+1,7+2,...,w,1,2,...,7m—1) do

7 Call L2RS.Lift(A, a;) to obtain Ay,; = (2-A,—2-a,+¢q) € Régm
8 Let t; = (ti1, ... tim)?, where t;; <= D7, for 1 <j <m.

9 Compute c¢;11 = H; (L, Hoy, 10, Aggi - ti+q-c;,Hyy -t + ¢+ ci>.

10 Choose b < {0, 1}.
11: Choose t, <= D' ‘

1
12: Continue with probability i otherwise Restart.

13: return oy (p) = (cl,tl, R A h).

FORGERY 1. Let’s consider the situation that c;;; is the result after using F
which is ¢;41 = Hy(L,Hyy, pt/, Aoy - t' +q - ¢;, Hyy - t' 4+ ¢ - ¢;). Then by comparing

this with a legitimate signature, we have:
Hi (L, Hag, 1, Aog-t+q-cj, Hogt+q-c;) = Hy (L, Haog, pt', Aoyt +q-¢;, Hogt'+¢-¢;)

F will find a preimage of c; if pr # p' or Ag, -t +q-c; # Ay -t' +q-c; or
H,, - t+¢-c; # Hy,-t' 4+ ¢ c;. Then, we have with overwhelming probability that
p=p and Agy-t+q-c; = Ay, t'+¢-c; and Hy - t+¢-¢; = Hyy - t'+¢-c;. These
equalities will result in: A, (t —t’) = 0 mod 2¢ and Hy,(t — t') = 0 mod 2¢. We
assume that both t and t’ are different and they met the L2RS.SigVer conditions,
so it yields t —t’ # 0 mod ¢, and ||t — t'|| < 2Bo.

FORGERY 2. In this scenario, we assume that the L2RS scheme can be forged by

an attacker F as it was presented in the FORGERY 1 and obtain c;, then another

! cl,) <= Snx by replaying the first attack and using

attacker can generate (cj, N

same message p. We use the forking lemma [BN06| to show the probability of
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c; = ¢ and the forger uses an oracle response c} is at least:

S——t
(o- ) (558 - ) m

Therefore, with the probability (4.1), F creates a signature op(u) =

(c},ty,...,t,,h) where Agy -t +q-c; = Ay -t/ +¢-cjand Hy -t +q-¢c; =
Hy, - t' + ¢ - ¢j.  We now obtained: A, - (t —t') = q(c; — c}) mod 2¢ and
Hy, - (t — t') = q(c; — ¢}) mod 2¢. Since c¢; — ¢} # 0mod 2, so in both equa-
tions, we have t — t' # 0 mod 2¢ where |t — t'||.c < ¢/2. By applying this
reduction, we find a small non-zero vector v =t —t’ # 0 mod ¢. This v will com-
pute Ay, - v = 0mod ¢ with ||v|| < 2B,. Since Ay, mod ¢ = 2(A, —a) mod ¢, we
have 2(A, —a)v = 0 mod ¢, this implies that (A, —a)v = 0 mod ¢, since ¢ is odd.
Notice that L2RS.Hydrid-2 shown in Algorithm 6 no longer uses the private-key
S, except for generating Ay, » to obtain the final R—SIS;C’m’B solution. We modi-
fied the L2RS.KeyGen algorithm with the L2RS.Hydrid-3 game shown in Algorithm
7, where the public-key a is uniformly and randomly taken: a <= R,. By the
argument of the Leftover Hash Lemma (LHL) - Lemma 3.5 and our assumption
that \/M% is negligible in n. The probability of success of an attacker
in L2RS.Hydrid-3 differs by a negligible amount from the success probability in
L2RS.KeyGen and is thus non-negligible. Therefore, this vector v will be a solu-
tion to the R—SIS{:’m’B problem, where § = 2B,, with non-negligible probability
and with respect to (A, —a) over R,.

Algorithm 7 Key pair generation of L2RS Hybrid 3 (a, S)
Input: Pub-Param: A.
Output: (a,S), being the public-key and the private-key, respectively.
1: procedure L2RS.HYBRID-3(A)
2: Let 87 = (s1,...,8m_1) € Réx(m_l), where s; <= (=27,2")" for 1 < i <
m—1
Choose a <= R,
4: return (a, S).
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Theorem 4.9 (Anonymity). Suppose \/Wﬁ% is negligible in n with an at-
tack against the unconditional anonymity that makes h queries to the random or-
acle Hy, where h, w are polynomial in n, then the L2RS scheme is unconditionally

secure for anonymity as defined in Def. 4.2.

Proof. We prove the anonymity of this scheme using the sequence-of-games ap-
proach [Sho04] where we make changes between successive games. In doing so, we

use the “transition based on indistinguishability”. We can start this analysis by:

Game 0: Suppose that an attacker A is given the list of pk’s L = {ag,a;},
the signature oy (p), message p, and the random oracle models (H; and Hs).
The key generation algorithm creates the pair of users’ keys in this ring sig-
nature: Private-Keys <= (Sp,S;) and the Public-Keys < (ag,a;); a user b
is chosen uniformly at random from the list L = {ag,a;}, then the signature
or(pn) = L2RS.SigGen(Sy, i1, L, Pub-Param) is generated. So in Game 0, a PPT
adversary A outputs a guess b’ € {0, 1}; thus in the event Game 0, A succeeds
in breaking ambiguity Game 0(b = ¥') if Pr[Game 0] < £ + non — negl()).

Game 1: Changes in this game are made to the user 7 in the second part of
the linkability tag h = (H-S) € R,, in signature of user m, and public-key
a=(A-8S) € R, in the L2RS.KeyGen algorithm. The h and a; are now randomly

chosen from R,. We claim that | Pr[Game 0] — Pr[Game 1|| < erpr.,-

Where €11, is the advantage of some efficient algorithm which is negligible. In
both cases h = (H-S) € R, and a = (A -S) € R,, we know that H and A
are uniform and S is chosen small and with coefficients in (—27,27). When S is
multiplied by H and A respectively, it gives h and a that are close to uniform over
R, By applying the Leftover Hash Lemma (LHL) - Lemma 3.5, the statistical

distance between the distribution of (h mod ¢ and a mod ¢) and the uniform dis-

. . . 2n .
tribution on R, x R, is at most n - % “\/ 355 =w - We conclude that in Game

1:
| Pr[Game 0] — Pr[Game 1)| <n -1 /somfo . (4.2)
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Game 2: This time a change is made in the second part of the remaining public-
keys a; (1 <i < w, ¢ # ) which are in the ring signature list L. They are now
randomly chosen as a; <= R,. It turns out that | Pr[Game 1] — Pr[Game 2]| <

€ELHLco-

Where €151, is the advantage of some efficient algorithm which is negligible. We
consider that for (i = 1 to w where i # 7), we know that a; = (A - S; mod ¢) are
uniform and all S;’s are chosen small with coefficients in (—27,27). When the S;’s
are multiplied by A;’s, it gives (a; mod ¢)’s that are close to uniform over R,. By
applying the Leftover Hash Lemma (LHL) - Lemma 3.5, the statistical distance

between the distribution of the (A - S; mod ¢)’s and the uniform distribution on

Ry xRy is at most n - % 1/ M% -(w—1). So in Game 2, we conclude that:

| Pr[Game 1] — Pr[Game 2| < n- ;- /555 - (w—1). (4.3)

Game 3: At this time, we make a change in c,,;. Instead of programming the
oracle as Hy(L,Ha,, i1, Agy; - u, Hy, - 1), it is now randomly chosen c;41 <= S, 4.
We have that |Pr[Game 2] — Pr[Game 3|| < eg3 where g3 is the advantage
of some efficient algorithm which is negligible. This scenario outputs a signature
or(p) = (c1,t1,...,ty, h) and programs the oracle as Hy(L, Hay, pt, Aoy n - tr +
q-CryHyy -tz +¢q-c;) = criq. Then, the adversary A makes h queries to Hy; so
the distinguishing advantage of the signing algorithm and the one in Game 2 is

at most h - 27"t We conclude that in Game 3:
| Pr[Game 2] — Pr[Game 3]| < h-27""1 (4.4)

Game 4: In this game a change is made in t,. Namely, instead of computing it
as u+ Sgg - Cr - (—1)“'5, it is now directly chosen from the Gaussian distribution

D. 1t is argued that | Pr[Game 3] — Pr[Game 4|| < egg,,

Where €gg,, is the advantage of some efficient algorithm which is negligible. In
previous Games, t, is computed using rejection sampling - Lemma 3.8, thus it

is always sample from the Gaussian distribution D?. In this Game, however, t,
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is directly chosen from D!, this means that the advantage egrg., will be zero as
in both Game 3 and Game 4, t, is having same distribution. In Game 4, we

have:

| Pr[Game 3] — Pr[Game 4]| = 0. (4.5)

Game 5: Finally, in the Game 5, a change is made in the index 7. Namely,
instead of choosing 7 + 1, it will be randomly chosen (1,...,w). We claim that
| Pr[Game 4] — Pr[Game 5|| < €55 where g5 is the advantage of some efficient
algorithm which is negligible. In this Game 5, we consider that when 7 is replaced
by a fixed d, it might produce some collisions with previous queries to the oracle
Hy; saying this, the adversary A may make h queries to Hy; therefore, the distin-
guishing advantage of the signing algorithm between Game 4 and this Game 5

is at most A - 27" . w. Finally, in Game 5 we have:
| Pr|Game 4] — Pr[Game 5]| < h- 27" . w. (4.6)

We also conclude that in Game 5, the adversary’s view is statistical independent

of 7, thus Pr[Game 5] = <.

Combining the probabilities of the above games (4.2), (4.3), (4.4), (4.5), and (4.6),

we obtain:

| PriGame 5] — Pr[Game 0]| < | Pr[Game 1] — Pr[Game 0]| + | Pr[Game 2]—
Pr[Game 1]| + | Pr[Game 3| — Pr|Game 2]| + | Pr[Game 4| — Pr|Game 3]|+

| PrGame 5] — Pr[Game 4]|.
By replacing the resulting probabilities, we have:
1 1
| Pr[Game 5] — Pr[Game 0]] <— — 5 te (4.7)
w

which means that | Pr[Game 5] — Pr[Game 0]| < ¢, which itself is smaller than

n-(w—1) / q*" q" —n+1
— ( SO Dm + 264D =) +h-2 (1 +w).
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We notice that since h and w are polynomial in n, we get h - 27" . (1 +w) is

negligible in n. In addition, we can say that <\/2(7+1§1‘2(;1)4n + \/2(%1)?&1”) <

2- Vz(wﬁ%’ which is negligible by the assumption that \/W”‘?Qﬁ is also
negligible. Hence we conclude that € is negligible, meaning that Pr[Game 0] <

1
5"‘6. D

Theorem 4.10 (Linkability). The L2RS scheme is linkable in the random oracle
model if the R-SIS® . problem is hard.

q,m,B

Proof. We construct the algorithm B for the R—SISEW 5 problem. This algorithm

runs the linkability attack game (Def. 4.3) as follows:

1. B generates using the L2RS.KeyGen algorithm all private-keys S;’s with the
corresponding public-keys a;’s, then B gives S, to the attacker A as a re-

sponse to the attacker’s CO query.

2. A outputs two signatures o (p;) and o, (') along with their correspond-
ing lists L and L’ such that both signatures are successfully verified by
L2RS.SigVer, but the linkability tags are different h,, # h,,.

3. B computes h,, = H-S; mod ¢, where 7 is the true signer’s 7 linkability
tag. This h, tag can then be compared with the linkability tags h, and
h,/, output by A, in step 2, and one of them will be different.

4. Without loss of generality, suppose h,, # h, modq. Using the forking
lemma [BNO6|, B rewinds the attacker A to the H; query correspond-
ing to the L2RS.SigVer of the signature oy (p;). B reruns A with a dif-
ferent response of H; and ultimately gets another signature: op(us) =
(C1pos b9y - - - s b s Dyy ). This second signature is used to extract a so-
lution to the R—Slssmﬁ problem, in case the A finds an efficient way to

unlink these signatures, as shown in step 7.

5. The adversary A matches the challenge message of both signatures where

Hy, ,, and Ay, are kept. Thus we have:
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(a) Aogwpr * bwyn T @ Copy = Azqups * bups + ¢ Cuo gy

(b) Hog iy bwpn + ¢ Cuwpy = Hogpy - bwpn + ¢ Copis-

These expressions can be represented as:

(a) Asquwp - (tw,m - tw,uz) =q- (Cw,uz - Cw,ul)v

(b> Hy, ., - (tw,m - tw,uz) =q- (Cw,uz - Cw,m)'

Reducing them modg we have (if (¢ 4y — Cw yy) # 0 mod 2):

(a> A2q7w7u1 ’ (tw,,ul - tw,MQ) = 0 mod g,

(b) H2q,u1 . (tw7u1 - t’w7u2) == O mOd q

We denote by t., , , the first (m — 1) ring elements in t,, ,, and by t.  the

w, 0 w,
t, =t
m-th ring element in t,, ,,, i.e. 4 — typp = R = Ry, and
" "
tw7#1 - tw7,u'2
using the public-key and linkability parts, we have:
(a'> 2 ’ A’ : (t{w,/jq - t’/w,/,bg) = _2 tac- (tZI,ul - tZ),;,Lg)?
(b) 2-H-(t},,, —t,,,)=—2-h, -(t,  —t ) whereh, £H-S;€R,.

. Welet S = % mod g where (ty, , —t;, ) # 0 mod ¢g. We distin-

guish two cases:

(a) If S # S, mod ¢, since we have A-S = A -S, = amod ¢, then (S —S)

is a small non-zero vector R—SISimﬁ solution for A € Réx(m_l)_

(b) If S =S, mod ¢, then h,, = H-S mod ¢ = H- S, mod ¢q. The target
is to show that h,, = h, mod 2 and h,, = h,_ mod g. If so, then we
have h,, = h, mod 2¢, which is a contradiction with our assumption
at step 4 of this proof. We now prove the first target:

h, = 2-h:“+q:1mod2:—2-H-Sﬂ+q:h

pr T L

where the first and the last equalities follow from definition of h in

second line of Algorithm 2. To show the second target, we have

h, =-2-h, +¢=-2-h, modgq
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=-2-H-Smodg=-2-H-S, mod¢g=h,_,

where the first and the last equalities follow from definition of h in
second line of Algorithm 2 and the middle equality is true based on the
argument at the beginning of step (6.b).

7. Since (Cypy — Cwypy) 7 0mod 2, we have (ty,,, — twu,) 7# 0mod2¢. In
addition, we know that ||ty ,, — tuw |l < ¢/2, which implies that (t, ,, —
twu,) # 0mod g. Ultimately, we have A - (t,,, — ty,,,) = 0mod ¢ and
|(te, s — twp) mod g|| < 2B,. Therefore, this small non-zero vector (t., ,,, —

tw,) is the output of the algorithm B, and this vector is a solution to the

R-SISK 5 problem with 8 = 2B, for a € R,.

q,m,B

]

Theorem 4.11 (Non-Slanderability). For any linkable ring signature, if it satisfies
unforgeability and linkability, then it satisfies non-slanderability.

Proof. Let’s suppose there is a non-slanderability adversary Agj,nq who is given
pk;,sk;, i # mand i € {1,...w}, and he produces a valid signature o} (u) with
linkability tag h, () which is equal to h,, (., o7.(p) being the legitimate signature
generated with respect to sk,. This means that Ag,,q can create a signature with
the linkability tag h,, ) without knowing sk,. The adversary can also compute
a valid o7 (1) with sk;, i # m,and i € {1,...w} for which hr () # hgr (). We
give (07 (u), 07 (1)) to the forger, which can turn it to an R—SISfIC’mﬁ solution. In
particular, it will be computationally secure when two valid signatures created
by different users are unlinked using the L2RS algorithms. An adversary A will
break these properties with negligible probability as demonstrated in Theorems
(4.8 and 4.10), and with these probabilities the A will find a R—SIS;C’m’ﬁ solution.
Therefore, non-slanderability is implied by the definitions of the unforgeability
(Def. 4.1) and linkability (Def. 4.3). O

Corollary 4.12 (Non-Slanderability). The L2RS scheme is non-slanderable under

the assumptions of Theorem 4.8 and Theorem 4.10.
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4.5 Lattice RingCT v1.0 Protocol (LRCT)

This RCT protocol described in [SALY17] can be constructed based on the LRS

scheme. Its algorithms are defined as follows:

e RCT.Setup: this PPT algorithm uses L2RS.Setup where it takes the security

parameter A\ and outputs the public parameters Pub-Params.

e RCT.KeyGen: this PPT algorithm uses the L2RS.KeyGen to produce a pair
of keys, the public-key pk and the private-key sk.

e RCT.Mint: a PPT algorithm that generates new coins. This algorithm re-
ceives the public-key pk and the amount $, it outputs a coin cn along with

its associated coin-key ck.

e RCT.Spend: a PPT algorithm that receives the Pub-Params, a set of input
wallets IW; with 1 < ¢ < w, a user 7’s input wallet W, along with its set
of secret keys K, a set of output addresses O A, some transaction string p €
{0,1}* and the set of output wallets OW. Then, this algorithm outputs the
transaction TX = (u, IW,OW), uses L2RS.SigGen to generate and output
the signature o(u), and finally output a set of transaction/serial numbers

TN, which is used to prevent the double spending.

e RCT.Verify: a deterministic PPT algorithm that takes as input the Pub-
Params, the signature o (i), the TX, and the T'N, it then uses L2RS.SigVer
and outputs either: Accept (1) or Reject (0).

4.5.1 LRCT construction

The Lattice RingCT LRCT scheme requires a homomorphic commitment (Com) as
an additional primitive. It is a cryptographic technique used to provide confidential
transactions, in particular cryptocurrencies [Noel5]. This primitive allows one
party to commit to a chosen value while keeping it secret to other parties, then

this committed value can be revealed later. This model is restricted to have a
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Single-Input Single-Output (SISO) wallets, meaning that an Input Wallet will be
spent into an Output Wallet (OW) only. We use the structure of the L2RS.KeyGen
scheme Algorithm 1, where the public parameter A € Réx(mfl) is used to commit
to a scalar message m € Dom,, C R, with Dom,, = [0,...,2°!] C Z. This
property is defined as Coma(m,sk) = A - sk + m € R,, where the randomness

sk € Domg, C Rgmfl)“. The properties of the homomorphic operations are also

defined as:

Coma (my, sk) Com (mg, sk’) = Coma (my, sk) = Coma (my, sk’) mod ¢

£ Comy (m; + my, sk & sk’) mod ¢, (4.8)

where my, my € R,;and sk, sk’ € RIXL The integers my, ms € Z are encoded
in binary as coefficient vectors m; = (mig,...,mje1,0,...,0) € {0,1}" and
my; = (my,...,mas 1,0,...,0) € {0,1}* where m; = 37"} (my, - 2), with
m;; € {0,1} and j € {0,1}, and m = m; —my = (my o — Myp,..., My 1 —
moy—1,0,...,0) € {—1,0,1}". The difference between these vectors is zero € R,
if m; = m,, non-zero otherwise. This means that the commitment is performed

to each bit.

The SISO scheme using the protocol Lattice RingCT v1.0, LRCT = (LRCT.Setup,
LRCT.KeyGen, LRCT.Mint, LRCT.Spend, LRCT .Verify) works as follows.

1. (Pub-Params) < LRCT.Setup(A): On input security parameter A, this al-
gorithm calls L2RS.Setup and outputs the public parameters, (A, H) €
R;X(mfl) % R;X(mfl).

2. (a,S) < LRCT.KeyGen(A): Given the public parameter A, it outputs a pair
of keys, the public-key pk: a € R, and the private-key sk: S € RS{”‘”“.
Then we define the commitment of the LRCT.KeyGen asa = A-S+0 mod g €

R, = Coma (0, S).
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3. (cn,ck) < LRCT.Mint(a, $): This is illustrated in Algorithm 8. It receives
a valid one-time address a as well as an input amount $ € [0, o2 — 1].
Then, to create a coin cn, this algorithm chooses a coin-key ck € Domg.
Then, the commitment of Mint is computed as cn = A - ck + $ mod ¢ €
R, = Coma($,ck). This algorithm returns (cn, ck).

Algorithm 8 LRCT.Mint

Input: (a €R,$ € ]B%Z,), being the Public-key, the amount and the public pa-
rameter, respectively.
Output: (cn, ck), where they are the coin and the coin key, respectively.
1: procedure LRCT.MINT(a, $)
2. Let ck? = (cky, ..., ckn_1) € RS Dwith ck; <= (=27,20)", for 1 < i <
m—1
3: cn = A -ck+3modqge R, = Coma($,ck), where A € Réx(mfl) is the
public parameter and a component of a.
4: return (cn, ck)

4. (T'X,0p(p), TN) <« LRCT.Spend(u, IW,IW,, K, OA, Pub-Params): De-
scribed in Algorithm 9, this follows the steps:

(a) The IW and IW, were properly constructed. In this SISO protocol a
user 7 spends one IW into one OW, this means that the 7’s number

of wallets to be spent N;, = 1.

(b) We denote the 7’s input wallet to be spent as ]W#l) =

{a(l) cn'V ﬂ} € R, xR, with the corresponding private part KW =

(in),m” (in)

{SE1 ckgl) -} € RIX m=1) XR;X(m Y and the one (Nout = 1) output

in),mw in)

valid address OA = al’) = where 7 intends to spend his money. Then,

(out)

7 selects $ out) € [0 20 — 1}, such balances satisfy: $(.1 = g (out)

The LRCT. Mlnt( $Ei2n)) is called to obtain (CIIE ) e kgiq)ﬁ)), this

defines an output wallet as OW = OW) = {a(out),cn(out)}. Then,

out) )

the coin-key ck'M and $(out) are securely sent to the user holding the

(out)
output valid address OA = aEiLt).
(c) 7 selects w — 1 (or the L2RS list L) of input wallets IW = IWi(l) =
{aa)’i,cn&m}ie[w], to anonymously spend [ Wél), with w being the

ring signature size.
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AW

~(1)
(zn i }ze[w]

(d) A new list is constructed as L' = € Ry, where a,, , is

~(1
the homomorphic commitment with randomness Sgii)’i that we define

as follows:

)
° agl))l = El)) +cn§zlr)b)z—cng) = ComA($(1)

n)g

$(1)

(out)’ Such

(
S(in).i
that for the user’s 7 this is a zero commitment: Coma (0, S (in )

° S(m) (S(l)

(in),s

(1) (1)
—|—ck(i) —ck( )GR

(e) To create the proof of knowledge, we use the =’s private-

(1
key: Szii)’ﬂ, the list L' and a transaction string u € {0,1}".

Then, the signature of knowledge is generated by calling the
L2RS.SigGen( m)ﬁ,

O—L/(M) = <C1at17 s 7tw>h>'

(f) We set the transaction T'X as (u, IW,OW) and TN = h.

L', u, Pub- Params) Algorithm 2, which outputs

(g) This algorithm ultimately outputs TX, TN, and o (p).

5. (Accept/Reject) < LRCT.Verify(TX,o./(p),TN): This algorithm calls
L2RS.SigVer (Algorithm 3) with op/(u) = <c1,t1,...,tw,h>, TN = h,
L = {ﬁ(m)7i}i€[w} = {a(m)ﬂ- + CNin); — Cl’l(out)} € Rq and Pub-Params, this
ultimately outputs either Accept or Reject.

4.6 Performance Analysis

Remark 4.13. This research project did not consider the implementation of the
schemes SISO.L2RS and SISO.LRCT, as a result there is not run time analysis. The

project only evaluates the signature and key sizes of the proposed constructions.

We proposed a set of parameters (Table 4.1) to implement the L2RS and
SISO.LRCT schemes. They are secure against direct lattice attacks in terms of
the BKZ algorithm Hermite factor §, using the value of § = 1.007, based on the
BKZ 2.0 complexity estimates with pruning enumeration-based Shortest Vector
Problem (SVP) [CN11], this might give 90 — 100 bits of security. We use the con-
ditions stated in the L2RS.SigVer algorithm and in the security analysis (Section
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Algorithm 9 LRCT.Spend - SISO
Input: (p, IW, IW,, OA, Pub-Params), being the message, the Input Wallets, 7’s
Input Wallet, the Output Address and the public parameters, respectively.
Output: (TX, oL (M),TN)
1: procedure LRCT.SPEND(u, IW, IW,OA, Pub-Params)

2: Define n's IWiY = {agr)b W,cngjr)b)ﬂ} € R, x Rgand KM =
{SEI) kgl) }ERlxm 1) XRlx(m 1)

3: Define a valid output address OA = a (0 and $\” (out) [O 25$ — 1} such

ut

_ (1) (1 1)
$(m) $ (out): thED compute (cn(out) ck(out)) < LRCT. Mlnt( ) $(Out)).
4: Define OW! = {a out)’ ,entt Out } €Ry xR,
5: Send securely coin-key ck ) to user 's aE ) t)
6: Create the list of input Wallets IW {a(m o Eil))’i}ie[w_” (Ring Confi-

dential Transaction).
T Set L' = {ﬁ(m)ﬂ}ze[

with randomness Sin),i-

w € R , where (s, ; is the homomorphic commitment

(1) (1) n (1) m gWw
8: Define a a ) =ag,); T, —cng, = Comy <$(m),i —= Sty S(m i)
9:  Define S (ini = (Sinyi + Kinyi — Kour)) € Ry
10: Call L2RS.SignGen (S (in)m> L', b, Pub-Params)  and retrieve op/(n) =
<C1,t1, R ,tw,h).

11: Set TX = (u, IW,OW), TN = h.
12: return (TX, O’L/(ILL),TN)

4.4). Table 4.1 illustrates this information for five different versions of both L2RS
and SISO.LRCT: [, I, 11, IV and V, where these versions vary with the polynomial
ring degree n. The figures of this table infer that the signature size grows linear

with the number of users in the Ring Signature.
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TABLE 4.1: Concrete parameters and sizes for L2RS and SISO.LRCT

Parameter Description | I I \% V
n Polynomial ring degree 128 256 512 1024 2048
m Polynomial ring size 18 10 6 5 5
A Security parameter 100 100 100 100 100
) Hermite factor 1.007 1.007 1.007 1.007 1.007
log(q) Modulus ¢ - quotient 123 61 31 26 27
K Random Oracle weight 32 21 17 14 12
n Correctness 1.1 1.1 1.1 1.1 1.1
« Rejection sampling 0.1 0.1 0.1 0.1 0.1
M Rejection sampling 1.0027 1.0027 1.0027 1.0027 1.0027
v = log(2-n- k) | Private-key density 13.6 13.6 13.6 13.6 13.6
o Gaussian standard deviation || 337151 287898 283754 332435 435260
private-key 1.95KB | 1.93KB | 1.96 KB | 3.28 KB 6.78 KB
public-key 1.92KB | 1.90 KB | 1.93 KB | 3.24 KB 6.74 KB
w =12 7.2 KB 7.7 KB 8.9 KB 15 KB 30.9 KB
w=>5 284 KB | 309 KB | 36.7 KB 62 KB 126 KB
w=3§ 443 KB | 484KB | 576 KB | 972 KB | 198.7 KB
w =16 86.6 KB | 948 KB | 113.2 KB | 191.1 KB | 390.5 KB
w =32 171.2 KB | 187.6 KB | 224.5 KB | 379 KB 774.1 KB
w =64 340.4 KB | 373.3 KB | 447.1 KB | 754.6 KB | 1541.4 KB
w =128 678.9 KB | 744.7 KB | 892.3 KB | 1505.9 KB | 3075.9 KB

L is the Ring Signature size

4.7 Summary

As our society becomes increasingly reliant on technology, cybersecurity is be-

coming an essential ingredient to protect our information assets. Cryptographic

techniques, an important tool of cyber-security, currently rely on computational

assumptions to offer security guarantees. However, these assumptions could easily

be broken by a large quantum computer. The cryptographic community is begin-

ning to understand the importance of constructing post-quantum cryptographic

techniques to withstand such attacks. Therefore, this research aimed to devise

post-quantum constructions that can be applied in cryptocurrencies.
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This chapter showed the first contribution, which was designing and constructing
a privacy preserving linkable ring signature (the L2RS) that is protected against
quantum attacks by using lattice-based cryptography. The scheme provides uncon-
ditional anonymity, meaning that even an adversary with unlimited computational
resources and time, would be unable to break into this property. The remaining
properties, the unforgeability, linkability and non-slanderability are computation-
ally secure under the lattice hardness assumptions. Moreover, based on the L2RS
scheme, a novel cryptocurrency protocol (LRCT) was devised and constructed
which inherited the post-quantum security guarantees of the L2RS. The perfor-
mance results illustrated that the signature size grows linearly with the number

of users in the Ring Signature.

Nevertheless, these proposals have some limitations. To begin with, they only
enable transfers from a Single Output wallet to a Single Output wallet (SISO). In
the RingCT model, signatures are one-time. If one then needs to receive change
after making a payment or transfer, a new output wallet is required, so this points
out the importance of supporting multiple input and output wallets. Secondly,
having more than one output wallet also introduces a new security problem like the
negative output amount (or out-of-range) attack [BBB*18], where an adversary is
capable of creating extra coins. This attack is addressed in the previous RingCT
[Noel5] by using a range proof technique; however, this technique is not post-

quantum secure.

These constraints were, in part, the motivation for continuing this research project.
In the next chapter, the second version of both schemes, the L2RS and the LRCT,
will be presented. These constructions are migrated to support transfers from

Multiple-Input to Multiple-Output MIMO wallets.



Chapter 5

The MIMO of L2RS and LRCT

'CryptoNote [VS13], a cryptocurrency protocol, was proposed to address privacy
weaknesses in Bitcoin [RS13, KKM14]. It also offers a framework that can be
extended by other cryptocurrencies such as Bytecoin [Byt15] and Monero [Mon14].
CryptoNote uses traceable ring signatures [FS07] as a fundamental component to
achieve true anonymity, where any member of the ring (or group) can create a
signature, but it is infeasible by a verifier to identify the real signer. This type
of signature hides information about both the sender and receiver, and it also
has a linking tag to prevent the double spending of coins. Further enhancements
to this framework have resulted in an extended protocol called Ring Confidential

Transactions “RingCT” [Noel5]. The RingCT protocol uses three techniques: a

IThis chapter was published as: Alberto Torres W., Kuchta V., Steinfeld R., Sakzad A., Liu
J.K., Cheng J. (2019) Lattice RingCT V2.0 with Multiple Input and Multiple Output Wallets. In:
Jang-Jaccard J., Guo F. (eds) Information Security and Privacy. ACISP 2019. Lecture Notes in
Computer Science, vol 11547. Springer, Cham. DOI:https://doi.org/10.1007/978-3-030-21548-
4.9.
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new type of ring signature Linkable Ring Signatures [LWWO04b], a homomorphic
commitment and a range proof, to preserve the privacy of the sender and the

receiver as well as the transaction amounts.

This chapter describes the construction of the Lattice-based Ring Confidential
Transactions (LRCT), which supports Multiple-Input and Multiple-Output wallets
(MIMO). This construction is a generalisation of the SISO.LRCT scheme (from
Chapter 4) where its underlying structure - the L2RS signature - was modified
for improved compatibility with this new version. The MIMO.LRCT inherits the
post-quantum security guarantees from SISO.LRCT, such as the hardness of lattice

mathematical assumptions, as well as unconditional anonymity.

At the outset, we enhanced the MIMO.LRCT’s security model, particularly the
anonymity and balance properties. In the case of anonymity, the chapter includes
the analysis of both user and amount privacy; in contrast to another similar work
[SALY17] which only considered user anonymity. More specifically, the proposed
construction is reduced to demonstrate that the anonymity property relies on the
left over hash lemma (defined in Chapter 3), meaning that the distribution of the
signature is independent to the secret key (including the secret part of the wallets)

used to produce that signature.

The balance property now includes the out-of-range attacks [BBB*18] and the
security proofs which previous RingCT’s proposals such as [SALY17] and the
SISO.LRCT (in Chapter 4) did not address. The RingCT model, where signatures
are one-time, needs to receive change after making digital wallet transactions, so
the SISO.LRCT is incompatible with this requirement since it only supports single
transfers. As a result, a new output wallet is required. This leads to the impor-
tance of constructions that allow multiple input and output wallets. In addition,
introducing more than one output wallet also demands for another security con-
cern; that is, the negative output amount attack [BBB118], where an adversary is
capable of creating extra coins (also known as free money). The security analysis
illustrates how to incorporate a lattice-based range proof in the MIMO.LRCT pro-

tocol to overcome such attacks. This protocol deals with the difficulties stemming
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from the imperfection of lattice-based zero-knowledge proofs. To be more specific,
the range proofs follow the approach based on 1-of-2 OR-proofs, but our analysis
shows that directly applying lattice-based OR-proofs from [dPLNS17] does not
provide soundness for the range proof. Although these challenges are smaller -in
norm- than the ones used in the OR-proofs, they are still larger than the chal-
lenges in [LLNW18]. In this framework, we achieve lower soundness error than

the previous lattice-based range proof as in [LLNW18].

Moreover, a thorough concrete performance analysis of the MIMO.LRCT protocol
is provided by including this range proof analysis. Concrete bounds are applied to
derive preliminary scheme parameters for regular RingCT transactions that support
operations of 64-bit amounts along with fewer Multiple Input and Output wallets.

Therefore, these analyses serve as a benchmark and motivation for future studies.

The organisation of this chapter is as follows. The definitions and security model
of the upgraded MIMO.LRS are illustrated in Section 5.1, which is followed by
its construction (the MIMO.L2RS) and the security analysis in Section 5.2 and
Section 5.3, respectively. The definition and security analysis of the MIMO.LRCT
are presented in Section 5.4. Whereas Section 5.5 introduces the definitions of the
building blocks used by the cryptocurrency protocol MIMO.LRCT scheme, whereas
Section 5.6 describes its construction. The techniques utilised to handle the out-
of-range attacks (the range preservation) are reported in Section 5.7. Section 5.8
and Section 5.9 display the security and performance analyses of the MIMO.LRCT

scheme, respectively. Finally, Section 5.10 presents the summary of this chapter.

5.1 MIMO.LRS - Definitions and Security
Model

This section introduces the definition and security model of a Multiple Input Mul-

tiple Output Linkable Ring Signature (MIMO.LRS).
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5.1.1 MIMO.LRS Definitions

A MIMO.LRS scheme has five Probabilistic Polynomial Time (PPT) algorithms
(MIMO.LRS.Setup, MIMO.LRS.KeyGen, MIMO.LRS.SigGen, MIMO.LRS.SigVer,
MIMO.LRS.SigLink). In addition, the correctness of this scheme is satisfied by
the signature correctness MIMO.LRS.SigGen Correctness and the linkability cor-
rectness MIMO.LRS.SigLink Correctness. Table 5.1 illustrates a summary of these

algorithms.

TABLE 5.1: MIMO.LRS Algorithms

Algorithm Input Output Description

The security pa- | The public pa- | Public parame-
MIMO.LRS.Setup

rameter rameters ters creation

Public and pri-
The public parame-
MIMO.LRS.KeyGen The pair keys | vate keys cre-
ters
ation

Private-key, mes-
sage, list of public-

Ring signature
MIMO.LRS.SigGen | keys in the Ring | Signature

generation
Signature and the
public parameters
Signature, mes- Verify  whether
sage, list of public- or mnot a sig-
Accept or Re-
MIMO.LRS.SigVer | keys in the Ring nature was
ject
Signature and the successfully
public parameters generated

Verify  whether
or not two
Two verified signa- | Linked or Un- | successfully

MIMO.LRS.SigLink
tures linked generated  sig-

natures are

linked
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e MIMO.LRS.Setup: a PPT algorithm that takes the security parameter A and

produces the Public Parameters (Pub-Params).

e MIMO.LRS.KeyGen: a PPT algorithm that by taking the Pub-Params, it
produces a pair of keys: the public-key pk and the private-key sk.

e MIMO.LRS.SigGen: a PPT algorithm that receives the Pub-Params, a signer’s
private-keys skgrk) where skfrk) denotes the k’th input private key of signer ,
for k =1, ..., Ny, a message u, and the list L of pk’s in the ring (as in 5.1).
We defined w as the size of the ring and N;, as the number of input wallets

(useful in the MIMO.LRCT protocol). This algorithm outputs a signature

or(p)-

LA {pkg’“) (5.1)

}ie [UJ] ,ke [N”,]

e MIMO.LRS.SigVer: a PPT algorithm that takes Pub-Params, a signature
or(p), a list L of pk’s and the message p, and it verifies if this signature

was legitimately created, this algorithm outputs either: Accept or Reject.

e MIMO.LRS.SigLink: a PPT algorithm that inputs two valid signatures o, (1)
and o (p9) and it anonymously determines if these signatures were produced
by same signer 7. Thus, this algorithm has a deterministic output: Linked

or Unlinked.

Correctness Requirements:

e MIMO.LRS.SigGen Correctness: this guarantees that valid signatures signed

by honest signers will be accepted by a verifier with overwhelming probabil-
ity.
e MIMO.LRS.SiglLink Correctness: this ensures that if two signatures oy, (ju1)

and oy () are signed by an honest signer m, SiglLink will output Linked

with overwhelming probability.
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5.1.2 Oracles for adversaries

The following oracles are available to any adversary who tries to break the security

of an MIMO.LRS scheme:

° pkgk) «— JO(L). The Joining Oracle, on request, adds new user(s) to the
system. It returns the public-key(s) pkgk).

(k)

° skgk) — CO(pkEk)). The Corruption Oracle, on input a pk;”’ that is a query

output of JO, returns the corresponding skgk).

e 0 (u) + SO(w, L, pkgrk),,u). The Signing Oracle, on input a group size w, a

set L of w pk(k)’s7 the signer’s pk(k) and a message p, this oracle returns a

T )

valid signature o7 (u).

5.1.3 Security Game Definition for MIMO.LRS

e ONE-TIME UNFORGEABILITY. One time unforgeability for the MIMO.LRS

scheme is defined in the following game between a simulator S and an adver-
sary A who has access to the oracles 7O, CO, SO and the random oracle:
— & generates and gives the list L of pk®s to A.
— A may query the oracles according to any adaptive strategy.

— A gives S a ring signature size w, a set L of w pk®)’s, a message 4 and

a signature o, (p).

A wins the game if:

1. MIMO.LRS.SigVer(o(1))=Accept.

2. pk(k)’s in the L are outputs from JO oracle.

3. or(p) is not an output of SO.

4. No signing key pk;’” was queried more than once to SO.

5. Vi € [w] 3k € [Nin] s.t. pk'™ is not corrupted.
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The advantage of the one-time unforgeability in the MIMO.LRS scheme is
denoted by

ot—unf

Advantage’ """/ (\) = Pr[A wins the game |

Definition 5.1 (One-Time Unforgeability). The MIMO.LRS scheme is one-
time unforgeable if for all PPT adversary A, Advantageff“nf (A) is negli-
gible.

e UNCONDITIONAL ANONYMITY. It should be infeasible for an adversary A

to distinguish a signer’s pk™® with probability larger than 1/2, even if the
adversary has unlimited computing resources. This property for MIMO.LRS
schemes is defined in the following game between a simulator & and an
unbounded adversary A.

— A may query JO according to any adaptive strategy.

— A gives § the L = {pkék), pkgk)}ke[]vm}, which is the output of the JO,

and a message /.

— S flips a coin b = {0,1}, then S computes the signature o, =
MIMO.LRS.SigGen(L,skl(,k),,u, Pub-Params). This signature is given to
A.

— A outputs a bit ¥'.

— The output of this experiment is defined to be 1 if b = V', or 0 “zero”

otherwise.
A wins the game if:

1. pk{ and pk{" cannot be used by CO and SO.

2. A outputs b’ such b =1'.

The unconditional anonymity advantage of the MIMO.LRS scheme is denoted
by

Advantage ™" (\) = | Pr[b = '] — =|.
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Definition 5.2 (Unconditional Anonymity). The MIMO.LRS scheme
is unconditional anonymous if for any unbounded adversary A,

Anon

Advantage’,"*"()\) is zero.

e LINKABILITY. It should be infeasible for an adversary A to unlinked two valid

MIMO.LRS signatures which were correctly generated with same skgrk). To

describe this, we use the interaction between a simulator § and an adversary

A:

— The A queries the JO multiple times.

— The A outputs two signatures oy (p) and o, (x) and two lists L and L’
of pk)g.
R 5.2
P i€[w],k€[Nin] (5:2)
A wins the game if:
1. By calling MIMO.LRS.SigVer on input o(u) and o7, ('), it outputs
Accept on both inputs.
2. The pk®’s in L and L' are outputs of JO.
3. Finally, it gets unlinked, when calling MIMO.LRS.SigLink on input o, ()

and o7, (1').
Thus the advantage of the linkability in the MIMO.LRS scheme is denoted
by

Advantage ™ (\) = Pr[A wins the game].

Definition 5.3 (Linkability). The MIMO.LRS scheme is linkable if for all

Link

PPT adversary A, Advantage ;™" is negligible.

e NON-SLANDERABILITY. It should be infeasible for an adversary A to linked

two valid MIMO.LRS signatures which were correctly generated with different
sk®)s. This means that an adversary can frame an honest user for signing

a valid signature so the adversary can produce another valid signature such
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that the MIMO.LRS.SigLink algorithm outputs linked. To describe this, we

use the interaction between a simulator § and an adversary A:

— The S generates and gives the list L of pk®)’s to A.
— The A queries the 7O and CO to obtain pkgf) and skgf), respectively.
— A gives the generated parameters to S.

— & uses the sk;’“) and calls the SO to output a valid signature o, (),
which is given to A.

— The A uses the remaining keys of the ring signature (w — 1) to create
a second signature o’ (i) by calling the SO algorithm.

A wins the game if:

1. The MIMO.LRS.SigVer, on input o (x) and o7 (1), outputs Accept.

2. The keys pkgrk) and skgrk) were not used to generate the second signature
or,(1)-

3. When calling the MIMO.LRS.SigLink on input o7 (x) and o7 (1), it out-
puts linked.

Thus the advantage of the non-slanderability in the MIMO.LRS scheme is
denoted by

Advantage’\®(\) = Pr[A wins the game].

Definition 5.4 (Non-Slanderability). The MIMO.LRS scheme is non-
slanderable if for all PPT adversary A, Advantageﬁs is negligible.

5.2 MIMO.L2RS Scheme construction

In this section, we construct a lattice-based version of the MIMO.LRS. The scheme
MIMO.L2RS = (MIMO.L2RS.Setup, MIMO.L2RS.KeyGen, MIMO.L2RS.SigGen,
MIMO.L2RS.SigVer, MIMO.L2RS .SigLink) works as follows.
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5.2.1 MIMO.L2RS.Setup

By receiving the security parameter A, this MIMO.L2RS.Setup algorithm randomly
chooses A < RZ™ ™D and H «> R2*™ Y. This outputs the public parameters

(Pub-Params): A and H.

Remark 5.5. To prevent malicious attack, MIMO.L2RS.Setup incorporates a trap-
door in A or H, in practice MIMO.L2RS.Setup would generate A and H based on

the cryptographic Hash function H, evaluated at two distinct and fixed constants.

Definition 5.6 (Function MIMO.L2RS Lift). This function maps R} to Ra,

with respect to a public parameter A € Rgx(m_l).

MIMO.L2RS Lift(A,a) £ (2- A, -2 -a+q) € R3,™ with g =¢- (1,1)7.

Given a € Rg, we let

5.2.2 Key Generation - MIMO.L2RS.KeyGen

This algorithm receives the public parameter Pub-Param: A € Rix(m_l), then it

generates a key pair in RZ, we:

e Pick (sy,...,8,,-1) with every component chosen uniformly and indepen-
dently with coefficients in (—27,27).

e Define S = (sy,....sm-1)" € R,

e Compute a = (aj,a;)” = A-Smod ¢ € RZ. The a and S are the public-key

pk and the private-key sk, respectively.

This MIMO.L2RS.KeyGen algorithm is described in the following Algorithm 10.

Algorithm 10 MIMO.L2RS.KeyGen - Key-pair Generation (a, S)

Input: Pub-Param: A € Rﬁx(mfl).

Output: (a,S), being the public-key and the private-key, respectively.

1: procedure MIMO.L2RS.KEYGEN(A)

2: Let ST =(s1,...,5m_1) € RE*™™Y where s; <> (—=27,27)" for 1 <i<m — 1
3: Compute a = (a1,a2)” = A-S mod g € R2.

4: return (a,S).
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5.2.3 Signature Generation - MIMQO.L2RS.SigGen

The MIMO.L2RS.SigGen algorithm inputs the user’s private-key SE%’W, the mes-

sage [, the list of user’s public-keys L' and the public parameters Pub-Params:
H € 'R;X ™D and A € Rlx(m Y. This algorithm outputs the signature
or/(pn). We call 7 the index in {1,...,w} of the user or signatory who wants

to sign a message /L For a message p € {0,1}*, the fixed list of public-keys

(k)

{a i)l (m) } and the private-key S( which corresponds to G

n),m

with 1 <7 <w and k € [1, N;;, + 1]; the following computations are performed:

1. We define the linkability tag as Héq) (2-H,-2- h® + q) € RQW” where

H is the fixed public parameter for all users, and h® = H - S NS Rg.

(in),m

We consider S(]?)’T7r c R;X(m_l) as an element in Ry, and let ngn )2qm =

(SEZEL 1) € Ry, such that H(k S(k = ¢ € Ry

2. The 7’s public-key is lifted from Rlxm to Rlxm so by calling the lift function
MIMO.L2RS Lift(A, al}) ), we get AL = (2-A,—2-al) +q) € RE™

2q7r (
3. Note that Agfm S(k =q € Ry
4. By choosing a random vector u® = (uy,...,u,)", where wu;
D2, for 1 < i < m, we calculate ¢,y = H; (L' {H }ke[Nerl]“u’ {A2q7r .
}ke[Nm+1]’ {ng -u® }ke[Nerl])'
5. We choose random vector tl(-k) = (tigy - tim)’, where t;; <> D7, for 1 <
j<m,thenfor i=n+1,...,w,1,2,...,7—1), after lifting from len to

R5™, using MIMO.L2RS.Lift(A, af;) ), we obtain AL, = (2 A, -2 agzg)ﬁ
)6732”” Then, we compute ¢; 1 = Hl(L/ {H }k;e[Nm-i-l H, {A2q1 ‘ +

(k)  4(k)
a- Ci}ke[Nm-H}’ {H2q 4 ta Ci}kE[NmH])'

2qz

6. Select a random bit b € {0,1} and finally compute t*) «+ u® + S2q7r .

(—1)b(k) using rejection sampling (Definition 3.8).

: _ (k) k (k)
7. Output the signature o/ (u) = (cl, {t1 e ’ti(u)}ke[Nm-',-l}’ {h }ke[Nm]>.
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Remark 5.7. m adds a record to homomorphically compute and verify the amount
preservation property; this uses the homomorphic commitment scheme (defined
in Section 5.5.1). The result of this computation is a commitment to zero. This
new record is placed in the position (NV;, + 1) and then a list L' is defined as
(5.13) (Section 5.6 provides further explanation of this record within the proposed
cryptocurrency protocol). Contrary, the linking tags (or h(k)) only needs N, since

h®) are tags generated based on the number of input secret keys.

A formal description of this algorithm is shown in Algorithm 11.

Algorithm 11 MIMO.L2RS.SigGen - MIMO Signature Generation oy, (pu)
Input: {ngi),n}kE[Nerl]’“’ L’ as in (5.13), and Pub-Params.

k k
Output: o1/(n) = (Cl’{tg >"”’t1(u)}k€[Nz‘n+1]’ {h(k)}kemm])
1: procedure N[H\'IO.LQRS.SIGGEN(SZ?L) > 1 L', Pub-Params)
2: for (1 <k < N;,+1) do

3: Set HYY) = (2-H,~2- h<’“) + a) € R3;™, where h(®) =H -8 € R2.
4: Call MIMO L2RS Lift(A,al%) ) to obtain AJy) = (2-A,~2-al) +q) € R3™.
5: Let u(®) = (ut, ..., um)T, Where u; <= D7, for 1<:<m.
. (k) (k) K (k) K
6: Compute cr41 = Hl(L’ {H }ke m+1]7”7{A2q,7r’u( )}ke[NinJrl]’{H?q cul )}ke[Nerl])‘
7 for (i=n+1,7+2,...,w,1,2,...,m— 1) do
8: for (1§kSNin+1) do
9: Call MIMO.L2RS Lift(A,a(;) ) to obtain ASY, = (2- A,~2-a")  +q) € RIS ™.
10: Let t™ = (ti1, .. tim)T ,Wheret”<—>D for 1 < j <m.
k k k k
11: Compute c¢;4+1 = Hl(L’ {H }ke[N,nLl]’l" {qu),i : ( ) 4 q- C’}keN ) {H( ) tg ) 4 q-

Ci}kE[Nerl])‘
for (1<k<N;,+1)do
13: Choose b*) < {0,1}.

—
N

(k)

14: Let %) u® + 80 e (—1)2", where S$ = [(SP)T, 1T
k K k
. o ||S§>q3w ol R R AN ,
15: Continue with prob. | Mexp | — By E— cosh —_— otherwise Restart.
o o
. _ (k) (k)
16: return o/ (u) = (cl,{t AU }kE[Nm+l]’{h(k)}ke[Nm]>'

5.2.3.1 Correctness of MIMO.L2RS.SigGen

Proof. Beyond the required conditions of MIMO.L2RS.SigVer, we claim that
if op(p) = (cl,{tgk),...,tg@)}kew H],{h(k)}kew ]) is the output of the
MIMO.L2RS.SigGen algorithm on input (u, L, S;, Pub-Params), then the output
of MIMO.L2RS.SigVer on input (p, L, o (1)) should be accepted. We need to show
that when MIMO.L2RS.SigVer computes Hq <L’, {Hgé)}ke[NmH], 14, {AQIZ)l t +q-

cl}ke[NnH], {HQq 4 q- Cl}ke N, +1])’ the result is equal to c¢;. We also show
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(k) (k) (k)
that this H, (L’ {HS e i A 6 +a b,y {HE -t +q
ci}ke[N_ +1]) =cyyq for 1 < i < w—1in MIMO.L2RS.SigVer. In this evaluation,

we consider two scenarios, one when i # 7 and i = 7:

e For #+ m, in  MIMO.L2RS.SigGen we have c;1q =

(k) (k)

H1<L/ {H }ke[Nerl]’ {A2qz oy +oa ci}ke[Nm+1]’{H2q

tz(»k) + q - '}ke[N ) while in  MIMO.L2RS.SigVer we compute
k) (k (k

civt = By (1 {H5}, M,u,{Aqu 6+ a-ei o {HS 0 4

Ci}ke m+1]) These are equal since Al gk )—i—q-ci (in MIMO.L2RS.SigGen)

2q'L
qu)l t'* )+q~ci (in MIMO.L2RS.SigVer); and H(k k) +q- c,}ke[N‘ "
(in MIMO.L2RS SigGen) = H{. 67 +q-ci}, gy 4y (in MIMO.L2RS SigVer).
e For i = m, in  MIMO.L2RS.SigGen we have c;4q

<L/ {H }ke[Nerl]”u’{AQle ' u(k)}ke[Nm+l]’{Hg;) ' u(k)}ke[Nm+1]>’

whereas in MIMO.L2RS.SigVer we calculate Cri1l

(k) (k)
Hl <L/7 {H2q }kG[Nm—l—l]’ {A2q7r tgrk) + q - cﬂ—}kG[Nm—l-l]’{qu ’ tgrk) +
q - C”}ke[NmH])' In this case, we need to show that c,y; (in
MIMO.L2RS.SigGen) = c,41 (in MIMO.L2RS.SigVer). In doing so, the

following equalities need to be proved:

a® = Ag; i

1. AW

S t®) + q-c,, which is equivalent to A(;;?7r -(u®) — (R

= q - c,. Here, we replace t*) as defined in Algorithm 11, to obtain:

A(k)

k (k)
2q,m (u(k) - u(k) + qu?ﬂ' *Cr (_1)b ) =q-Cp <—

k) k (k)
—Aéqﬂ . Séq?w - Cp - (—1)b =q-c, =

_q.cﬂ_.(_]_)b:q.cﬂ_

We distinguish two cases for b:

— When b = 0, we verify that -q - ¢, = q - ¢, mod 2q.

— When b = 1, we have q- ¢, = q - ¢, mod 2q.
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2. ng) cul) = Hg’;) -t + q - ¢, which means that:

Hg;) (% —tW) =q.c, =
(k)
Hy, - ()~ "MSW e (1)) =q e =
~H} - sy

2q7r' ( 1)b:q'c7r<:>

_q.cﬂ_.(_]_)b:q.cﬂ_

We distinguish between two cases:
— When b = 0, it is verified that —q - ¢, = q - ¢, mod 2q.

— When b = 1, we have q- ¢, = q - ¢, mod 2q.

5.2.4 Signature Verification - MIMQO.L2RS.SigVer

This is described in Algorithm 12. Furthermore, in the following theorem, we show

the bound of 3, which is used in this verification algorithm (MIMO.L2RS.SigVer).

Algorithm 12 MIMO.L2RS.SigVer - MIMO Signature Verification

Input: o/ (p) asin (5.16), L’ as in (5.13), u, and Pub-Params.
Output: Accept or Reject

1: procedure MIMO.L2RS.SIGVER(o 1/ (12), L', Pub-Params)
2: for (1 <k < N;p+1)do

3: if Hé};) =(2-H,-2-h® 1 q) € jom then Continue
4: for (i=1,...,w) do
S for (1 <k < N;p+1) do
6: Call MIMO.L2RS Lift(A,a("), ) to obtain ALY, = (2- A, —2-a{") +q) € R3™.
: - (k) (k) (k) (k) (’v)
7: if cip1 = Hl(L’ {H }ke Ny 1] Mo {Aqu t," +aq- cz}k€ N 1]’ {H .t} -i,-q-ci}ke[Nerl])
then Continue
8: else if ||t§k) |2 < By (the acceptance bound based on [DDLL13]) then Continue

9: else if ||1:(k)HOo < g/4 then Continue
. : (k) (k) (k) (k) (k)
10: if oo = H (L (B, v g (A5 68+ a cu i, (050 68 +acudy o )

then Accept
11: else Reject

12: return Accept or Reject

Theorem 5.8. Let 3, = noy/nm and ¢/4 > (\/2(A+1)In2+ 2In (nm))o and
op(p) = (cl, {tgk), o ) }ke[NmH]’ {h (k) }ke[Nm]> be generated based on Algo-
rithm 11. Then the output of Algorithm 12 on input or/ (1) is accepted with prob-
ability 1 — 272,
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Proof. In this proof, we start mentioning that in BLISS [DDLL13], for a desired
expected rejection and repetition M, if we take the definition of o where M = e%%?,
then t*) will be indistinguishable from D, if o > o - HS%IZ?W - ¢, || [Section 3.2 in
[DDLL13]]. We also use [lemma 4.4, parts 1 and 3, in [Lyul2]]. The part 3
of this lemma shows that the bound on Euclidean norm 3, = no+/nm, for a
given n > 1, has a probability Pr[HtZ(k)Hg > noy/mm] > 1 — 2> In addition,
the bound on infinity norm (||t;||c < ¢/4) is analysed in part 1 of this lemma

where its union bound is also considered. It turns out that 7 is required such

q/4>no > (1/2(A+1)In2 + 2In (nm))o, except with probability of 27, O

5.2.5 Signature Linkability - MIMO.L2RS.SigLink

The MIMO.L2RS.SigLink algorithm, illustrated in Algorithm 13, takes two
signatures as input: op(u1) and of,(us2), and it outputs either Linked if these
signatures were generated by same signatory, or Unlinked, otherwise. Given
public-keys’ lists L and L', and two signatures: or(u;) and o7,(us2), which can
be described as: op(u;) = (cl,m, {tgi)u"'"ti(ji)ul}ke[zvmﬂp {hg“l)}kewm]) and
71 (12) = (€1 {80+ 80 Y o (0 i)

These two signatures must be successfully accepted by the MIMO.L2RS.SigVer
algorithm, then one can verify that the linkability property is achieved if the
linkability tags (hg‘i) and hg;)) of the above signatures o (p;) and o}, (us2) are

equal.

Algorithm 13 L2RS.SigLink - Signature Linkability

Input: o7 (p1) and o, (uz)
Output: Linked or Unlinked
1: procedure MIMO.L2RS.SIGLINK(0(41), 07, (112))

2: if (MIMO.LQRS.SigVer(UL(,ul)) = Accept and MIMO.L2RS.SigVer(c},(p2))

= Accept> then Continue |
3. else if h{) = h{’) then Linked
4: else Unlinked |
5: return Linked or Unlinked
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5.2.5.1 Correctness of MIMO.L2RS.SigLink

Proof. We show that an honest user m who signs two messages p; and o in the
MIMO.L2RS scheme with the list of public-keys L, obtains a Linked output from
MIMO.L2RS.SigLink algorithm with overwhelming probability. As shown in Algo-
rithm 13, two signatures oy (1) and o (us) were created, and then successfully
verified by MIMO.L2RS SigVer. Therefore, the linkability tags h{” and h{®) must

be equal. To prove this, we show that:

H®

2.1 (2-H,-2- hgj) +q) € R3,™, where

H = Pub-Param and h{") = (H-S{!) +q) € R?

H®

2q,p2

= (2-H,-2-h¥ + q) € R3™, where

H = Pub-Param and h{!) = (H-S{})) +q) € R?

The first parts of the linkability tag in both MIMO.L2RS signatures have same

equality with following probability:
Pr[2-H=2-H] = 1.

Ultimately, the second part uses the honest user’s private-key ngg) . is used, so we

conclude that:

Pr[—=2-h{) +q+2-h{) —q=0] = 1.

5.3 MIMO.L2RS - Security Analysis

Theorem 5.9 (One-Time Unforgeability). Suppose \/Mﬁ is negligible in

| 1s negligible and y = h is polynomial in n, where h denotes the number

1
.
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of queries to the random oracle Hy. If there is a PPT algorithm against one-time
unforgeability of MIMO.L2RS with non-negligible probability O, then there exist a
PPT algorithm that can extract a solution to the MSIS§m7k75 problem (with =

4n

S——t
2[3,) with non-negligible probability <(5— ISi,H|> . ( ‘zn,nl _ |357H|> S L

Proof. As stated in [DDLL13], this MIMO.L2RS scheme relies on the MSISL, .
problem to be secure against any existential forger. This means that a forgery
algorithm succeeds with a negligible probability and so we conclude that under
this probability, the attacker will also find a solution to the MSIS&W,W prob-
lem. To prove this, we start replacing the MIMO.L2RS.SigGen algorithm with
MIMO.L2RS.Hybrid-1 and MIMO.L2RS.Hybrid-2 algorithms that are used to simu-
late the creation of the signatures, until we obtain an algorithm that breaks the
MSISZm,k,ﬁ problem. These Hybrid algorithms are illustrated in Algorithm 14

and Algorithm 15, respectively.

In MIMO.L2RS.Hybrid-1, the output of the random oracle H; is chosen at random
from S, ,, € Rg, and then it is programmed, without checking the value of Azq iy

k) and H2q -u® being already set. This equality can be described as:

(L/ {H2q }ke Nint17 F {A2qw ’ Z( ) Taq- c“’}kG[Nin-H]’
{hy, (") -t +q'cw}ke[1vm+1}> -

H, (L/> {Hg;)}ke[Nm—i-l}’ Hs {Ag;w u(k)}ke[Nm—H]’ {Hg;) ’ u(k)}ke[Nm—i—l])

Every time the MIMO.L2RS.Hybrid—1 is called, the probability of generating u,

(such that Al ) and Hgfl) -u® are equal to one of the previous output

2q T’
that was queried), is at most 27", 'We define that the probability of getting a

collusion each time is at most h - 27"*!, where “h” is the number of calls to the

[l

random oracle Hy, whereas the probability of occurring a collision after “o” queries
to the MIMO.L2RS.Hybrid-1 is at most o - h - 27" which is negligible (Based on
[DDLL13], Lemma 3.4).

After analyzing how c¢; can be forged, we evaluate the tgk),...,tg“) of the

MIMO.L2RS scheme. We claim that these are forgeable when an attacker finds
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Algorithm 14 MIMO.L2RS.Hybrid-1
Input: {S(m)

k k
Output: oy (p) = (cl,{t( )t )}ke m-o—l],{h(’f)}kewm])
1: procedure MIMO.L2RS.HYBRID- 1(S(k> W,M,L’, Pub-Params)
2: for (1 <k < N;, +1) do

Yhe[Nin+1]> 1 L' as in (5.13), and Pub-Params.

3: Set Hy) = (2 H,—2-h®) 4 q) € R3™, where A" =H - S{}) € R2.
4: Call L2RS.L|ft(A,ag”)L>J) to obtain Ay = (2-A,—2-all) +aq)€R}™.
5: Let u(® = (u1,...,um)T, where u; <> D2, for 1 <i<m.
6: Choose at random cry1 < Sk ‘
7 for (i=n+1,7+2,...,w,1,2,...,7— 1) do
8: for (1 <k < N;p, +1) do
9: Call L2RS.Lift(A,a(}) ) to obtain ALY, = (2- A, ~2-a(;)  +aq) € RI™.
10: Let t%) = (ti1,...,tim)T, where t; ; <= D, for 1 < j < m.
. k k) (k) (k) (k)
1 Compute ¢it1 = Hi (L/ {H; )}ke[Nm+1]’“’{A2qz‘ b A Gy, pap (Hzg b Fa

Ci}ke{NmH])'
12: for (1<k< N;,+1)do

13: Choose bF) = {0,1}.
14: Let t&) « u(®) + Sé’;?ﬁ “Cr - (—l)b(k) where Sé’;?ﬁ = [(S(k>)T 17,
IS5 - eI (65", 850 - ex) \\ 7
15: Continue with prob. | M exp ("’272) cosh (7(;)) otherwise Restart.
% o
16: return o/ () = (cl, {tg st )}ke[Nerl], {n® }ke[Nm])'

a PPT algorithm F to solve the MSISﬁm,kﬁ problem. This attack can be simu-
lated using the MIMO.L2RS . Hybrid-2 shown in Algorithm 15, where t, is directly
chosen from the distribution D? (Based on [DDLL13], Lemma 3.5).

The public-key Al

a vector v such that quw v = 0 mod ¢ with 0 = (0,0)”. We denote y = h where

RQX’” is generated such AlF) gk (m) =q€ RQq, so finding

2q7r 2q7r

y is the number of times the random oracle H; is programmed during this attack.

Then this attack is performed as follows:

1. Random coins are selected for the forger ¢ and signer .

2. The random oracle H; is called to generate the responses of the users in the

L2RS scheme, (cy,...,Cy) < Spx.
3. These create a SubRoutine that takes as input (Aé’gﬂ, G,1,C1, ..., Cy).

4. F is initialized and run by providing the AP and forger’s random coins ¢.

2q7r

5. The SubRoutine signs the message p using the signer’s coins 1 in the

MIMO.L2RS.Hybrid-2, this produces a signature o ().
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6. During the signing process, F calls the oracle H; and answers are placed in
the list (cq,...,cy), the queries are kept in a table in the event that same

queries are used in this oracle.

7. F is stopped and it outputs a forgery that is the SubRoutine’s result
(cq, {tg ), St }ke[Nm—&-l]’ {h(k)}ke[Nm}), with negligible probability 0. This
output has to be successfully accepted by the MIMO.L2RS.SigVer algorithm.

If the random oracle was not called using some input {Ag;)l : tﬁ’“) +q -
ci}kew ) {Hg;) -tgk) +q- ci}kew T then F has 1/|S,, .| chances of producing
— (k) (k) | (K (k)
a e such that ¢ = Hy (2, (G}, o (AL 60 4 aeh, ) {HD
t®) 4+ q- C}ke[NmH])' This turns out that 6 — 1/|S,, x| be the probability that

c = c; for some j.

Algorithm 15 MIMO.L2RS.Hybrid-2

Input: {S(k) o EE[N;n+1]5 s L as in (5.13), and Pub-Params.

(in),
k k
Output: o/ (p) = (01, {tg >, . ,tgﬂ)}>ke[]\rl_n_~_1]7 {h(k>}ke[Nm])
1: procedure MIMO.LQRS.HYBRID-Q(SE% _ i, L/, Pub-Params)
2: for (1 <k < N, +1) do

. k 2 k

3 Set Hy) = (2 H,—2-h®) 4 q) € R3™, where K" = H - S{}) € R2.
. k . k k
4: Call L2RS Lift(A,al¥)) ) to obtain ASY) = (2-A,—2-a() +aq) e RE™.
5: Let u®) = (w1, .. um)T, where wu; <= D2, for 1 <i<m.
6: Choose at random cr41 ¢ Sp k.
7 for (i=n+1,7+2,...,w,1,2,...,m—1) do
8: for (1<k<N;,+1)do
. k . k k

9: Call L2RS Lift(A,al¥) ) to obtain ALY, = (2 A,—2-al¥)  +aq) € RI™.
10: Let tgk) = (ti1,--- ,1Ei7m)T7 where t; j <= D%, for 1 <j <m.

. _ (k) (k) (k) (k) | (k)
11: Compute cj41 = Hi (L’,{qu }ke[Nm+1]’“’{A2q,i -t +q- Ci}ke[N,-n-‘-u’ {H2q £ +q-

Ci}ke[Nm-H])'
12: for (1 <k < N;, +1) do

13: Choose bF) + {0,1}.
14: ‘ Choose t.(,rk) > Dxm™m ‘
1
15: Continue with probability — otherwise Restart.
. _ (k) (k) k
16: return o/ () = (cl, {tl R }ke[Nerl]’ {h( )}ke[Nin])‘

FORGERY 1. Let’s consider the situation that c;;; is the result after using F
S k k k
which is ¢;41 = Hi( L, {Héq)}ke[Nm—&—l]’M/’ {qu) W 4 q- Cj}ke[NmH]’ {ng) '
t'®) + q- cj}ke[N_ ) Then by comparing this with a legitimate signature, we

have:
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H (L, {H }ke[Nerl]"u’ {qu tW4q- Cj}ke[NmH]’ {H tW+q- CJ}ke[N +1}> -
Hy( L, {H }ke[NmH]?'“ {A bt k)+q'cj}ke[1vm+1]’ {H2q -t/ +q'cj}ke[Nm+1]>

F will find a preimage of c; if p # p/ or Ag’;) t® 4 q- c; # A(QI;) ') 4 q- Cj
or Hé’;) -t + q-c; # Hg;) -t'® 4+ q-c;. Then, we have with overwhelm-
ing probability that u = // and A(k) ct®) 4 q - c; = Ag;) t'® L q-c
and Hg;) -t 4 q-¢; = H -t'®) 4 q - c;. These equalities will result in:
Ag;) (t®) —¢/®)) = 0 mod ¢ and Héq (t*) —¢'®) = 0 mod gq. We assume that both
t and t’ are different and they met the MIMO.L2RS.SigVer conditions, so it yields
t —t’' # 0mod ¢, and ||t — t'|| < 20,.

FORGERY 2. In this scenario, we assume that the MIMO.L2RS scheme can be
forged by an attacker F as it was presented in the FORGERY 1 and obtain c;,

then another attacker can generate (c/,...,cl) <= S, by replaying the first

J? Y w
attack and using same message . We use the forking lemma [BNO6] to show the

probability of ¢; = ¢/ and the forger uses an oracle response c’ is at least:

S——L
(o-5t) - (5= - ) 6

Therefore, with the probability (5.3), JF creates a signature op(u) =
'(k) t k (k) (k)

(c’l, {tl . (k)}ke[NmH], {h( )}ke[Nm]> where Ay, -t(k)—i-q-cj = Ay, -t’(k)—f-q-cj

and H tH +q-c; = H( bR 4 q - c;. We now obtained: Ag;) (AL

t'0)) = q(c; — c}) mod 2q and H2q) (R — ' W) = g(c; — c;) mod 2g. Since

c; — ¢; # 0mod 2, so in both equations, we have t*) — ') £ 0 mod 2¢ where

[t®) —t'®)| < ¢/2. By applying modq reduction, we find a small non-zero vec-

tor vl = t®) — ') £ 0 mod ¢. This v(*) will compute Ag;) -v®) = 0 mod ¢

and Hg;) -vl®) = 0mod ¢ with |[v®|| < 28,. Since v(¥ is same for both
k

A and HYY,

qu mod ¢ = 2(A, —a®) mod ¢, then 2(A, —a®)v(*) = 0 mod ¢, this implies

we only use the former to continue this analysis. We say that

that (A, —a®)v®) = 0 mod ¢, since ¢ is odd. The probability of success of an
attacker in MIMO.L2RS.Hydrid-3 differs by a negligible amount from the success
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probability in MIMO.L2RS.KeyGen and is thus non-negligible. Therefore, this vec-
tor v will be a solution to the MSISZWk”B problem, where 8 = 24,, with non-
negligible probability and with respect to (A, —a®)) over Rg. Furthermore, no-
tice that MIMO.L2RS.Hybrid-2 shown in Algorithm 15 no longer uses the private-
key Sﬁrk), except for generating Ag;?w and Hg;) to obtain the final MSIS§m7k7B
solution. For A%

5qm We modified the MIMO.L2RS.KeyGen algorithm with the

MIMO.L2RS.Hydrid-3 game shown in Algorithm 16, where the public-key a® is

(k)

uniformly and randomly taken as a®) < Rg. On the other hand, for Hy', we chose

the linking taq uniformly and randomly as h® < Rg. By the argument of the

4n

Leftover Hash Lemma (LHL) - Lemma 3.5 and our assumption that |/ serim—rs

is negligible in n.

Algorithm 16 MIMO.L2RS.Hybrid-3 (a, S)
Input: Pub-Param: A.

Output: (a,S), being the public-key and the private-key, respectively.
1: procedure MIMO.L2RS.HYBRID-3(A)

2: Let 87 = (s1,...,8m_1) € Réx(m_l), where s; <= (=27,2")" for 1 < i <

m—1
3: Choose a ’Rg
4: return (a, S).

]

Theorem 5.10 (Anonymity). Suppose \/% s negligible in n with an
attack against the unconditional anonymity that makes h queries to the random

oracle Hy, where h, w are polynomial in n, then the MIMO.L2RS scheme is uncon-

ditionally secure for anonymity as defined in Definition 5.2.

Proof. We prove the anonymity of this scheme using the sequence-of-games ap-
proach [Sho04] where we make changes between successive games. In doing so, we

use the “transition based on indistinguishability”. We can start this analysis by:

Game 0: Suppose that an attacker A is given the list of pkls L =

{a((]k), agk)}kewiﬁl], the signature oy (@), message i, and the random oracle model
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(Hy). The key generation algorithm creates the pair of users’ keys in this ring sig-
nature: Private-Keys < {S(()k) ,Sgk)}ke[mnﬂ] and the Public-Keys < (a(()k),agk));
a user b is chosen uniformly at random from the list L = {aék),agk)}, then the
signature o (u) = MIMO.L2RS.SigGen(S,()k),u, L,Pub-Param) is generated. So
in Game 0, a PPT adversary A outputs a guess ' € {0,1}; thus in the event
Game 0, A succeeds in breaking ambiguity Game 0(b = V') if Pr[Game 0] <

1 + non-negl(\).

Game 1: Changes in this game are made to the user 7 in the second part of the
linkability tag h®®) = (H.S®) ¢ RZ, in signature of user 7, and public-key alk) =
(A -S™) € R? in the MIMO.L2RS.KeyGen algorithm. The h® and a® are now

randomly chosen from RZ. We claim that | Pr[Game 0] —Pr[Game 1]| < ey, .

Where €1,11,.,, is the advantage of some efficient algorithm which is negligible. In

both cases h®™ = (H-S®)) € R? and a¥) = (A -S™) € R2, we know that H and

A are uniform and S is chosen small and with coefficients in (—27,27). When

S™) is multiplied by H and A respectively, it gives h*®) and a® that are close to

uniform over Rg . By applying the Leftover Hash Lemma (LHL) - Lemma 3.5,

the statistical distance between the distribution of (h(k) mod ¢ and a®*) mod q)
) 7in

. . . . 2 2 .
and the uniform distribution on Ry x Ry is at most n - 5 - \/sernm=nm. We

conclude that in Game 1:

| PrlGame 0] — Pr[Game 1]| <n- 3 - \/M%. (5.4)

Game 2: This time a change is made in the second part of the remaining public-
keys a; (1 < i < w, ¢ # ) which are in the ring signature list L. They are now
randomly chosen as al®) < RZ. It turns out that | Pr[Game 1] — Pr[Game 2]| <

€ELHLcy-

Where €151, is the advantage of some efficient algorithm which is negligible. We
consider that for (i = 1 to w where i # 7), we know that agk) =(A- Sgk) mod q)
are uniform and all Sgk)’s are chosen small with coefficients in (—27,27). When

the Sgk)’s are multiplied by A;’s, it gives (agk) mod ¢)’s that are close to uniform
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over Rf]. By applying the Leftover Hash Lemma (LHL) - Lemma 3.5, the statis-

tical distance between the distribution of the (A - S*) mod ¢)’s and the uniform

. . . 2 9 . 1. q2n . _ .
distribution on R x R is at most n - 5 - \/ 55t - (w — 1). So in Game 2,

we conclude that:

| Pr[Game 1] — Pr[Game 2]| < n- 1 /5o - (w — 1). (5.5)

Game 3: At this time, we make a change in ¢, . Instead of programming the or-

(k) (k) k (k) (k T
acle as H, (L/’ {Hs, }kE[NmH]’ o { Ayl )}ke[Nerl}’ {Hy, ' )}k’E[Nin'f‘l]), el
Pr[Game 2] —Pr[Game 3]| <

now randomly chosen c.1; <= S, .. We have that
€a3 Where €3 is the advantage of some efficient algorithm which is negligible. This
scenario outputs a signature oy (u) = <c1, {t(lk), e ,tg“)}ke[]v_ Ly {h(k)}ke[N, ]>
k k k
and programs the oracle as H; <L’, {H;q)}kG[Nerl]’ 1, {Aéq?ﬂ'u(k)}ke[mﬁl]? {ng).
u(’“)}ke[Niﬁl]) = c,y1. Then, the adversary A makes h queries to Hy; so the dis-

tinguishing advantage of the signing algorithm and the one in Game 2 is at most

h - 27"t We conclude that in Game 3:

| Pr[Game 2] — Pr[Game 3]| < h-27""1 (5.6)

(k

(%) Namely, instead of computing it

Game 4: In this game a change is made in t
as u® + ngw -cy - (—=1)% it is now directly chosen from the Gaussian distribution

D. 1t is argued that | Pr[Game 3| — Pr[Game 4|| < egs,,

Where €rg,., is the advantage of some efficient algorithm which is negligible. In
previous Games, t;@ is computed using rejection sampling - Lemma 3.8, thus it
is always sample from the Gaussian distribution D?. In this Game, however, t*)
is directly chosen from D7, this means that the advantage erg., will be zero as
in both Game 3 and Game 4, tgf) is having same distribution. In Game 4, we

have:

| Pr[Game 3] — Pr[Game 4]| = 0. (5.7)

Game 5: Finally, in the Game 5, a change is made in the index m. Namely,

instead of choosing 7 + 1, it will be randomly chosen (1,...,w). We claim that
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| PriGame 4] — Pr[Game 5|| < eg5 where egs is the advantage of some efficient
algorithm which is negligible. In this Game 5, we consider that when 7 is replaced
by a fixed d, it might produce some collisions with previous queries to the oracle
H7; saying this, the adversary A may make h queries to Hy; therefore, the distin-
guishing advantage of the signing algorithm between Game 4 and this Game 5

is at most h - 27! . w. Finally, in Game 5 we have:
| Pr[Game 4] — Pr[Game 5]| < h- 27" . w. (5.8)

We also conclude that in Game 5, the adversary’s view is statistical independent

of 7, thus Pr[Game 5] = <.

Combining the probabilities of the above games (5.4), (5.5), (5.6), (5.7) and (5.8)

we obtain:

| Pr[Game 5] — Pr[Game 0]| < |Pr[Game 1] — Pr[Game 0]| + | Pr|Game 2|—
Pr[Game 1]| + | Pr|Game 3] — Pr[Game 2]| + |Pr[Game 4] — Pr[Game 3]|+

| PrGame 5] — Pr[Game 4]|.

By replacing the resulting probabilities, we have:

1 1
| Pr[Game 5] — Pr[Game 0]] <— — 5Te (5.9)
w

which means that | Pr[Game 5] — Pr[Game 0]| < ¢, which itself is smaller than

n- (w — 1) q4n q2n —
9 ' (\/ 9(v+1)-(m—1)-n + 9(y+1)-(m—1)n +h-2 (14 w).

We notice that since h and w are polynomial in n, we get h - 27" . (1 + w) is

q2n

negligible in n. In addition, we can say that \/2(7“)‘{?;71)‘" + \/2('y+1)'(mfl)<n <

2 - \/M%, which is negligible by the assumption that */an% is also
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negligible. Hence we conclude that € is negligible, meaning that Pr[Game 0] <
1
5 T €

]

Theorem 5.11 (Linkability). The MIMO.L2RS scheme with parameter (3, is link-
able in the random oracle model if the MSIS?mk’B problem (with = 2f,) is
hard.

Proof. We construct the algorithm B for the MSISZm,,ﬁ 5 problem. This algorithm

runs the linkability attack game (Definition 5.3) as follows:

1. B generates using the MIMO.L2RS.KeyGen algorithm all private-keys Sgk)’s
with the corresponding public-keys agk)’s, then B gives Sgrk) to the attacker
A as a response to the attacker’s CO query.

2. A outputs two signatures o (u1) and o}, (¢') along with their correspond-
ing lists L and L’ such that both signatures are successfully verified by
. . .1s . (k) (k) _ .
MIMO.L2RS SigVer, but the linkability tags are different h,’ # h ’ with
k € [Ni).

3. B computes hgfr) =H- S;“ mod ¢, where 7 is the true signer’s 7 linkability
tag. This hﬂ? tag can then be compared with the linkability tags hl(fl) and
hl(ﬁ), output by A, in step 2, and one of them will be different.

4. Without loss of generality, suppose hg? #+ h,(f;) mod q. Using the fork-
ing lemma [BNO6], B rewinds the attacker A to the H; query corre-
sponding to the MIMO.L2RS.SigVer of the signature oy (u;). B reruns
A with a different response of H; and ultimately gets another signature:
or(p2) = (clm, {tﬁ’fﬁw . ,tfﬁLz}ke[Mﬁ”, {hg?}ke[]vm}) This second sig-
nature is used to extract a solution to the MSISf;m’kﬁ problem, in case the

A finds an efficient way to unlink these signatures, as shown in step 7.

5. The adversary A matches the challenge message of both signatures where

H" and A®

S sqw, e kept. Thus we have:
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k k)
(a) qu?w,m ) ti(f,)m +q-Cuypy = qu (N tgf)uz T4 Cupps

(b) HYY, -t +q-cyy, = HY)

k
2q,11 " e,y ) T4 Cupy-

2q,p1  Mw,p2

These expressions can be represented as:

k
(a) qu?w,m ) (t%1 - tuﬁLQ =q- (vaw - Cw,m),

k
(b) ng)ﬂl (tuﬁ,)m - tgi)m) =q- (Cw#z - cwyul)'

Reducing them modg we have (if (cy , — €,y ) 7 0 mod 2):

k
(8) Al (65, — ) = 0mod g,
k)
(b) HY - (¢®), — ) ) =0mod g.
We denote by /¢ m’ the first (m — 1) ring elements in t*) ~and by t’/ mthe
. . En t’(’%
m-th ring element in tgu)u ie. tq(f)m — tg{% = “ ’ € Ry, and
’ ’ t//(k) t//(kz)
w,K1 w, K2

using the public-key and linkability parts, we have:

(a) 2- A (t0) — i) ) =—2-a® . (g7*) —¢/k) )

1(k)
w,f12 w, i1 w, i

k) & k
(b) 2-H-(t5) —t/5) ) = —2.h®). (¢25) —¢2®) ) where h*) £ H-S%¥) € R2.

1 w,p1 w, 2
k) _ (t;(,k&l t;l()l,?bg) k) _ 41(
6. We let S* = = B mod g where (t;}7) — £ m) # 0 mod ¢. We distin-

guish two cases:

(a) If s® # S mod ¢, since we have A - S® = A S® — a®) mod g,
then (S(k) — S™) is a small non-zero vector MSISZm’kﬂ solution for

A e Ry,

(b) If S™W — S™ mod ¢, then h(k) ~H-S% modg=H- S™ mod ¢. The
target is to show that h(k) h ) mod 2 and h = hgi) mod q. If so,
then we have hfﬁ = hgfr mod 2q, which is a contradiction with our
assumption at step 4 of this proof. We now prove the first target:

h) = -2 h® +q=1mod2=-2-H-S% + q=h{,

)
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where the first and the last equalities follow from definition of h®) in
second line of Algorithm 11. To show the second target, we have

h() = —2.h" 4+ —2-h{" mod ¢

H1
:—2-H-S(k)modq:—2-H-S7(rk)modq:hg?,

where the first and the last equalities follow from definition of h®) in
second line of Algorithm 11 and the middle equality is true based on
the argument at the beginning of step (6.b).

7. Since (Cypy — Cuwyy) # 0mod 2, we have (t) —

w, 11 7,U'2 )

# 0 mod 2¢q. In

addition, we know that ||t{) T~ t%“m < q/2, which implies that (tfl’f)m
fu)u ) # 0mod ¢. Ultimately, we have A - (tg“)u1 - tg’f’LZ) = 0 mod g and
[(£5), —t),) mod ¢|| < 28,. Therefore, this small non-zero vector (t{),
t,, m) is the output of the algorithm B, and this vector is a solution to the

MSIS,, ;. s problem with 8 = 28, for a¥) € R2.

]

Theorem 5.12 (Non-Slanderability). For any linkable ring signature, if it satisfies
unforgeability and linkability, then it satisfies non-slanderability.

Proof. Let’s suppose there is a non-slanderability adversary Agj,,q who is given
pk;,sk;,i # mand i € {1,...w}, and he produces a valid signature o/ () with
linkability tag h,, () which is equal to h,, (), oz (1) being the legitimate signature
generated with respect to sk,. This means that Ag;.,q can create a signature with
the linkability tag h,, (,) without knowing sk.. The adversary can also compute
a valid o7 (1) with sk;, i # m,and i € {1,...w} for which h,r () # hy (). We
give (o7 (), 0% (1)) to the forger, which can turn it to an MSIS@MM solution.
In particular, it will be computationally secure when two valid signatures created
by different users are unlinked using the L2RS algorithms. An adversary A will
break these properties with negligible probability as demonstrated in Theorems

(5.9 and 5.11), and with these probabilities the A will find a MSIS* 5 solution.

q,m,k,
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Therefore, non-slanderability is implied by the definitions of the unforgeability
(Definition 5.1) and linkability (Definition 5.3). O

Corollary 5.13 (Non-Slanderability). The MIMO.L2RS scheme is non-slanderable

under the assumptions of Theorem 5.9 and Theorem 5.11.

5.4 Ring Confidential Transaction Protocol
(RCT)

In this section we formally define the RCT protocol which was initially established
in the former RingCT 2.0 protocol [SALY17].

Definition 5.14 (Account or wallet). A wallet has a public component “act”
and a private component “ask”. The act is composed of the user’s pk (or a valid
address) and the coin cn, while the ask is formed of the user’s sk along with the

coin-key ck.

The RCT protocol has five PPT algorithms (RCT.Setup, RCT.KeyGen, RCT.Mint,
RCT.Spend, RCT.Verify). It also satisfies correctness (RCT.Correctness). These

algorithms are summarised in Table 5.2.
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TABLE 5.2: RCT Algorithms

Algorithm Input Output Description
Public parameters cre-
The security pa- | The public parame-
RCT.Setup ation. This calls the
rameter ters
L2RS.Setup
Public and private
The public parame-
RCT.KeyGen The pair keys keys creation.  This
ters
calls the L2RS.KeyGen
The public-key and
RCT.Mint Coins Coins generation
the amount ($)
The message, the Amount transfer from
input wallets, one or more input
The  transaction,
user’s input wal- wallets to one or more
the signature and
RCT.Spend let, wuser’s private output wallets. This
the group of linking
keys, the output also checks double
tags
addresses and the spending, amount and
public parameter range preservation
Verify whether or not
RCT.Spend’s  out-
RCT .Verify Accept/Reject the transactions were
put
successfully generated

e RCT.Setup: this PPT algorithm takes the security parameter \ and outputs

the public parameters Pub-Params.

e RCT.KeyGen: this PPT algorithm uses the Pub-Params to produce a pair of

keys, the public-key pk and the private-key sk.

e RCT.Mint: a PPT algorithm generating new coins by receiving Pub-Params

and the amount $. This algorithm outputs a coin cn and a coin-key ck.

e RCT.Spend: a PPT algorithm that receives the Pub-Params, a set of input

wallets {IW;};cp) with w being the size of the ring, a user 7’s input wallets
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IW, along with its set of secret keys K, a set of output addresses OA,
some transaction string p € {0,1}*, the output amount $ and the set of
output wallets OW. Then, this algorithm outputs: the transaction TX =
(u, IW, OW), the signature sig and a set of transaction/serial numbers TN,

which is used to prevent the double spending coins.

e RCT.Verify: a deterministic PPT algorithm that takes as input the Pub-
Params, the signature sig, the T'X, and the TN and verifies if the transaction

was legitimately generated and outputs either: Accept or Reject.

TRANSACTION CORRECTNESS REQUIREMENTS: RCT.Correctness ensures that an
honest user (payer) is able to spend or transfer any of his accounts (wallets) into
a group of destination accounts (payee), where this transaction is accepted with
overwhelming probability by a verifier. Thus the correctness of RCT is guaranteed

if for all PPT adversaries A, it holds that:

Pub-Params<> RCT .Setup(1*);

(, IW, OA)<= A(Pub-Params, IW., K )
with (IW,, K.);

Pr | RCT Verify(T'X,sig,TN) = 1: (pk, sk)<=RCT.KeyGen(Pub-Params); =1-neg(A).
(cn, ck)«— RCT.Mint(Pub-Params, $);
(T'X,sig, TN)<RCT.Spend(y,
Pub-Params, IWy, K, IW,OA, $(our)).

5.4.1 Opracles for adversaries

We now list all the adversarial oracles used in RCT, and we define them as:

e AddGen(7): on input a query number 4, this oracle picks randomness 7;, runs
algorithm (pki, ski) < RCT.KeyGen(Pub-Params, 7;), and returns the public-

key or one-time address pk;.
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e ActGen(i,$;): on input a query number i and an amount $;, it runs
(cny, ck;) + RCT.Mint(Pub-Params, $;). Then, ActGen adds i and the ac-
count act; = (pki, cni) to empty lists Z and W, respectively. ActGen out-
puts (act;, ck;) for the one-time address pk;, where these addresses are added
to a list PK. The associated secret key with account act; is defined as ask; =
(sk;, ck;). With this ask;, the challenger calls MIMO.L2RS.SigGen(sk;, -, -, )
to determine the transaction number T'N; of act; and adds it to a list TN.

o O-Spend(u, IW,IW,,OA, $(5us), Pub-Params): on input the
transaction  string p, input accounts (wallets) [W  contain-
ing W, and output addresses OA, it runs (7X,sig,TN) <+
RCT.Spend(p, K, IW, IW,, OA, $(our), Pub-Params) and adds the out-
puts to 7, where IW, € IWW. We assume that at least one account/address

in /W, has not been corrupted. We define the set of transaction numbers

in the RCT.Spend queries as TN ™.

e Corrupt(i): on input query number i € Z, uses account key ask; to determine
the transaction/serial number T'N; of account act; with address pk;, then

adds TN; and (T'N;, $;) to lists C and B respectively and finally returns 7;.

5.4.2 Security Game Definition

The protocol RCT is modeled in terms of balance, anonymity and non-slanderability

for security analysis purposes, which are defined as follows.

Definition 5.15 (Balance). This property requires that any adversary cannot
spend any account without her control and cannot spend her own accounts with
a larger output amount. This security property is guaranteed if for all PPT ad-

versaries A, it holds that:

_ Pub-Params <= LRCT .Setup(1*);
Pr | A wins : ;

({IWz(k) }ie[’w],kE[Nm}’ 7‘) o AAddGen,ActGen,O-Spend,Corrupt(Pub_ParamS)
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is negl(\), where adversaries’ oracles are defined in Section 5.4.1. We have that

Iw, ®) — {pk (in).i> € Ek)) Yicqlken,,) and T = (T'X,sig, TN). These spends can be
transferred to the challenger with the account address pk,,, = {pkgi Lt)}je[Nout}a
where we assume not all of them are corrupted, and at least one of them is honest.
This pk has been created by the AddGen oracle, so the challenger knows all

(out)

balances of the spent accounts and output accounts involved in the adversarial
spends T. This means that TX = (u, IW,0W) with OW = {OWWD},cn,.. =
{pk out) cngzﬂ) }ie[Now) being the output wallet corresponding to output account
PK(out)- The adversary A wins this experiment if her outputs satisfy the following

conditions:

1. RCT.Verify(T'X,sig, TN) = 1.

2. D keBun $Efi)’7r < 2 jeCiom $Ei3jt), where we let €
[w] s.t. w's row {pkgilgl)m, ce pkg;)”i} are the ones that have
{T N T N7(rNi”)} which are found in ActGen, FE, are the cor-
rupted inputs, and G,y are the not corrupted outputs in 7. For each
TN® let 582) be the amount queried to ActGen at the index query ¢ such
TN C TN. $8.2) is also defined as equal to zero if TW* is equal to some
input wallet IW queried to O-Spend, using same TN, which means that
I Wi(k) has been spent.

3. TN cannot be the output of previous queries to the O-Spend(-) (i.e. TN N
TN =0).

4. pk, is queried to O-Spend oracle only once.

5. PK CPK, where PK £ {pk(?) Yicfuxe(v,,-

Our extended anonymity property captures two types of attacks (compared to one
type in [SALY17]) that depend on the adversary’s choices for users my, m € [w]
and output amounts $(0ut),0, $(Out),1. It starts with the user anonymity attack where
the adversary selects my # m1 with $(ou)0 = S(our),1, while in the amount privacy
attack this adversary chooses my = m with $(ous)0 7# $(ou),1. We formally define
this property as:
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Definition 5.16 (Anonymity). This property requires that two proofs of knowl-
edge with the same transaction string i, input accounts I, output addresses O A,
distinct both output amounts ($(out)0, $(out),1) and spent accounts IW, , IW,, €
IW are indistinguishable, meaning that the spender’s accounts and amounts are
successfully hidden among all the honestly generated accounts. The protocol RCT
is called anonymous if for all PPT adversaries A = (A1, Ay), it holds that:

Pub-Params < Setup(1?);

(pos IWy, AW, IW, O A, $ out) 0,

S outy 1) ¢ APddGen ActGen,0-Spend,Cormupt (P by Parame).
Pr |t =b: b« {0,1}; -,
(TX*,sig,, TN*) <= RCT.Spend(u, Ky, IW,,, IW,
OA, $(out) », Pub-Params);

b <> ASSPeNCOmRt (Pyb_Params, (TX*, sigy, TN*))

is negl(\), where adversaries’ oracles are defined in Section 5.4.1. In addition, the

following restrictions should be satisfied:

1. For all b € {0, 1}, any account in IW,, has not been corrupted.

2. Any query in the form of (-, IW,,-,-), such that IW, N IW,. # 0 has not

been issued to O-Spend oracle.

Definition 5.17 (Non-Slanderability). This property requires that a malicious
user cannot slander any honest user after observing an honestly generated spend-
ing. That is, it is infeasible for any malicious user to produce a valid spending that
shares at least one transaction/serial number with a previously generated honest
spending. The protocol RCT is non-slanderable if for all PPT adversaries A, it
holds that:
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Pub-Params <> RCT.Setup(1?);
Pr|Awins: ((TX,sig,TN),(TX* sig", TN*)) :

PR AAddGen,ActGen,O—Spend,Corru pt ( Pub-Para ms)

is negl(\), where adversaries’ oracles are defined in Section 5.4.1, and
(T'X,sig,TN) is one output of the oracle O-Spend for some (u, [W,, IW,OA).
We say A succeeds if the output satisfies:

1. RCT Verify(T' X", sig", TN*) =1,
2. (TX*,sig", TN*) ¢ T, and

3. TNNC=0but TNNTN* #0.

5.5 Building Blocks Construction

In this section, we describe the construction of the underlying lattice-based prim-
itives that are used in the construction of a MIMO.RCT. This includes a lattice-
based homomorphic commitment (COM) scheme and a MIMO version of L2RS
signatures (specified in Section 5.1) that is used as a Proof of Knowledge (PoK).
The COM and PoK are formally defined in the preliminaries within Chapter 3.

5.5.1 Lattice-based Commitment Construction

The MIMO.LRCT protocol requires a non-interactive homomorphic commitment
(Com) as an essential primitive. We construct the three algorithms: (KeyGen,

Com, Open), using the MIMO.L2RS construction (Section 5.2):

o A + KeyGen(1}): A PPT algorithm that produces a public commitment

parameter A € REX(’"‘” after receiving the security parameter (A). In doing

so, we call the MIMO.L2RS.Setup (Section 5.2) to generate A € RZX("H).
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e ¢ + Coma(m,sk): A PPT algorithm that receives the public parameter
A (from KeyGen), the randomness sk and the message formed as m =
(0,m)” € R;**. This algorithm generates the commitment ¢ € RZ. The
randomness sk € Domg, C RE,’”‘”“ with every component chosen uniformly
and independently with coefficients in (—27,27), is produced by calling the
MIMO.L2RS.KeyGen (Algorithm 10) and the message m € Dom,,, = R, then

the commitment ¢ = Coma (m,sk) = A -sk+1m € R?.

e m’ < Openy,(c,sk): A PPT algorithm receiving commitment ¢ and random-
ness sk, and it outputs m’. A valid c is opened if (m’ = m). This algorithm

computes M’ = (0,m’)” = Open, (c,sk) = c — A - sk.

Remark 5.18. Domy, is full and not a small subset R,, whereas Domg is only a
small domain versus ¢q. These adjustments help us to obtain better parameters

than SISO.LRCT and security against out-of-range attacks.

This homomorphic commitment scheme performs the following operations:

Coma (m, sk) Com (m’, sk’) £ Comy (m, sk) &= Comy (m', sk’) mod ¢
£ Coma (m £ m', sk & sk’) mod ¢. (5.10)

Theorem 5.19 (Hiding). If 5 % is negligible in security parameter \,

2(v+1)-

then the above Com is information theoretically hiding.

Proof. Suppose that a PPT adversary A is given two messages (m,m’), the
public parameter A € RZX(”H) and the randommess sk. A bit b is chosen
uniformly at random from b = {0,1}, and the commitment is generated as
¢y + Comp (my,sk) = A - sk + m,. This adversary A outputs a guess b/ € {0, 1},
where A succeeds in breaking the hiding property when (b = ¢'). We now analyze
the generated commitment ¢, with a uniformly random element from Rg. We
know that sk is chosen small with coefficients in (—27,27). By applying the Left-
over Hash Lemma (Lemma 3.5), we argue that the statistical distance between the

distribution of ¢ and the uniform distribution on 722 is at most (% 1/ M%) ,

which is negligible in (). ]
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Theorem 5.20 (f—Binding). The described Commitment Scheme is computa-
tionally f—binding if the MSISf;mk,Q/B problem is hard.

Proof. Suppose that an adversary A generates (c,sk,sk’) such that m =
Openy (c,sk) and T = Openy(c,sk’) with m = (0,m)” € R)** and @' =
(0,m)" € R.** being valid messages and m # m’. Using the Open algorithm,
we have A - (sk —sk') = (m —m’) = (0,m — m’)” # 0, where we find a small
non-zero vector v = ( sk — sk’ )T with respect to the first row A; of the public

commitment parameter A, such that A;-v = 0 mod ¢, with ||v|| < 28. Therefore,

K

this vector v gives a solution to the MSIS; , »

5 problem. O

5.5.2 (MIMO.L2RS) as a Proof of Knowledge

We adapt all the notations from [ATSST18] into our MIMO.L2RS that signs a
signature for multiple wallets, which means that it signs N;, L2RS signatures in
parallel. This MIMO.L2RS is an extension of the single-input and single-output
proposal from [ATSST18]. In such extension, we needed to modify the Lattice-
based one-time Linkable Ring Signature (L2RS) to be capable of signing multiple
wallets. Precisely, we adjusted the key generation, the signature generation and the
verification algorithms to sign the total number of input wallets that a user wants
to transfer to some output wallets. We call these algorithms: MIMO.L2RS.KeyGen,
MIMO.L2RS.SigGen and MIMO.L2RS.SigVer, and we describe them in Algorithms
(10, 11 and 12), respectively.

The security properties of the MIMO.L2RS are inherited from the L2RS’ security
analysis. By appropriately modifying these analysis, we can obtain the same
results for unforgeability, anonymity, linkability and non-slanderability, which are

shown in Theorems (5.9, 5.10, 5.11, 5.12) , respectively.

The MIMO.L2RS signature scheme is also used as a Proof of Knowledge (PoK) to
accomplish, in part, the MIMO.LRCT’s balance property. This PoK is formalised,

namely as:
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Proposition 5.21. The MIMO.L2RS.SigGen and MIMO.L2RS.SigVer which are
described in Algorithms 11 and 12, respectively, are a Fiat-Shamir Non-Interactive
Proof of Knowledge in the Random Oracle Model (Section 3.3) for the relations

Rpox and Ry i that we represent as:

k
A {a (in) (zn) I Cn out :u’} {S (in) kgzr)L) ) ck 2“5 $m7 $out}

Rrox (Nin+1) Nin+1)y . 1 q(Nint1)
i € [w] sit.ag,)y; = Coma(0, S i )i I8Gys I < Bt
k k k)
{agh)l),i’ Cnéir)z) € out ' } {S (in),s> Ckgzn ck iLt)’ $zn7 $0Ut}
porc £ 3z € [w] s.t. v = (VT VY 5;“’)%
agin),z : ’ Vz,(2)+1 ComA<O V( ,(1) ))7 g’ H >~ wzt

where Byir = 327 is said to be the honest prover’s witness norm and 3., = 2 - 0,
being the extracted malicious prover’s witness norm. [, is the acceptance bound of

t from Algorithm 12 and aggj)fjl) is defined in (5.14).

Proof.

Completeness: Since MIMO.L2RS runs parallel L2RS signatures, we said that
the MIMO.L2RS’s correctness (Subsection 5.2.3.1) allows to achieve completeness
in the MIMO.L2RS signature scheme.

Soundness: We show that for all PPT adversaries A of MIMO.L2RS, there
is a PPT algorithm Ext, which extracts a valid witness of MIMO.L2RS.
We perform a first run (c;,...,c,) <= S,, where we assume that c¢; =

(L/ {H }ke[Nm—i-l]’ {quz Lt Ao 1}ke[N +1)7 {H -t +q-

ci_l} keNo +1]> was a response to a random oracle H; (collision resistance) query
made by A. When A rewinds (second run) by responding with ¢; # c., we ob-
tain another proof (t'l(k), ...,/ and the corresponding hash values (c}, ..., c.,).
Then, we verify around the ring signature loop (going backwards) to find a colli-

sion in the input of H;, so for k = N;,, + 1, such that A2q ;”ng) t( m“) +q-ci =

(Nzn“l‘l) /(N'm,+1)
AQq,i—l ‘tz‘—l

+q-c,_, mod 2q. In each stage, we analyze two cases. If ¢;_1 #
c._; (case 1), then we use this collision to extract a witness; otherwise, if ¢; 1 =
c._, (case 2) then we move backwards (-1) until the first case holds. Once this con-

dition is met, we set the index z = 1—x where z is the number that decreases if case
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2 holds. Subsequently, the following equality is built based on this collision, we said

that Ag;nﬂ Wit pq.c, = qu D g (Nent) g ¢l mod 2¢ with ¢4y = ¢l ).

We reorganise this equality as A2q ZZ"H (tWintD) _¢/(Nint1)) = - (c, —c.) mod 2g,

when this is reduced modg, we have A2q’z”+1) (N t) ¢/ (Nint1)) = 0 mod q.

Since ¢, — ¢, # 0mod 2, so we have tWintD) — /Wit £ (mod 2¢g where
[t NentD) — ¢/ NintD)|| < ¢/2. By reducing modg, we find a small non-zero vec-
tor vVt & gWNintl) _ g/WNintD) £ 0 mod ¢ with [V || < 2 Buy. This
Qq;”ﬂ) vVt — 0mod ¢, Since AquZ"H) mod g =
2 - (A,—a) mod ¢, we have 2 - (A, —a(].vi”H)) vt = 0 mod q, this implies

(in),z

vVt il compute A

that (A, —aENZ)"H)) vVt — 0 mod g, since ¢ is odd. Then, we consider
Nin+1 zn+1 Nin+1 Nin+1 Nin"'l 1n+

vl ) = (v;(l) ),v;@) NT where aém),z )-V;(Q) ) = A ( 0y mod g.

Finally, we extract the witness as agg;)"jl) . Vi]\(fg)bﬂ) = Comx (O V( (Z{)LH)) with

Nin Nzn
(Vi7(1)+1),v’(z’( ) ) # 0 mod gq.
HVZK: This property is guaranteed by the MIMO.L2RS’s anonymity (in Theo-
rem 5.10) as well as the hiding property of the homomorphic commitment scheme

which was proved in Theorem 5.19. O]

5.6 MIMO Lattice-based RingCT Construction

In this section, we construct the MIMO Lattice-based RingCT (MIMO.LRCT) pro-
tocol (Table 5.3 shows the MIMO.LRCT’s notations), where one is allowed to
have multiple (/1¥) and to spend them into multiple (OW). Furthermore, two
sub-protocols are needed to support the MIMO.LRCT’s threat model, which are:
MIMO.L2RS security properties (subsection 5.2) and range preservation (subsec-
tion 5.7).

The MIMO scheme works wusing a set of algorithms MIMO.LRCT
= (MIMO.LRCT .Setup, MIMO.LRCT .KeyGen, MIMO.LRCT .Mint,
MIMO.LRCT.Spend, MIMO.LRCT .Verify) and they are listed as:

Tn this work, we consider that all users have a fixed number of input wallets Njy,.
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TABLE 5.3: Notation of the Lattice RingCT v2.0

Notation ‘ Description

act Account or Wallet “Public part” = (pk7 cn) € RZ X Rg.
ask Account or Wallet “Private part” = (sk,ck) € R2 x RZ.
S Binary vectors of length n of weight .
$ Amount € S,, .
$(in) Group of input amounts 3(2) for k € [Ny
$(out) Group of output amounts $E£Lt) for j € [Now)-
g The bit-length of $.
w Number of users in the ring.
N, Number of input wallets of a user!.
1W; Input wallet of the i-th user act; = {pk(@ . cn® } .
(in),i (in),i k€[ Nin]
Iw Set of input wallet = {IW;}, (-
W, Input wallet of user 7 = {pk(@ ,cn(l?) } .
(in),m (in),m k€[ Nin]
K, User 7’s private-keys = ask, = {sk(,’f) ,C (,]f) } .
(in),m (in),m ke[ Nin]
Nyt Number of output wallets.

_ j _ 6] 6]
ow Set of output wallet = {OW(])}'J-E[NW] = {pk(fmt), Cn(fmt)}je[N,m]-
OA Set of output addresses = {pkg Lt)} .

JE€[Nout]
TX Transaction = (pu, IW, OW).
TN Set of serial/transaction numbers (linking tag).

1. (Pub-Params) - MIMO.LRCT.Setup(A): On input the security parameter A,
this algorithm calls MIMO.L2RS.Setup (Section 6.3.1) and outputs the public

parameters A € Rgx(m_l) and H € Rgx(m—l)'

2. (a,S) < MIMO.LRCT.KeyGen(A): Given the public parameter A €
Rgx(m_l), it runs MIMO.L2RS.KeyGen (Algorithm 10) and outputs a pair
of keys, the public-key or one-time address pk as a € Rg and the private-
key sk as S € R((]m_l)“. A homomorphic commitment is generated as

a=Coma(0,8) = A-S+0modgqe R

3. (cn, ck) <~ MIMO.LRCT.Mint(A,$): It receives the public parameter A and
input amount $ € [0,2%~!]. It computes a coin cn, by choosing a coin-key
ck € Domg, where every component of ck is chosen uniformly and inde-

pendently, then compute cn (as Algorithm 17) and this algorithm returns
(cn, ck).
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Algorithm 17 MIMO.LRCT.Mint

Input: (A € Rgx(mfl)ﬁ € 0, 2e$_1]), being the public parameter A and the
amount $.
Output: (cn, ck), where they are the coin and the coin key, respectively.
1: procedure MIMO.LRCT.MINT(A, $)
2. Let ck” = (cky, ..., ckn_1) € R Dwith ck; <= (=27,2)", for 1 < i <
m—1
3 cn= Coma($,ck) = A - ck+$modqe R2with § = (0,$)" € RL?
4: return (cn, ck)

4. (TX,sig, TN) <~ MIMO.LRCT Spend (s, IW, IW,, K, OA,$) . Pub-Params):
This algorithm spends/transfers amounts from the user 7’s input wallets
to some output wallets. We denote the user m who successfully created its
input wallets /W, based on determine amounts $;,). Note that notation of
these parameters are defined in Table 5.3, and this spend algorithm is briefly
described in Algorithm 18. Then, 7 selects the recipients’ valid public keys
or output addresses OA where 7 wants to spend his/her amount. To do so

7 performs the following steps:

(a) 7 receives {$Eilt)}je[N0ut], with $EQ¢) € [0,...,2%1 such balance sat-
isfies, we call this condition amount preservation. This checks that in-
put amounts are equal to output amounts, by checking if the following

equality holds:

Nin Nout
. :
S = 8. (5.11)
k=1 j=1

7 then runs MIMO.LRCT Mint(A,${) ) for j € [Ny and obtain

out)

0 o

<Cn(out) ’ (out)

)j€[Now]» Which define the output wallets as

OW = {OW D} iy, = {al), end) dicin, . (5.12)

Then, the output coin-keys and amounts {Ckgilt), $Eilt)}j€[Nm] are se-

curely sent to users with valid QA7 = {ag Lt)}jG[Nout]-

(b) User 7 selects (w — 1) input wallets from the blockchain which he/she

uses to anonymously transfer her/his input wallets {I W,Sk)}ke[]vm}.
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Then, a preliminary ring signature list is built as W = {IW;}icju) =
{a(i €0(i) Yichul kel

m adds a record to IW; in order to homomorphically compute and
verify the amount preservation; this uses the homomorphic commitment
scheme (defined in Section 5.5.1). The result of this computation is a
commitment to zero, where the user 7 is only able to obtain since he/she
knows both IW, and OW. This new record is placed in the position
(Nin + 1) and then a list L' is defined as:

L= {a(k) (5.13)

(Z”)Z} €lw] ke[Nin+1]
with aggg‘jl) £ Coma <ka $; k) ZNO’“ $v) (out) ngﬁj”), where

StV &5 8 ekl ENW ck{l) ;€ Ry" V! This implies

(in),i

that

Nout
Exnjl Z a(m Yhs cn(m i Z cn out) (5.14)

Note that if the amount preservation conditions (5.11) and (5.15) (for

(Nin+1)

every k € [N;,]) are achieved, then A = Coma (0, S(Nm+1))

(in),s

k k k
agiz)yi = Coma (0, SE”)L)I) —A-S®

mi 0 modgeRy  (5.15)

To sign the transaction, we use the 7’s private-keys: {SEZZ) w TRENin 1]
the list L' and a transaction string p € {0,1}*. Then, we run
MIMO.L2RS.SigGen (Algorithm 11) which outputs:

oL (N) = (Cb {tgk)v S 7t1(1]j)}k€[Nm+1]> {h(k)}kE[NmO : (516)

We show that the output amount $ lies in a mnon-zero

(out)

range value, by running our range proof (Algorithm 21)
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—

HRange -PRange ({Cnglt) ) ck

uts: {POK(j) } )
p Range J€[Nout]

(f) We set the transaction TX as (u, [W,OW) and TN = {h(k)}ke[Nm}.
This algorithm outputs 7X, TN, sig, = (UL/ (1), {POKI%Z”QE} : ]>.
je Nout

) () .
fm),$j t)’A}je[Nout])' This proof out-

5. (Accept/Reject) <= MIMO.LRCT Verify(T'X,sig,, T N): This algorithm calls
MIMO.L2RS.SigVer(sig, ;, L', Pub-Params) (Algorithm 12) with sig, ;, =

, it runs (Algorithm

op(p), and on input sig, , = {PoK}({gnge

}je[Nout]
22) Wrange Vrange ({ POK flger o0l A} [ ]>.This MIMO.LRCT Verify
jENout

Range> out)?

outputs Accept if both MIMO.L2RS.SigVer(-) and I gunge-Viange(-) output

Accept, else it outputs Reject.

Algorithm 18 MIMO.LRCT.Spend

Input: (u, IW, IWW,KW,OA,$E£L”, Pub-Params), being the message, the input wallets, 7’s input wallet, 7’s
private keys, the output addresses, the output amount and the public parameter, respectively.
Output: (TX,0:(u), TN)

1: procedure MIMO.LRCT.SPEND (i1, IW, [Wy, K, OA, $Eilt)’ Pub-Params)

2: User 7 selects {$Ei?ut)}j€[1\’out] such .that (5.11) is satisfied. ' .
3 User 7 runs MIMO.LRCT.Mint (A g ) for j € [Nout] to generate (anZ)Lw,ckEiL”) and sets OW as in

’ % (out)
(5.12).

4: User 7 sends securely coin-keys and amounts {Ckgztt)’ $EiLt)}jE[Nout] to user’s OAJ = aéiit) for j €
[Nout]~
. : : _ ) _ (k) (k)
5: Create the list of input wallets IW = {IW'L}iG[w] = {a(mm, cn(m),z’}ie[w],ke[Nm]'

>

_ (k)
Let L' = {a(in),i}ie[w],ke[Nerl]’

k = N;n + 1, respectively.
7 Call M|M0.L2Rs.5igcen({s§2) W}k ~ +1]7L/7M7Pub—Params) and obtain o/ (u) as in (5.16).
’ €[Nin

Run HR‘I”QE‘PRMQC({Cngjozn)7Ckgf)Lt)7$Ei3¢t)’A}j€[Nom]) for j € [Nout], it outputs

where aE,’.C) ~ are defined in (5.15) and (5.14) for 1 < k < N;,, and
in),i

®

L

9: Set sig, = (or/ (1), {POKg;nge}je[N t])'

10:  Let TX = (u, IW,0W) and TN = {h(*
11: return (TX7 sigﬂ,,TN)

>}kE[N,m+1]'

5.7 Range Preservation of the MIMO.LRCT

This section presents the techniques that we use to preserve the range preservation;
that is, these techniques prevent the negative output amount $.) attack, also

known as out-of-range attack. Since $,.s) is decomposed into binary representation
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such $ou) = Zfi_ol 2'h;, where b; € {0,1}, we start proving that each bit b;
is binary, using the OR-Proof technique from [dPLNS17]. We adjust this OR-
Proof technique to our commitment scheme, which is constructed in Section 5.5.1.
Thereafter, we use a range-proof technique to show that this amount lies in a range
of non-negative values, so we prove that each committed output amount is within

a range which cannot overflow (e.g. [0,25%)).

5.7.1 Binary Proof.

We define a protocol for the OR-Proof for our homomorphic commitments as Ilpg
with the prover Pogr and the verifier Vog. This protocol is a zero knowledge proof
where the commitment of the bit cb opens to have a value b € {0,1}. The proof
is approximate or relazed by using a relaxation factor f. Meaning that this proof
only proves knowledge of a randomness of the bit rb such that f - cb opens to
a message f -b with f € R, with respect to rb. We use the public parameter

A e Rgx(m_l) to define our two binary relations such Ror = Ry V Ry:

Ry £ {(cb,rb) € R2 x RU""*! ¢b = Coma(0,rb) = A -rb + 0, [[rb|| < Bog}

q
((]m—1)><17cb — ComA(l,I“b) =A'rb —i—T, HI'bH < BOR}

X R
Ry £ {(cb,rb) e R2 xR

Two relaxed binary relations (i.e. Rypp = Ry V R}) with Byp > Bog are also

defined where a witness will be recovered by the soundness extractor:

R} = {(cb,rb),2-cb = Coma(2-0,tb) = A -tb+2-0, ||rb|| < Bz}
Ry 2 {(cb,rb),2-cb = Coma(2-1,rb) = A -tb+2-1,||rb|| < B}

We now define below a challenge set of monomials such that for any distinct pair of
monomials X, X7 € Cy with all the coefficients of 2- (X’ — X7)~! are in {—1,0,1}
according to Lemma 3.3. Since we are using monomials, the relaxation factor is
defined as f = 2.

Co2{X'"€R,i=0,...,2n—1}
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Remark 5.22. The main difference between our OR-proof and the OR-proof from
[dPLNS17] is the size of the challenges. As we cannot achieve soundness of our
range proof using the same challenge space as in [dPLNS17], we adapt their pro-
tocol to another challenge space which we call Cy (this space was introduced in
[BCK™14]), which consists of monomials in R,. With this new space Cy we are
now able to prove the soundness of our relaxed proof to the relaxed relation R,
with relaxation factor f = 2. However, because the relatively small size of the
challenge space Cy these relatively small challenges, [Ipr needs to repeat the basic
protocol € times in parallel, where the rejection sampling (defined in Lemma 3.8)
returns something after 6 — 1 repetitions. In practice, we only need a relatively
small § < 20, whereas previous lattice based range proofs (i.e. [LLNW18]) need

much larger 6 > 100 for the same soundness level.

The challenge space 3 consists of the set of all permutations of dimension n,
Perm(n), and a bit ¢ € {0,1}, i.e. P = {p = (s,¢) € Perm(n) x {0,1}}. Each
p € B permutes the exponent of a polynomial in Cy according to the permutation
s. Let f,g € Cy be two monomials, if f = X", g = (—=1)¢- X' and s(iy) = i,, then
we define p(f) = ¢. It holds that Pr[p(f) = g] = 1/|Cy| for a uniformly random
p € B, for any two fixed elements f, g € Cy. oor is defined to be a positive real
parameter, whereas Bopg is a positive real bound. We also need a cryptographic
hash function H modeled as random oracle, which maps arbitrary inputs to the
uniform distribution over the challenge space 3¢. Our OR-Proof protocol Iy is

defined in Algorithms (19 and 20), for proving if one bit is binary.

5.7.2 Range Proof.

We define a range proof Il, 4,4, having two algorithms, one for the prover P,qpge,
and one for the verifier Vignge. Prange receives from MIMO.LRCT.Spend(-), Al-
gorithm 18, the parameters {$glt),CnEiLt),ck&t)}je[Nm] € [0,...,257 1] x R2 x

Rémfl). We define the first relation R,qyge for this protocol:
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Algorithm 19 OR-Proof Protocol Ilpg, prover’s algorithm Pogr

Input: (cb= A -rb+b,A,rb,be {0,1})
0
Output: {fé”, f@,rgﬂ,rgﬂ}t_

=1
1: procedure llpr.Por(cb, A, rb,b)
2: for (1 <t<6)do

3 Let £, < Co
4 Let u(t) — Dn(m b
t m 1
5: rl )b — DgéR j
6: 5“ =A-r, 4P T =) - Y, eb
7 aét) =A-ul®
8 Concatenate (a;_p)|| = (aﬁl)b, . a§9>b>
9 Concatenate (ap) = (agl), o alge))

10: (p(l)’ L. ’p(G)) = H (Cb, (allb)H’ (aét))H) — m@
11: for (1<t <¥0)do

12: £ = GO (1)

13: l()t) =u®) 4+ fét) -rb

14: )| = (rl()l), o rl()e)>

15: (fbrb)‘|:< él)~l‘b,..., ISQ)I‘b)

IL(TVL 1)6

(rp))
(ry)))

n.(nL 1)9

16: Continue with probability 1 — min
(fp-rb)||,90R

0
17: return PoKogr = {fét), f(t) P(()t)y (t)} L
t—

, 1} otherwise Restart

Algorithm 20 OR-Proof Protocol Ilpg, verifier’s algorithm Vogr

7]
Input: (cb, A, PoKor) with PoKop = {fgﬂ,fft),rg”,rg“}t:l

Output: Accept or Reject
1: procedure llpr.Vor(cb, A, PoKoR)
2: for (1<t <6)do

3: Let aét) =A- rf)t) - fé” -cb
4: Let agt> =A. r<1t) + f(t> 11— fl(t) -cb
5: Concatenate (ag)|| = (a(()l>7 e ,aég))
6: Concatenate (a1) = (351)7 e 7a§9))
7 (pW,...,p®) = H (cb, (a0)||, (a1)]) + B’
8: for (1<t <0)do
9: if Hrét) | <BorA Hrgt>|| < By, then Continue; otherwise Reject
10: else if f(gt> €Co A f1(t> = p(t)(f(gt>) then Continue; otherwise Reject
11: return Accept
{Cn LY ek 1w enY) = Com ($( k¥ )=
R Y (out) (out)? out J (out) AP (out)s (out)
range —

A Ck(o + $(out ”Ck out || < 2/8 $out [

267

A relazed relation (R, .) is also defined by using f where the corresponding

range

witness will be recovered by its soundness extractor:
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{cn out} {$(out CkE]) } \V/j s.t. f cn]) _ComA(f $ (J) ):

ou (out) , C (out)

A Ck(out + f out “Ck(out H 25 $(out [ : '72€$_1]7 f =4

range

Prange and Vyange are described below in algorithms (21 and 22):

Algorithm 21 Range-Proof Protocol Ilzgpnge, prover’s algorithm Prypge

. () ) )
Input: ({cn(out>, k("“t)’$(°“t)’A}je[Nout])

. ()
Output: {POKRange }jE[Nn'uf]

. €] (9 (9
1: procedure HRange'PRangE({cn(Out>7Ck<out ,$(out }je[Nout]
for (1 < j < Nout) do
Lg—1
Decompose in binary $§'7) {b(7)} i

N

3

4 Compute commitment to each bit cbgj) = ComA(bZ(.j)7 rbgj)) =A- rbgj) + ng), as defined in Section
5

5: o for (0<i</{g—1)do

6 Calls binary proof POK(OjI)% ; =lor. ’POR(cbij), A rb§j>,b§j>)

7

8

Compute prck(®) = E‘fs ! 221‘b(J> ek

(out)
Compute prenld) = Zé$7l 2%c b(J) EJ) t) it should be equal to Coma (0, prck())
; —1
9 O = Dyl
10: c) « H(prcn(y) y(J))
11: z0)  prek@ . ¢ 4 y(@) | this is a PoK of Coma (0, prek(?))

12: z)| = (z1),..., z(Nout))
13: (prek - ) = (mck(l) e, ... prck(Nout) .C<NW>)

n(m—1)
D”Ram,ge(zH)

=) =’ 1} otherwise Restart
Il

z
(prck-c)‘ |'“Range

- {poK(Ojg%yi,cbgﬁ,zm,cm}

14: Continue with probability 1 — min
M-D

15: turn Pok)
return ffo Range i1€[0,£g—1],7€[Nout]

Algorithm 22 Range-Proof Protocol Il zgpnge, verifier’s algorithm Vggnge

- {poxm ,ebl) 700 c<a>}

. (4) (4)
Input: ({POKRa"ge}je[Nom]) where POKRange

[0,65—1],5€[Nout]
Output: Accept or Reject

. ()
1: procedure HRa,Lge.VRange({PoKﬂf{mge}jemout]

Check ¢@) £ H(A - z() — vren(@) - C(J>), otherwise Reject; this checks the range proof of zero com-
mitment
return Accept or Reject

2: for (1 <j < Noyt) do

3: for(0<i<£$—1)do

4. Accept = IIog.Vor(cb; ) JA, POK(j) ;), this checks the binary proof for cbz(j)
5: Compute vren) = ZZ$ Loic b(j) EQM

6:

7

Theorem 5.23 (Binary Proof). If oor > 22v/kBor and Bl > 2v/noog, then
the protocol lor(Por, Vor) is a Ry -Protocol complete for relation Ror and sound

for relation Ry p.
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Proof.
Correctness We show that A - r(()t) - ét) -cb=A-u® so:

Since b = 0, then this condition holds.

In the case when b = 1, we refer to the line 12 of Pog (Algorithm 19), we have
FO = (L), then line 9 of Vor (Algorithm 20) is satisfied. When b =
0, we have f" = (D)) = (p(t))fét) = (f), this also shown that
the condition holds. We also check the bound of (r(()t), rgt)), where the rejection
sampling lemma (to include the new lemma in the definition) is used to show
that the distribution of ry| (from Algorithm 19, line 14) is statistically close to
DZé”;‘”e. Therefore, and each component I‘l()t) is statistically close to DZ(()’,’;‘”. A
condition is needed oor > || fy - rb)(||. By the tail bound lemma (to be included)

Hrl(f)Hg < /n(m —1)-0or = Bhp, except with probability 2n"=1,

Soundness Let (cn,r,) € Ry V R;. Let Por be a deterministic prover, who
queries H on the same input. Therefore, her success probability depends on the
output of H only. Let pg = 1/|Co| + € be the success probability of the prover
Por. We need to construct an extractor £ to extract the values r; and f;" while
making poly(|(cn,ry)|)/€ times queries to H. It holds that (cn,r}, f/) € Ry V
R}. Extractor € runs Por(cn) on a challenge p <= B and outputs a valid proof
(cn, (ro, 11, fo, f1)). Then, £ runs Pogr(cn) on random challenges and outputs a
proof (cn, (ry, ), f, f1)) such that fo # f§ or fi # fi. Let @ € {0,1} be a bit
such that f, # f.. Let (cn,ag,a;) be the hash query by Pogr(cn). Since both

proofs verify, we have a, = A -ro + foa— fo-cnand a, = A -1l + fla— f) -cn.
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Subtracting these two equations results into:

(fa—f(;)-CII:A- (ra—r:l>+a(fa_fév)

Set r’ =r,—r/, and f! = f, — f.. It follows that (cn,r”, f/) € R{VR/. Finally,

sty

we show that Pogr(cn) outputs a proof such that f, # f. with at least negligible
probability e.

Pr[Por succ. ANfo=foV fi= 1)
= Pr[Pog succ.] — Pr[Pogr succ. A (fo = fo A f1 = [f1)]
= po — Pr[Por succ. A (fo = fo Ap(fo) = p(fp))]

> po—Pr[p(fo) = p(fy)] =€ (5.17)

HVZK: To prove special honest-verifier zero-knowledgeness, we have to show that
the honest-verifier distribution and simulated distribution are identical. We show
how to construct a simulator S. For (cn,r,) € Ry V Ry and a challenge p € B the

simulator § does the following:
1. f(] — Co
2. fi =p(fo)
3. For o € {0,1}, sample r,, <> Dam =
4. For a € {0, 1}, compute a, = A -1y + fo - — fo-Cn

5. Abort with probability 1 — 1/M

6. OutPUt (I'(), Iy, f07 f1>

Using the rejection sampling bounds, the distribution of the output of S is identical

to the honest one. O



Chapter 5: The MIMO of L2RS and LRCT 132

Theorem 5.24 (Range Proof). The protocol described in Step 2 of the range proof
is a proof of knowledge (from [Lyul2]) complete for relation R,qnge and sound for

relation R, .. with Brange = 2572ny/kn(m — 1)oor + 2°y/np,.

Proof. We prove the three security of a zero-knowledge proof of knowledge as

defined in Definition 3.3.

Completeness: If the prover follows the protocol, then the following equation

holds:
H(AT = f'D,p) = H(A - (f'x +10) = /'D, ) (5.18)
From (5.21) follows that f’D = Coma(0,r) = A -r. Then, (5.18) is equivalent to:

H(AT ~ f'D,p) = H(A - (f'x +10) = /'D, )
H<f’Ar + Arg— f'A -, M)
H

(Arg, ) = f',

where the last equation satisfies the verification. By the rejection sampling (Def-
inition 3.8 the prover responds with probability 1/M?. The distribution of T is

n(m—1)

- : , — s -
statistically close to Dlzn\/m since || f'r|| < ny/n(m — 1) within the statistical

distance 27100,

Soundness: To prove the soundness, we need to extract a witness (f,$,r) s.t.

f-cn = Coma(f-$,r)with $ €[0,2% —1].

From the OR proof witness extraction in Theorem 5.23, we first extract (f/, b;, r;)

with b; € {0, 1} such that for all ¢ € [¢s] the following relation holds:

fi - en; = Coma(f! - bi,1;). (5.19)

(2

Let f!" = fi — f! bet the difference between two challenges f; and f!. According

to Lemma 3.3 it holds that f” is invertible in R,. Consequently we can multiply
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TABLE 5.4: Ilp,k+ protocol [Lyul2]

Prok(r, 1, D) Vpok (D)
Pick ro € D"V

Compute U := A - 1

Set f":= H(Arg, p)

Compute T := f'r + 1y

Abort with prob. py from (5.22)

[T

Check f':= H(AT — f'D, u)

(5.19) by (f/)~! and get:

cn; = Coma (b, (ff) 7' - 1i) (5.20)

2

for all i € [(5]. We now extract an opening (f’,T) of a commitment to 0 in the last

step of the range proof protocol such that:

51
I3 (Z 2! . cn; — cn> = Coma (0, r) (5.21)
i=0

= [ ZZi -cn; — - ecn = Coma (0,1)

1=0

holds. Note that we use the PoK™* protocol from [Lyul2] which we adapt to our
setting using D := <Zf§01 2! . cn; — cn) and present in the Table 5.4:

n(m—1) —
po=1— min{ Doy _(x) 1} (5.22)

n(m—1) /—’
M - D15y 5 (T)

where

and o¢g = 12ny/n(m — 1). Using (5.20), it follows that:

lg—1 lg—1 lg—1
f-) 2 -cn;=f'-Comy (Z 2 b, > 2 ri> . (5.23)
=0 =0 =0

After inserting the definition of cn into (5.21), we obtain:

l5—1

fren=f"- Z 2" cn; — Coma (0, 1) (5.24)
i=0
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Next, we insert (5.23) into (5.24) to get:

tg—1 lg—1

ffren = f'-Compy (Z 20 by, Z 21t ri) — Coma (0, 1)
1=0 ot =0
= Coma (f’ 8§, f Z 20(f 7y — r) : (5.25)
i=0

where we set $ = >, 2'; (note $ € [0,2% — 1]). Now, we would have liked to
show that f - (f/)~' - r; is ‘small’, but it is not. Instead, assume, there is a small
and invertible g € R,, such that g - (f/)~' = h; is small. Since f/ is a non-zero
difference of monomials from Cy, by Lemma 3.3, we can take g = 2 as it is small

and invertible in R,. Multiplying the right hand-side of (5.25) by ¢ yields:
l5—1
(g- f")-cn = Comy (g'f/'$,f’-z2ihi~ri—g~r> : (5.26)
i=0

We get the desired ‘small’ range proof witness
(f =g-f,81=f" ngl 2h;1; —g- r>, where [[t'| < Brange and using

estimations from Lemma 3.4,

< + ||g-r||2

2

lg—1
6range = Hfzhzrz_gr
=0

t5—1

< Vi [l || S 20
i=0 0o

V-2V /- 2% - 2v/n(m — 1)oor + vV - 2Vk - 26,
< 2572ny/kn(m — 1)oogr + 22v/nkp,. (5.27)

H lg—1

f'zhi'ri
i=0

+ vV lglle - lIrfls

2

IN

SHVZK: Here we have to show that our range proof satisfies the requirement
of perfect simulation. Since the underlying OR proof is perfectly simulatable as
showed in the last proof of Theorem 5.23, we only need to show that the underlying
proof of knowledge from Table 5.4 is simulatable too. Given a challenge f’, the

simulator aborts with probability 1 — 1/M?. Otherwise, we have to show the PoK
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n(m—1)

12n4/n(m—1)

A -T— f'D to guarantee that the verification equation f* = H(A-T—f'D) is satisfied.

is zero-knowledge. To do so the simulator picks ¥ <— D and computes

The simulator outputs simulated transcript T, f’, which is indistinguishable by
rejection sampling (3.8) and by hiding property declared in Theorem 5.19 of our

commitment scheme. O

5.8 Security Analysis of the MIMO.LRCT

Theorem 5.25 (Balance). If MIMO.L2RS with parame-
ter [, is unforgeable, linkable and Comy s [—binding
with = 4/ K(26,)2 + K(2B,)2n(m — 1)((2Nin + Nowr)27)2 +
2By Nout (2612n\/kn(m — oor + 22\/nfB,), then MIMO.LRCT satisfies bal-

ance.

Proof. By definition of successful balance attack (Definition 5.15), 3i € [w] such

that ZkeEé;) $82)Z* < ieqi $Eilt)7i*, being ¢* a dishonest transaction. For this

(out)

analysis we consider three cases, case 1.1, case 1.2 and case 2:

e Case1-TN € TN from ActGen: we consider two sub-cases, the outsider

and insider attacks which are described as follows:

— Case 1.1 - The outsider attack: Vi € [w] Ik* € [N,;,] such that
1 VVi(k*) is not corrupted, this means that not all inputs to 7;+ are cor-
rupted. We show that given any PPT MIMO.LRCT adversary, we can
construct a MIMO.L2RS adversary, which has equal advantage. In do-
ing this reduction, we firstly define the entities interacting to prove
LRCT-Unforgeability. We use a challenger, MIMO.L2RS.Challenger, and
two adversaries MIMO.L2RS(B) and MIMO.LRCT(.A). This experi-
ment begins with the challenger who generates the Pub-Params <
MIMO.L2RS.Setup(A), and these Pub-Params are given to the adver-

sary B. This adversary then runs A, by simulating A’s oracle answers
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(Definition 5.15). We assume that A makes at most ¢uq, Gac, ¢eo and
Qspena queries to AddGen, ActGen, Corrupt and O-Spend respectively.

This simulation runs as follows:

* AddGen(7): on input a query number ¢, B forwards the query to its

own J O and obtains the public-key(s) pkgk). B returns these to A.

* ActGen(i,$;): on input address index ¢ and an amount $;, B runs al-
gorithm MIMO.LRCT.Mint(Pub-Params, $;) and returns the account
IW; = (pkgk), cnl(-k)) and its corresponding ckgk) to A.

« O-Spend(u, IW, IW;, OA, $EQ¢)7 Pub-Params): on input the trans-
action strings g, input wallet IW containing IW;, output ad-
dresses OA, and Pub-Params, B creates a signature by calling
its signing oracle as: op(u); «— SO(w,IW, pkgk),,u), then B
builds the MIMO.LRCT.Spend output as (T'X;,sig;, T N;), where
TX = (u,IW,0A), TN,; is the linking tag, and sig, =
(o (1), {a%)nge}je[]vout]). These outputs are returned to A.

« Corrupt(i): on input query number i, B calls its corruption oracle
to obtain the private key skgk) +— C(’)(pkgk)). This private-key is
returned to A.

A outputs a forgery tramsaction (TX* sigi, TN*) such
MIMO.LRCT Verify(T X*,sig:, TN*) = 1 where sigl =
(ULI(,u);‘r,{a,(%%ge}jewm]). B also outputs its forgery op/(u): and
IW*, where IW* is the input list in TX*. We show that the ad-
vantage of MIMO.L2RS(B) adversary is equal as the advantage of
MIMO.LRCT(.A) to break the unforgeability property. In this simula-
tion, A’s view is perfectly simulated by B as in the real balance game.
Moreover, in the event where A wins the game and case 1.1 occurs,
then B also wins its game. This forgery meets the conditions of both
definitions, the MIMO.L2RS one-time unforgeability (Definition 5.1)

and balance (Definition 5.15), which we summarise below:
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1. In both views MIMO.LRCT .Verify(-) = 1 (Definition 5.15, Condition
1) and MIMO.L2RS.SigVer(-) = 1 (Definition 5.1, Condition 1),

transaction signatures must be valid.

2. The pkz(-k) of the list accounts were generated during the simulation
by AddGen oracle (Definition 5.15, Condition 2) and this oracle
forwarded queries to the MIMO.L2RS’s oracle JO(:) (Definition
5.1, Condition 2).

3. The forgeries sig: and o/ (p)% are not the output of the O-Spend(+)
(Definition 5.15, Condition 3) and SO(-) (Definition 5.1, Condition

3) oracles, respectively.

4. pk®) was only queried to O-Spend(-) oracle once (Definition 5.15,
Condition 4), and thus only a query was forwarded to SO(-) (Def-
inition 5.1, Condition 4).

5. The condition of this case 1.1 (Vi € [w] Jk* € [N;y,] such that
I I/Vi(k*)) implies that 3k* s.t. pkgk*) is not corrupted (Definition
5.1, Condition 5). Therefore, this also meets the condition of the
MIMO.L2RS.

To sum up, if the outsider adversary breaks this case 1.1 attack,
then we refer to the Theorem 5.9 (Unforgeability) where the security
analysis reduces to the MSIS?’m’k’B problem with g = 23,. Thus we
said that feese11 = 206,.

— Case 1.2 - The insider attack: 3i € [w] VE* € [N;,] such that
1 VVi(k*) is corrupted, meaning that all inputs to 7;« are corrupted. We
start this case by running the extractor of the MIMO.L2RS’s proof

of knowledge (in Proposition 5.21) so we can extract the witness
(Nin+1)  _ (Nin+1)
(in),i* i*,(2)

with (V(yi”+1),v<Ni"+l))T #% 0modgq. For simplicity, we define

i*,(1) i*,(2)
A (Nin+1) A (Nin+1) (Nin+1)

8rons = Vi*,(2) and r = Vi*,(l) . Then, we have a(in),i*

of this signature relation as a Ni"H))

_ (
= Comp (O, Vi (1)

_ Nin (k k Nou ]
gL21RS - Comyp (O,r) = > agzﬁ),i* + Cngw)z),z‘* - Zj:lt Cngj) )it from
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definition of al™"™ in (5. 14) [from Section 5.6]. We said that

(in)

Nout (]) A )
Zj:l cn(out),i* - Z]EGE* 0 (out -t Z]EE(Out) (out) where GO“t

and F,,; are T;’s not corrupted and corrupted outputs, respectively.
Then, replacing with this definition, we have g5 - Coma (O ) =

ComA (Zk:l $(m ),i* Z]GG(out) $(f)ut),‘*’ S(m) i* ) + Z EEE:ut) (out)
©)

The latter equation is equivalent to .. EEE:M CO o = ngRS .

Coma (Zk;nl $(m),z‘* — D jeci* $fmt — S Z"H)). Afterwards, we

(out) TL

multiply both sides by g;,r¢ and it results in:

812RS Z Cngf)ut)@* = Coma (g1ors - AT), (5.28)

eEEout)

where T £ g, pg-(r _ng)n;r V)yand A £ 323 $(l'€) i~ 2je G;Zut) $g)ut) ‘
Since $(2)7 € [0,2% —1] and max(Nm, Nowt) < N then kal $
[0, N - 2% — 1] and Zjecl §v)
and Ny, < N, respectively. We have, gk
and $Ef) $ (out) i*

Therefore, A mod ¢ = A € [-N - (2% — 1), —1]. We now run the proof

(in),i*

€ [0,N - 2% — 1] where N;, < N
$
< 0, which is less than ¢/2 by the choice of q.

(out),t

(in),i* (out),i* <N (2€$ - 1)

of knowledge extractor of parallel range proofs from Theorem 5.24,

Vi € [Eout] cngout . We then obtain:
gRange : Z Cn(out - COrnA (chmge : g? C_k> ) (529)
]EE(out)
where  gpuue = f,g > jem” ggﬁ) and the randomness

(out)
as per in (5.26). If we multiply and subtract

Z iceE

(out) 0ut)7

both equations (5.28) and (5.29) by grynge and grogg, respectively, it
results to 0 = Coma <gRange 8rars (A —3), Bronge " T — Brors - &>
Assuming that ||ggange - 8rorsll < \/LE - ¢"/* where k denotes the
number of irreducible factors modg of z" + 1, then by [Corollary
1.2 from 2.[LS18]], grange - 8rors is invertible in R,  This im-
plies that gr,.ge - 8rors = (A — $) # 0mod ¢, using the fact that
A—$ # 0 mod ¢. Therefore, we obtain a f—binding collision for Com
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with f—binding = HgRange ‘T — Z19ng c_k‘ < Peaser2- By replacing
this S—binding with the results of the witness extraction, it turns
out that Beqseno > 4\/1{(2ﬁv)2 + K(28,)%n(m — 1)((2N;n + Nowt)27)? +

28y Nows (25120 /kn(m — 1)oor + 22/n3,).

e Case 2 - TN ¢ TN from ActGen (Linkability Attack):
Jk* € [Niy] st. IWF with ¢ € [w] was queried to O-Spend, where
k*’th is the real input account in the forgery transaction with TN, and
TN ZTN.

In this proof, we show that any PPT MIMO.LRCT adversary has equal advan-
tage to the corresponding MIMO.L2RS adversary. In doing this reduction, we
firstly define the entities interacting to prove the LRCT-Linkability. We use
a challenger, MIMO.L2RS.Challenger, and two adversaries MIMO.L2RS(B)
and MIMO.LRCT(A). This experiment begins with the challenger who
generates the Pub-Params <— MIMO.L2RS.Setup()\), and these are given to
the adversary B. This adversary then runs A, by simulating A’s oracle
answers (see Section 5.4.1). We assume that A makes at most ¢ug, Guc
queries to AddGen and ActGen respectively, then by querying the oracle

O-Spend, it will generate a signature or PoK. This simulation runs as follows:

— AddGen(7): on input a query number i, 5 forwards the query to its own

J O and obtains the public-key(s) pkgk). B returns these to A.

— ActGen(i,$;): on input address index i and an amount $;, B runs al-
gorithm LRCT.Mint(Pub-Params, $;) and returns the account IW; =
(pkz(»k), an’“)) and its corresponding ckgk) to A.

— O-Spend(p, IW, IW;, OA, $E2Lt), Pub-Params): on input the transaction
strings u, input wallet /W containing IW;, output addresses OA, and
Pub-Params, B creates a signature by calling its signing oracle as:

o) — SO(w, IW,pk™ 1), then B builds the MIMO.LRCT.Spend
output as (T'X;,sig;, TN;), where TX = (u, IW,OA), TN; is the linking
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tag, and sig; = (o1 ()5, {aﬁﬂ%ge}jewm]). These outputs are returned to

A.

— Corrupt(7): on input query number i, B calls its corruption oracle
to obtain the private key skgk) — CO(pkgk)), and this private-key is

returned to A.

A outputs two  transaction  forgeries (T X* sigi, TN*) and
(TX"*, sigh*, TN"*), whereas B outputs two signature forgeries op«(u)*
and oz« (p)s* with their corresponding IW* and IW"* which were taken
from TX* and TX"*, respectively. These forgeries meet the conditions of
the balance MIMO.LRCT (Definition 5.15) and the MIMO.L2RS linkability

definition (Definition 5.3), and we summarise these as:

1. In both views MIMO.LRCT .Verify(-) = 1 (Definition 5.15, Condition 1)
and MIMO.L2RS.SigVer(-) = 1 (Definition 5.3, Condition 1), transaction

signatures must be valid.

2. The pkgk) of the list accounts were generated during the simulation by
AddGen oracle (Definition 5.15, Condition 2) and this oracle forwarded
queries to the MIMO.L2RS’s oracle JO(-) (Definition 5.3, Condition 2).

3. Condition 3 of (Definition 5.15) implies
MIMO.L2RS .SigLink(op« (p)%, o« (1)2*) = Unlinked (Definition
5.3, Condition 3).

We showed that the advantage of MIMO.L2RS(B) adversary is equal as
MIMO.LRCT(A) to break the linkability property. Then, we refer to

the Theorem 5.11 (Linkability) where the security analysis reduces to the
MSIS;CM’,@ 5 problem with 8 = 2f3,. Thus we said that Sease2 = 25,

]

Corollary 5.26 (Balance). The Balance of MIMO.LRCT s satisfied if
1\/ISISIC 1s hard where Bbalance = max(ﬁcasel.ly ﬁcasel.% ﬁcaseQ)-

qvmvk’ﬁBalance
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Proof. By combining Theorem 5.25 (Balance), along with Theorem
5.20 (f—Binding), Theorem 5.9 (MIMO.L2RS Unforgeability) and The-
orem 5.11 (Linkability), this analysis concludes that the Bpaance

max(Beasel.1, Beasel.2s Pease2)- Beasel2 1s seen as the maximum, then we
said  that  Bhaance =  4y/K(260)2 + £(28,)2n(m — 1)((2Nin + Now)27)? +
2By Nowt (2520 /kn(m — 1)oor + 22\/nf,). O

Remark 5.27. In the balance proof, we only need zero-time unforgeability, meaning
that in the reduction the attacker produces a forgery without seeing any signatures.
Secondly, we do not need the message part of the signature, and thus this is treated

as a Proof of Knowledge.

4n

Theorem 5.28 (LRCT-Anonymity). Suppose n - % ST and o-h-27ntt
are negligible in n with an attack against the unconditional anonymaity that makes h
queries to the random oracle Hy, then the MIMO.LRCT scheme is unconditionally

secure for anonymity and amount privacy as defined in Definition 5.16.

Proof. We prove the anonymity of this scheme using the sequence-of-games ap-

proach. We begin our analysis by:

Game 0 - Real Game: We firstly define the entities interacting to prove this
LRCT-Anonymity property. We use a challenger, MIMO.LTCR.Challenger, and two
adversaries, MIMO.LRCT(A;) and MIMO.LRCT(.Ay). This experiment begins with
the challenger who generates the Pub-Params < MIMO.L2RS.Setup()), and this
output is given to the adversary A;. Then, A; runs the oracles, which were defined
in Definition 5.16. We assume that A; makes at most quq, ¢, and ¢., queries to

AddGen, ActGen, and Corrupt, respectively. This simulation runs as follows:

e AddGen(i): on input a query number i, it returns the public-key(s) pkgk).

e ActGen(i, $;): on input address index ¢ and an amount $;, A; runs algorithm

LRCT.Mint(Pub-Params, $;) and returns the account IW; = (pkz(-k), Cngk)) and

its corresponding ckf;k).
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e O-Spend(p, IW, IW;, OA, {$
(TX,sig;,, TN;).

out

)}je[Nout],Pub—Params), and it outputs

e Corrupt(i): on input query number ¢, it outputs (skgk), ckgk)).

Now A; construct IW with w accounts from the ActGen’s queries ¢,., then it
selects two elements 7y and m from IW, such IW,, = {pkgr]f%,cngr’f%}kewm] and
IW,, = {pkﬂ 1,cn,r 1}k€ [Nin]» With pk o = Coma (0, skﬂo) pkfﬂ = ComA(O,ska}),
cn;k()) = Comy ($El.€) ckﬂk())) and cngrk1 = ComA($(m) 1,ck(k)) After this A; out-
puts (p, IW,,, IW,,, IW,0A, $Out $E2Lt ), where S7rm $(m = ZNO“t$Out 0
and SN $(m),1 = ZN”‘ $(fmt 1~ The MIMO.LRCT .Challenger picks at random
b={0,1} and returns (T'X*,sigy, TN}) <

hookle ftarrowRCT .Spend(y, Kr,, IW, , IW, OA, $(ou), Pub-Params) where
Iw,, = {pksrlz),cngri)} and cnl? = ComA($8.?L)er ck® ) to A;.  The adver-

sary Ay runs the oracles as (Definition 5.16):

o O-Spend(u, IW', IW,,OA,${) | Pub-Params) with IW’ # IW and W/ #

Wro, Way . This outputs (T X" sigy,’, TN;'), with TNy;' = Comg(0 ,skmb, )

e Corrupt(i): on input query number ¢, it returns (skgk), ckgk)).

The adversary A, outputs b'. If we define the Sy to be the event that b = ¢/, then
the Ay’s advantage is | Pr[So] — 3.

Game 1 - Signature: In this game, we perform changes in the signature
sigy = (UL/(u)b,{amngel()j)}jewm]), in particular op/(u),. Instead of generating
this real signature with MIMO.L2RS.SigGen (Algorithm 11), we use the hybrids
MIMO.L2RS.Hybrid-1 and MIMO.L2RS.Hybrid-2, Algorithms 14 and 15, respec-
tively; based on our security analysis in Section 5.3 (MIMO.L2RS unforgeability).
In the transition from the real signature to hybrid 1, the (c,41), is chosen at
random. This transition concluded that the statistical distance between c,,; and
Snx © Roy will be at most egamer = 0+ h - 271 which is negligible (Based on
[DDLL13|, Lemma 3.4), where h and o are the number of queries to H; and the

hybrid 1, respectively. We now consider the transition from hybrid 1 to hybrid
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2. The output of both hybrids follows the same distribution due to the rejection
sampling (Lemma 3.8). This means that choosing t, at random, will not have any
effect in the output of both hybrids. Let Sy be the event that b = b’ in Game 1.

We claim that the view of the adversary in Game 0 and Game 1 is:

|PI[SO] - PI[SIH < €Gamel- (530)

Game 2 - User Anonymity (mo # m with $uy0 = Suw)1): Changes in
this game are made to T'N; and pk,, . TNy is now randomly chosen from Rg.
When ¥’ = 0, then pk, > R? whereas pk, ; = Coma(0,sk, ). When &' =1 then
pk, < Rg whereas pk, , = Coma (0, sky ). When sk, is multiplied by H and A
respectively, it gives TNy and pk,, that are close to uniform over Rg. By applying
the Leftover Hash Lemma (LHL) - Lemma 3.5, the statistical distance between
the distribution of (T'N; mod ¢ and pk,, mod ¢) and the uniform distribution on

Rg X Rg is at most <n % 4/ Mﬁ)’ which is negligible. Let S5 be the event
that b = b in Game 2. We claim that

‘Pr[sl] - PI[S2]| < €Game2- (531)

Game 3 - User Anonymity (7 # m with $,us)0 = S(ou),1): We now transform
Game 1 into Game 2, where we choose pk,, , at random. This means that when
V' =0, then pk,, > R2 and when &' = 1 then pk, < RZ. We conclude that by
applying the Leftover Hash Lemma (LHL) - Lemma 3.5, the statistical distance
between the distribution of (pk,, mod ¢) and the uniform distribution on Rg is at

1 2n
most { 7+ 5 - \/ sEFn-mw

) which is negligible. Let S3 be the event that b = ¥’
in Game 3. We claim that

‘ Pr[SZ] - PI‘[SgH < €Game3- (532>

Game 4 - Amount Privacy (my = m with $u)o0 # Souw)1): In this

transitional Game, we choose cn,, at random, instead of computing cn,, =
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Coma ($(out),r,» ckr,). We use the result of the Theorem 5.19 (Homomorphic Com-
mitment Hiding), to show that by applying the Leftover Hash Lemma (Lemma
3.5), we argue that the statistical distance between the distribution of cn,, and

the uniform distribution on Rg is at most (% 1/ wnﬁ%) which is negligible.
Let S4 be the event that b = b’ in Game 4, then we claim that

‘ PI‘[Sg] - PI‘[S4H < €Gamed- (533)

Combining (5.30), (5.31), (5.32), and (5.33), we obtain

1
’ PI‘[S()] - 5’ S €EGamel + €Game2 + €Game3 + €Gamed)
and this is negligible. O]

Theorem 5.29 (LRCT-Non-Slanderability). If MIMO.LRCT satisfies balance,
then it satisfies non-slanderability as in Definition 5.17. In addition, the
non-slanderability of MIMO.LRCT can be reduced to the non-slanderability of
MIMO.L2RS.

5.9 Performance Analysis

Remark 5.30. This research project did not consider the implementation of the
schemes MIMO.L2RS and MIMO.LRCT, as a result there is not run time analysis.
The project only evaluates the signature and key sizes of the proposed construc-

tions.

In this section, we propose a set of parameters for the MIMO.LRCT scheme. This
construction is secure against direct lattice attacks in terms of the BKZ algorithm
Hermite factor 9, using the value of 6 = 1.007, based on the BKZ 2.0 complexity es-
timates with pruning enumeration-based Shortest Vector Problem (SVP) [CN11].
We let n = 1024, m = 132, logq = 196, k = 14, n = 1.1, a = 0.5, 0 = 22010,

oor = 277350 and fg = 64 to achieve the security parameter A\ = 100, with «
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being the rejection sampling parameter determined in ([DDLL13| Section 3.2).
Signature sizes of this analysis are illustrated in Table 5.5, where regular numbers

for N;, and N,,; were taken from Monero blockchain network?.

TABLE 5.5: Size estimation for MIMO.LRCT

| MIMO.LRCT | (Nin, Now) = (1,2) | (Nin, Nour) = (2,2) | (Nin, Now) = (3.2) |

| log(B) (Theorem 5.25) | ~ 126.3 | ~ 126.3 | ~ 126.3 |
Signature size (w = 1) ~ 4.8 MB ~ 5.1 MB ~ 5.4 MB
Signature size (w = 5) ~ 6.7 MB ~ 8 MB ~ 9.2 MB
Private-key size ~ 49 KB ~ 73 KB ~ 98 KB
Public-key size ~ 97 KB ~ 146 KB ~ 195 KB

5.10 Summary

This chapter has presented the upgraded version of the Lattice-based Ring Con-
fidential Transactions protocol. This new protocol supports Multiple-Input and
Multiple-Output (MIMO) wallets in transactions, and it is a fully functional proto-
col construction for cryptocurrency applications such as Hcash. This version of the
protocol has been implemented ?; however, this implementation is out of the scope
of this research project. Since the MIMO cryptocurrency setting introduces new
balance security requirements (i.e. those against out-of-range amount attacks),
we have provided a refined balance security model to capture such attacks, as
well as several improvements in the anonymity model to capture amount privacy
attacks. This protocol extends a previously proposed ring signature scheme in the
LRCT v1.0 protocol (described in Chapter 4), to support the MIMO requirements
while preserving the post-quantum security guarantees, and uses a lattice-based

zero-knowledge range proof to achieve security against out-of-range attacks.

As a point of reference for future research, we propose preliminary parameter
evaluation and signature sizes. The result of the performance analysis shows that
the signature size grows linearly with the number of users in the ring, as well

as the number of wallets to be transferred. This results in large signature sizes.

2https://moneroblocks.info/
3https://github.com/chainchip/Lattice-RingCT-v2.0
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Several improvements could be applied to this scheme which include, splitting the
transferred amount or using amortisation techniques to reduce the signature size.
This work has also already served as a motivation for further study; for instance,
the recent work of [EZST19] produced a significant improvement in a lattice-based

RingCT which provided practical signatures sizes of around 100 KB.

In the next chapter, this research project continues to devise an authorisation
model to control the wallets that are transferred in the post-quantum crypto-
graphic world. In doing so, a new cryptographic technique is explored, which is a
combination of threshold-signature and ring signature schemes. Then, we adjusted

this new proposal in our construction, the MIMO.L2RS.



Chapter 6

Lattice-based Linkable Ring
Signature with Co-Signing

'When electronic wallets are transferred by more than one party, the level of secu-
rity can be enhanced by decentralising the distribution of authorisation amongst
those parties. Threshold signature schemes enable this functionality by allowing
multiple cosigners to cooperate in order to create a joint signature. These cosigners
interact to sign a transaction which then confirms that a wallet has been trans-
ferred. However, in the event of a post-quantum attack, existing threshold signa-
ture schemes that support such an authorisation technique in privacy-preserving
cryptocurrency protocols - like Ring Confidential Transaction (RingCT) - would

not provide adequate security.

IThis chapter was stored in the public repository https://eprint.iacr.org/2020/1121: Alberto
Torres W.A., Steinfeld R., Sakzad A., Kuchta V. (2020) Post-Quantum Linkable Ring Signature
Enabling Distributed Authorised Ring Confidential Transactions in Blockchain [ATSSK20]

147



Chapter 6: Lattice-based Linkable Ring Signature with Co-Signing 148

In this chapter, we present a new post-quantum cryptographic mechanism, called
Lattice-based Linkable Ring Signature with Co-Signing (L2RS-CS), which offers
a distributed authorisation feature to protect electronic wallets. A novel secu-
rity model for L2RS-CS is also formalised to capture the security and privacy
requirements to protect transactions in applications to blockchain cryptocurrency
protocols, such as the RingCT. To address key-generation security concerns, and
to support compression of keys and signatures, the L2RS-CS incorporates a dis-
tributed key generation along with a solid public-key aggregation. Finally, we
prove the security of our constructed L2RS-CS in the random oracle model and

the standard lattice-based Module-SIS hardness assumption.

We construct the first post-quantum Lattice-based Linkable Ring Signature with
Co-Signing (L2RS-CS) scheme which can be adapted to a post-quantum cryp-
tocurrency protocol such as the LRCT [ATKS™19]. The L2RS-CS offers complete-
anonymity, and can support Multiple Input wallets to be transferred to Multiple
Output wallets (MIMO). The L2RS-CS is built on top of the post-quantum LRS
from [ATSST18] and integrates a DKG together with a solid public-key aggregation
(in the post-quantum settings) which bring a high level of security and compression

for the cosigners’ keys.

Additionally, we formalise another new security model, called Linkable Ring Signa-
ture with Co-Signing (LRS-CS), having a special combination of two constructions,
the (Nog-out-of-Ngg)-TS and (1-out-of-w)-LRS schemes (which are used in Mon-
ero [Alo18, GN18J). Although TRS can be seen as a combination of TS and RS
schemes, it is a different type of primitive to our proposed LRS-CS. Namely, in
TRS any subset of ¢ out of n signers can cooperate to generate a signature while
hiding the signers’ subset. In contrast, under our LRS-CS model, there are w
groups of Ngg cosigners, so that all the Ngg signing keys within the signing group
cooperate to produce the signature while hiding the signers among the w groups.
Furthermore, in LRS-CS the N¢g cosigners interactively generate and share a single
public-key, whereas in TRS each cosigner has an individual public-key generated
with a non-interactive key-generation algorithm. Therefore, LRS-CS can be viewed

as a more specialised primitive than TRS; however, one that suffices for RingCT
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authorisation and can also be implemented with much shorter signatures than
existing lattice-based TRS schemes, as we demonstrate in the evaluation of our

scheme.

The security of our proposed L2RS-CS scheme is proven in the classical random ora-
cle model where the properties of unforgeability, linkability and non-slanderability
are demonstrated to be computationally secure from the standard lattice-based
Module-SIS hardness assumption. In terms of anonymity, we show that this
construction is unconditionally secure under the Leftover Hash Lemma (LHL)

[DDLL13]. Table 6.1 illustrates a comparison of the existing lattice-based TRS

schemes, including our L2RS-CS construction.

Finally, the chapter illustrates the selection of concrete and secure parameters as a
result of the security analysis to protect the scheme against adversaries and known
lattice attacks. These parameters are then use to estimate signature and key-pair

sizes that are also compare with similar constructions.

TABLE 6.1: Lattice-based Threshold Ring Signatures with Ngog = 50 and w = 100.

Aggregate Lattice- Signature
Proposals LinkabilityDKG | “:887¢8 based As- | Dottt
pk . Size
sumption
Cayrel et al X X X SIS 25 MB
[CLRS10]
Bettaieb et al.
[BS13] X X X ISIS 13 MB
Wei et al. 1 9
[WDZ+14] X X X gGCDHP NP
gl)ls work (L2RS- 1, v ool Module-SIS | 1.2 MB

! general Graded Computational Diffie-Hellman Problem
2 Parameter values and signature sizes were not provided

The remaining chapter is structured as follows. In Section 6.1 our multi-signatures
scheme is defined and its security model is explained 6.2. Next, the construction
of this proposed scheme is described in Section 6.3. The security and performance
analyses are shown in Section 6.4 and Section 6.5, respectively. This chapters

concludes with a summary in Section 6.6.
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6.1 Definition of a Linkable Ring Signature with

Co-Signing

In this section, we present the definition of our proposed model, the Linkable Ring
Signature with Co-Signing (LRS-CS), which offers an authorisation feature. Under
this model, any group of Ngg cosigners among w groups has the ability to partic-
ipate in a protocol that produces the signature, whilst hiding the identity of the
signing group. The model also includes a linking tag, making it capable of detect-
ing whether two signatures have been signed by same group of cosigners. Despite
this authorisation functionality being implicitly used by Monero [Alo18, GN18], it
was not formalised; therefore, we have proposed this new model. The LRS-CS con-
sists of a five-tuple scheme, with (Setup, KeyGen, SigGen, SigVer, SiglLink), which

we define as follows:

e PP < Setup(1*): a Probabilistic Polynomial Time (PPT) algorithm that

takes the security parameter A and produces the Public Parameters (PP).

e (pk,SK) < KeyGen(PP): a PPT interactive protocol among a number
of cosigners (Ngg) that by taking the PP, it produces a pair of keys:
the aggregate shared public-key pk and the set of cosigner’ secret-keys
SK = {sky,...,skn.s}

o o(u) < SigGen(SK, i, L, PP): a PPT interactive protocol that receives the
PP, a message p, the list L as in (6.1) to be the list of public keys with w
users in the ring, and V;, inputs (i.e this represents the number of input
wallets of each user in a cryptocurrency application). The cosigners owning
the secret keys in the set SK = {skl(-ﬁ), o ’Skz(,k}zfcs} interact to produce the

signature o(u).

L= {px} (6.1)

i€[w],kE€[Nin]

o (Accept/Reject) <« SigVer(o(u), i, L,PP): a deterministic algorithm that
takes PP, a signature o(u), the list L, and the message p and checks o(pu)
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is a correct signature. If the signature is valid, it outputs Accept, otherwise

Reject.

e (Linked/Unlinked) < SigLink(c(p)1,0(1)2): a deterministic algorithm that
verifies if two signatures o(u); and o(u)e were produced by the same signer
while hiding the identity of such signer. Thus, this algorithm outputs Linked

if such condition is met, otherwise outputs Unlinked.

The LRS-CS scheme satisfies the SigGen Correctness where valid signatures are
produced by honest signers, and it is then accepted by a public verifier with
overwhelming probability. We said that the LRS-CS scheme is correct if for
any PP <« Setup(1*), a honest user 7 runs the protocols (pk,,SK,) <
KeyGen(PP), and o(u) < SigGen(SKy, i, L,PP), it holds that Pr[Accept <
SigVer(o(p), pi, L,PP)] = 1 — neg(\).

The scheme also achieves SiglLink Correctness. Such property guarantees that two
valid signatures o(u); and o(u)q are signed and linked by an honest signer with
overwhelming probability. We show that the LRS-CS scheme satisfies SigLink Cor-
rectness property if for any PP < Setup(1*) with a honest user 7 runs the pro-
tocols (pk,,SK,) < KeyGen(PP), and o(u); < SigGen(SK,, i, L,PP), o(u)s <
SigGen(SK, i, L, PP), it holds that Pr[Linked < SigLink(o(u)1,0(p)2)] = 1 —
neg(A).

The communication model assumes that the parties involve in our computational

model are connected by a network of point-to-point and broadcast channels.

6.2 Security Model for LRS-CS

Our security model is motivated by [ATSST18, BS13] where the adversary corrupts
and controls the behaviour of (Ngg — 1) cosigners, so forging LRS-CS is as hard
as solving the underlying hardness problem. This model also captures anonymity,
linkability and non-slanderability as principal properties to secure LRS-CS schemes.

We begin by defining the oracles that can be accessed by the adversary.



Chapter 6: Lattice-based Linkable Ring Signature with Co-Signing 152

6.2.1 Oracles for adversaries

The following oracles are available to any adversary who tries to break the security

of the L2RS-CS scheme Yk € [N;,]:

) pkgk) < KO(L). The KeyGen Oracle, on request, adds new user(s) to the
system. It runs the KeyGen interactive protocol between the challenger (who
controls one cosigner) and the adversary (who controls (N¢g — 1) cosigners).

(k)

This oracle returns the aggregate shared public-key pk;

Remark 6.1. The challenger C generates with the KeyGen algorithm, the
aggregate shared public-key pkgrk) and its pair-keys (pkfr]fiT,skfﬂT), where
Lsh = {pkgﬁT, e ,pkg\,cs}. Without loss of generality, we define the C’s
public-key (pkgfp) to occur at least once, and to be in the first position of
the L*". On the other hand, the adversary A arbitrarily chooses its public-
key for (Nog — 1) cosigners, so it can control {pkﬁr’g, . ,pkg?vcs} from L*".
Then, A can also compute its aggregate shared public-key pkgrk) by calling
the KO oracle. This means that A can play the role of all cosigners, except
for pkEﬂT.

e o(u) + SO(L, p, pkgrk)). The Signing Oracle, on input a group size w, a set
L as in (6.1), the signer’s pk'*), and a message . This oracle returns a valid

signature o(u).

6.2.2 One-Time Unforgeability

We point out that forging LRS-CS is infeasible assuming that the adversary is able
to corrupt (Neg—1) cosigners. Consequently, the LRS-CS scheme is secure against
any existentially unforgeable PPT adversary A under chosen-message attacks if
no A has a non-negligible advantage. One-time unforgeability property is then de-
fined in the following interactive game between the challenger C and an existential

adversary A who has access to the oracles in Section 6.2.1:

e C runs PP < Setup(1*) and gives it to A.
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e A queries the KO oracle Q) times.

e A queries the SO oracle (), times on input (M,L,pkgrk)) for a message L,
L= {pkgk), ~,pk® L pkY (with w — 1 decoyed users in the ring) as
in (6.1), which contains the aggregate shared public-key (pk{¥)s".

e A finishes this simulation and outputs a forgery (L*, u*,o(u*)*) for a new
kf(k)

message u*, where L* = {p ;

}ie[w],ke[Nm] .

A wins the game if:

1. SigVer(L*, u*, o(p*)*) outputs Accept.
2. SO was queried at most once.
3. (L*, p*,o(p*)*) is not an output of SO.

4. For all i € [w], there exists k € [N;,] such that pk; ) ¢ L* was generated
by the KO oracle.

5. Every pk;k(k) was used to query SO as a signing key rather than a decoy at

most once.

The advantage of the adversary A in breaking the LRS-CS scheme is defined as
the probability that A wins the above game. We say that A breaks this game
with (7, Qs, Qk, €us) if A runs in time at most 7 and with negligible probability
e,y after having made at most @), signing queries, Q) queries to KO, and (Nog —
1) corrupt cosigners. Thus, we denote this property as Advantagef’f””f()\) =

Pr[A wins the game].

Definition 6.2 (One-Time Unforgeability). The LRS-CS scheme is said to be one-

time unforgeable if no adversary with (7, Qs, Q, €,r) is able to break the scheme.



Chapter 6: Lattice-based Linkable Ring Signature with Co-Signing 154

6.2.3 Unconditional Anonymity

This property requires that any powerful adversaries are incapable of saying which
member of the ring created a particular signature. We define that it should be
infeasible for an adversary A to distinguish a signer’s pkgf) with non-negligible
advantage, even if the adversary has unlimited computing resources and time.
This property for LRS-CS schemes is defined in the following game between a

simulator § and an unbounded adversary .A.

e A may query KO oracle according to any adaptive strategy.

e A gives § the L = {pk(k) pkgf)}k . where ig,4; € [w] which is the
ENin

0 7

output of the KO oracle, and a message pu.

e S flips a coin b = {0,1}, then & computes the signature o(u), =
SigGen(L, skgf), u, PP). This signature is given to A.

e A outputs a bit v'.

e The output of this experiment is defined to be 1 if b = ¥, otherwise 0.

A wins the game if:

1. pk® pk® and sk® ¢ {sk(k) sk(f)} cannot be used by SO.

10 i1 ) 10 ) )

2. A outputs b’ such b =1'.

The unconditional anonymity advantage of the LRS-CS scheme is denoted by
Advantage’y""(\) = | Pr[b = '] — 1|.

Definition 6.3 (Unconditional Anonymity). The LRS-CS scheme is called un-
conditional anonymous if for any unbounded adversary A, Advantage’y""(\) is

negligible.
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6.2.4 Linkability

It should be infeasible for an adversary A to generate (with same sk*)) two valid
LRS-CS signatures which are Unlinked. To describe this, we use the interaction

between a simulator S and A:

e The A queries the KO oracle multiple times.

e The A outputs two signatures o(p) and o(u)” and two lists L as in (6.1) and
L = {pk/'(k)

7

}ie[w],ke[zvm]'

A wins the game if:

1. By calling SigVer on input o(u) and o (), it outputs Accept on both inputs.
2. The pk(k)’s in L and L' are outputs of KO oracle.

3. Finally, it gets Unlinked, when calling SiglLink on input o(x) and o(u)’.

Thus the advantage of the linkability in the LRS-CS scheme is denoted by
Advantage™()\) = Pr[A wins the game].

Definition 6.4 (Linkability). The LRS-CS scheme is linkable if for all PPT ad-

versary A, Advantage"(\) is negligible in \.

6.2.5 Non-Slanderability

It should be infeasible for an adversary A to output linked for two valid LRS-
CS signatures which were correctly generated with different sk®)’s. This means
that an adversary can frame an honest user for signing a valid signature so the
adversary can produce another valid signature such that the SigLink algorithm
outputs Linked. To describe this, we use the interaction between a simulator S

and an adversary A:

e A queries the KO to generate (pkgk), skz(»k)) with i # 7.
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e S queries the KO to create (pk!® sk™) and gives pk™ to A.

e S calls the SO with sk and outputs a valid signature o(z), which is then
given to A.

e A produces a second signature o(u) by calling the SO algorithm.
A wins the game if:

1. The SigVer, on input o(u) and o(u)’, outputs Accept.

2. When calling the SigLink on input o(u) and o(u)’, it outputs linked.

Thus the advantage of the non-slanderability in the LRS-CS scheme is denoted by
Advantage'’(\) = Pr[A wins the game].

Definition 6.5 (Non-Slanderability). The LRS-CS scheme is non-slanderable if
for all PPT adversary A, Advantage'y’()\) is negligible in \.

6.3 A Lattice-based Construction of the LRS-CS

This section describes technically the Lattice-based Linkable Ring Signature with
Co-Signing (MIMO.L2RS-CS) scheme. This construction comprises the following
algorithms, Setup, KeyGen, SigGen SigVer, and SigLink.

6.3.1 Setup

By receiving the security parameter A, this Setup defines A = [A/||T]] € R2*™™Y
and H = [H|I] € RV (as Lemma 6.6), where A’ <= R H'
R?,X(m*” are chosen uniformly and randomly, and I denotes the identity. This

algorithm outputs the public parameters (PP): A and H.

Lemma 6.6. If ¢ > 4n, then solving the MSIS-HNF problem with a matriz A =
[A'||1) € RZ™ Y “in the Hermite Normal Form (HNF), is as hard as solving the
MSIS,,, . 5 problem with A = [A'|A"] € R uniformly random.
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Proof. Given the MSIS instance A = [A’[|[A”] € R2*™ Y if A"~ exists, then
we can reduce it to MSIS-HNF instance, which is of the form A = A’l"’ll x A.
Therefore, this reduction works with probability equal to the probability that
A’l'fll exists; then, it remains to show that this probability is non-negligible.
Al AL,

" "
A2,1 A2,2

We denote the entries of A” = € Rg“, so the inverse matrix

Ajy —AY,
—Aj,  AY,
R, if the inverse exists. Then, we have that A" is invertible if and only

A//—l — 1

det(A7)

, with det(A")"! = (A7 A%, — A1,AL ) €

if m exists in R,. Let’s define the events S, = {A”_ldoes not exist},
and S; = {det(A")_1 does not exist in Rq}. We said that Prys g2« [So] =
Pr [Sl} = P, + P,, where P, = Pr [5’1 | Ag;l exists} x Pr [A;’;l exists}, and
Py =Pr[S; | A5, does not exist] x Pr [A5," does not exist]. We consider that if

" "n—1 : : " [/ : . : A .
A7, < Ryand Ay, exists in Ry, then A | X Ay, is uniform in R, i.e. VA € Ry:

AQ’EZRQ [All,’l X Az = A] - A;’FLR,J [All/’l =Ax Ag;l] - IR, (6.2)
Let Sy be the event where a uniform element in R, is not invertible in R,.
We observe that Pr[S,] < = as in [SSTX09]. Then by using (6.2), we have
that P, < Pr [Sg} and P, < Pr [Ag;l does not exist in Rq}, which is equiva-
lent to Pr[Ss], since AJ, is uniformly random element in R,. Therefore, we
argue that Pr [Sl] < P+ P <2xPr [SQ} < 27”. Subsequently, we want to
show that 1 — Pr [SQ] > non-negligible and this is implied by ¢ > 4n. These
conditions lead to the probability that det(A”)™" exist in R, is: 1 — Pr[S] =
Pr [det(A")_1 exist in Rq} > 2?" > % O

Remark 6.7. Setup incorporates a trapdoor in A or H, in practice Setup would
generate A and H based on the cryptographic Hash function Hs evaluated at two

distinct and fixed constants.

Definition 6.8 (Function Lift). This function maps R? to R, with respect to a
public parameter A € R2*™ Y Given a € R, we let Lift(A, a) £(2-A,—2-a+
q) € qux’” with g = ¢ - (1,1)T.
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6.3.2 Key Generation (KeyGen)

The KeyGen (Algorithm 23) is an interactive protocol where N¢g cosigners col-
laborate to produce a pair of keys. We define the public-key to be a £ pk, and
the secret-key as S £ sk. Once receiving the public parameters PP, each cosigner
creates the corresponding secret-key Sg and public-key a, (steps 2-4). After the
cosigners interact to verify their public-keys, the aggregate shared public-key a**
is jointly computed by each cosigner (step 14). The cosigners also calculate their
corresponding secret-key SZ using the list of cosigners (step 16). This solid aggre-
gate shared public-key enables this scheme to be secure against rogue key attacks

[Alo18, GN18, TCZ*20].

Algorithm 23 Key Generation

Input: PP: A € Rix(mfl).

Output: (a‘sh, SlC), with SK = {SlT, cee ij\}cs} being the shared public-key and cosigner’s secret-key, respec-
tively.

1: procedure KEYGEN(A)
2: Each cosigner p € {1,...,N¢cs}:
3: Selects S; = (Sp,1,---,8p,m—1) G_Rtllx(mil), where 5, ; <= (—27,27)", for 1 <i<m—1
4: Calculates a, = (él,ég)T =A-Spmodgq€ Rg.
5: op = Ho(z_ip)
6: Broadcasts op to other cosigners p’ € [Nog]
7 Receives o, with p’ # p, then “p” sends &, to the cosigners
8: Receives &,/ with p’ # p
9: Each cosigner verifies:
10: for (1 <p’ < Ngg) do
11: if 0,/ = Ho(a,/) then Accept
12: else Abort protocol
13: Each cosigner computes the shared public-key as:
N, - - . _ _

14: ash = ZP,CS Hy(a,, L") - a, with Lsh = {al, . ,aNcs}
15: Each cosigner calculates its corresponding secret-key as:

. ~ aT
16: 8§ = Ha(ap, L") -§,
17: return (aS’L,SIC), without loss of generality, each cosigner only outputs and holds its corresponding

secret-key Sg, .

6.3.3 Signature Generation (SigGen)

The SigGen (Algorithm 24) is an interactive protocol, among N¢g cosigners, which
outputs the signature o(u). This protocol receives a message i, the public param-

eters, the list L that contains the public-keys of w users in the ring, and a set
(k) S(k‘) S(k)

with the consigners’ secret keys, SK = {Sw,u S S N with

}kG[Nln]
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N;,, number of input wallets. The SigGen extends the L2RS [ATSS*18] which fol-
lows the Fiat-Shamir transformation and uses the rejection sampling technique

(step 40) that hides the secret key from the signature.

Remark 6.9. The number if iterations M of the SigGen until the rejection sampling
test accepts is N = N, X Ngg cosigners with inputs 7= M¥ so that M = O(1) (is
constant), the expected time is small with N small, which is the main application

in practice.
6.3.4 Signature Verification (SigVer)

The SigVer (Algorithm 25) verifies the generated signature by receiving
(u, L, o (), PP) and outputing Accept or Reject. Additionally, Theorem 6.10 shows
the bound of 3, that is used in this algorithm.

Theorem 6.10. Let 8, = noy/nm, q/4 > oy/2(A+1)In2+2In(nm), and
o(p) = (cl, {tgk), e tgf)}ke[N_ X {hgrk)}ke[N- }> be generated based on Algorithm
24. Then the output of Algorithm 25 on input o(u) is accepted with probability
1—27M

Proof. For a desired expected rejection and repetition M, if we take the definition
of o where M = ¢35, then t(®) will be indistinguishable from D, if ¢ > - Hsg’;?w-
|| [Section 3.2 in [DDLL13]]. We also use [lemma 4.4, parts 1 and 3, in [Lyul2]].
The part 3 of this lemma shows that the bound on Euclidean norm 3, = no\/nm,
for a given n > 1, has a probability Pr [Htﬁ’“)yb > noy/nm| > 1—27*. In addition,
the bound on infinity norm (|[t;||.c < ¢/4) is analysed in part 1 of this lemma

where its union bound is also considered. It turns out that 7 is required such

q/4>no > oy/2(A+1)In2 + 21n (nm), except with probability 27 O

6.3.5 Correctness of SigGen

We show in the following proof that valid signatures are signed by honest signers,

k .
such that o(p) = (cl, {tg ). ,tgff)}ke[Nm}, {hgf)}ke[Nm]) is the output of the
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Algorithm 24 Signature Generation
(k) o
u, L =1{a 6.1), and PP.
pe[NoslkelNinl " {a! }ie[w],kE[Nm] as in (6.1), an
k k k
Output: o) = (Cl’{t(l )""’tsﬂ)}ke[z\m]’ {nd )}ke[w)
1: procedure SiIGGEN(SK, u, L, PP)

Input: SK = {S(k>

2 for (1 <k < N;y) do

3 Each cosigner “m,p”:

4: Computes the linking tag hsrkg, = S(k% € R2

5: o'F) = Ho(h¥))

6: Broadcasts 05”), to other cosigners p’ € [Nos]

7 Receives 0( >, with p’ # p, then “m,p” securely sends hSr’f; to the cosigners

8 Receives hfr ;, with p’ # p

9: “m,p” verifies:

10: for (1 <p’ < Ngg) do

11: if 0( ), = Hy (hg\f;,) then Accept

12: else Abort protocol

13: Computes the shared linking tag h<k) = Z;VCS h(k;

14: Calls Lift(H, h{")) to obtain HYY = (2-H,-2-h{" 4 q) € R2X™.

15: Calls Lift(A, al )) to obtain Ag;)7T =(2-A,-2- al®) 4 q) € szm.

16: Chooses ugfk,l)o = (Ur,p,1s-sUnpm) T, where ug ;<> D7, for 1 <i<m.

17: Computes rﬁ,k; = <2]:1)7r uﬁr’f; and zﬁr’f; = Hé’;?ﬂ . ugrk,g,

. k k k

18: ol = Ho(r'), )

19: Broadcasts 05, ;J to other cosigners p’ € [Nog]

20: Receives o( ), with p’ # p, then “m, p” securely sends r (k) and z(k) to the cosigners

21: Receives rs\f;, and z( ), with p’ #p

22: “m,p” verifies:

23: for (1 <p’ < Ngg) do

24: if o(k), = Hy (r_(:;,, (%) ) then Accept

25: else Abort protocol

26: “7,p” computes re’) = ch‘i Erk‘i, and z{" = EA{SS (k),

27: “m,p” performs Vk € [Nyy], cry1 = Hi (L, H;IZ)W»IM r,(f), (k>)

28: for(i=n+1,7+2,...,w,1,2,...,7— 1) do

29: for (1 <k < N;p) do

30: Each cosigner “m,p”:

31: Selects t(k) = (tip,1s---stipm)T, where t; p; <> D7, for 1 <j < m.

32: Sends t< ) to other cosigners p’ € [Ncg] securely

33: Receives tg p), with p’ # p from other cosigners

34: Computes tz(.k) = Zgisl tg?,

35: “m,p” calls Lift(A,aZ(.k)) to obtain A(I;)y‘ =(2-A,-2- agk) +q) € 'Rg;m.

36: Compute Vk € [Niy] ciy1 = Hi (L Héq)ﬂ,,u, {Ag’;)z tl(.k) +q- ci}, {ngm ~tl(.k) +q- cl}>

37: for (1 <k < N,,) do

38: Choose b%) « {0,1}.

39: “m,p” computes t.(,rk;, = Er’f) SSZ?W pCr (= 1)17(1“)7 where Sg;)7r » [(S(k) YT,

S(k) c 2 t(k) , S(k) c -1

40: Continue with prob. (M exp ( — ”2qg+ﬂ“> cosh (W)) otherwise

o o
Restart.
41: “m,p” broadcasts tﬁf“; to other cosigners
42: “m,p” receives t( ), with p’ # p and computes t\%) = chsi tgrk;

43: return o(u) = <c17 {t<k) .,tgf)}ke[N’_ L {hgk)}ke[N’_ ]>,
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Algorithm 25 Signature Verification

k
Input: o(p), u,PP, and L = {ag )}ie[w re

Output: Accept or Reject
1: procedure SIGVER(o(u), i, L, PP)

(Nin]

. (k) _ 0. 11 _9.hk) 2xm
P A
4: for (1< k< N;,) do
5: “m,p” calls Lift(A, a(") to obtain AYY), = (2- A, ~2-a™ +q) € RZX™.
6: Compute Vk € [N;p], ci+1 = Hi (L, Hg;)7u7 {A(QI;)Z tE ) +q-c; } {H(k) tgk) +q'Ci})
7 Check ||t£f2,||2 < By (see Theorem 6.10)
8: Check [[t{") [l < q/4
9: if c; = Hy (L, Hé’;), 1, {Ag;?w . tgf) +q- cw}, {Hg;) . tgf) +q- cw}) then Accept
10: else Reject
11: return Accept or Reject

SigGen algorithm on input (;, L, S%®) PP). Then, on input (x, L,o(u), PP), the

7'('])’

SigVer algorithm outputs Accept with overwhelming probability.

We demonstrate that when SigVer (step 9) computes  Vk, € [Ny,
H,y (L H(q ) Ly {Aé’;)w t) +q- cw}, {Hg;) -t 4 q- cw}> this result should be
equal to c;. The SigVer also verifies Vk,w € [N;,], [w] that Hy <L ng b {Aé’;z

tz(»k) +q- ci}, {Hg;) -tgk) +q- cz}) = c;11. This evaluation considers two scenarios:

e When i # m, Yk € [N;,], SigGen evaluates c;11 = H; <L ng, ,{Aé’;l-
t(k) + q - } {Hé’;) t(k) + q - }), while SigVer computes c;11 =
H, <L HQq s 1 {A;’;Z W 4 q- cz}, {Hg’;) . tgk) +q- cz}> These are equal

) t™ . q ¢ (in SigGen) = A . t® . q - ¢ (in SigVer); and

(k)
since A 500 * b

2q,1 7
Hg;) -tﬁ’“) +q-c; (in SigGen) = Hg;) .tl(,k) +q-¢; (in SigVer).

e When ¢ = 7, Vk € [N;,], SigGen checks c,.1 = H; <L,H§Z?W,u,r7(rk),z£rk)>,
whereas SigVer calculates c,.1 = H; (L quﬂ,,u,Ag;?ﬂ 0 . q- CW,HSZ?,F
t#) 4 q - c7r>. In this case, we need to show that ¢,y (in SigGen) = ¢,

(in SigVer). In doing so, we evaluate two equalities one related to the public

key r) = Ag;?ﬁ -t® + q - c,, and the other associated to the linking tag
zgfz)), = Hg;?mp/ . tgf;/ + q - ¢;. These equalities are analysed as follows:
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1. The first equality is compared with V(k,p") € [N;,] X [Nos]:

rlk) = Ang)Tr W L q-c, =

Ncs

ZI‘STIT;/:{ 2q71' Zt }+Q'Cw <

p'=1

LW ® (k) e B o) (*)

> AL ul) _{AM-Z( ) +8S cer - (=1)° )}+

2q,m,p’
p/:1 p/:1

q-Cp; <
Ncs

Ncs
(k (k) (k)
S At - S a3 (Al s e 0

q-Cr ~——
Ncs
0= Al s e 0 e
p'=1
Ncs
0=>" {(2 A, -2-al +q)- 8 1) e, - (—1)”“)} +q-c, =
p'=1

Ncs
0—{2 A -2 ZH @, L. ‘fff;,+q}-
Nc¢s T X
{ZH Trp,,LSh [s;’f;,,u} e ()" 4 qie, =

Ncs
{2 A - ZH 7rp/’Lsh S(k ,7_2 ZH ﬂ—p/yLSh (k),+q}
cﬁ-(—l)b()~|—q-c7r —

Nes
S = S k
0= { SN HEY, a2 ZH al), L") -a ”,+q}
4

P’
Cr- (—1)b<k) +q-Cc; <
qu.cﬂ.(—l)w) +q-¢c;, =

—q-Cy - (—1)b(k) =q-c; <—

We distinguish two cases for b:

— When b = 0, we verify that —q - ¢, = q - ¢, mod 2q.
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— When b = 1, we have q - ¢, = q - ¢, mod 2q.
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2. Consequently, the second equality is also examined with V(k,p') €

[Nm] X [NCS]I
() Hg’;)ﬂ. ()‘FQ‘CW(:}
Ncs
zgrkp —{Hg;7r Zt } q-Cr <
p'=1
Necs Ncs
SorE ) = {H S () s e (-0 [
p'=1 p'=1
q-Cr <——
Ncs Ncs Necs
ZH%W' Ur, ’:ZHg;?Tr' ’+Z{ 2q7r' 2q7rp CW'(_l)b(k>}+
p'=1
q-Cr <——
Necs
0=y (Bl sl e (0 rare
p'=1

(]

Nes
0= {(2~H,—2-h§f)+q)-[s(k) 1]T-c,,-(—1)b(k)}+q-c,r —

m,p'
p'=1
Ncs Ncs .
0= {2 Sl +a (s e (0 e,
/=1

hS]

Ncs Nes

T
{HZH}{ZH )
p/
CTr'( 1) +q-C; <

Nes
0—{2 H,-2-H-Y H@Y, L") S("“),T+q}
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—q-Cy- (—1)b(k) =q-c; =
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We distinguish between two cases:
— When b = 0, it is verified that —q - c; = q - ¢, mod 2q.

— When b = 1, we have q- ¢, = q - ¢, mod 2q.

6.3.6 Signature Linkability (SigLink)

The SigLink (Algorithm 26) checks whether two signatures were correctly pro-
duced by the same signer, but it does not reveal the identify of such signer. The

correctness proof of this algorithm is described in Appendix 6.3.7.

Algorithm 26 Signature Linkability

Input: o(u)1 and o(u)2
Output: Linked or Unlinked
1: procedure SIGLINK(o(p1)1,0(p)2)

2: if (SigVer(a(u)l, x) = Accept and SigVer(o(u)2,*)) = Accept) then Continue |
3:  elseif h{¥) = h¥) then Linked

4: else Unlinked ]

5: return Linked or Unlinked

6.3.7 Correctness of SiglLink

We show that an honest user m who signs two messages p; and pe in the
MIMO.L2RS-CS scheme with the list of public-keys L, obtains a Linked output
from SiglLink algorithm with overwhelming probability. As shown in Algorithm
26, two signatures o(u); and o(u)2 were created, and then successfully verified by
SigVer. Therefore, the linkability tags hfﬁ) and hﬂ? Vk € [N;] must be equal. To
prove this, we show that:

H®

2q,u1

=(2-H,-2- h® + q) € R ™, where

K1

H =PP and h¥) = (H- S + q) € R?

H®

2q7,“‘2

= (2 ‘H,-2- h/(f;) + q) € RZ*™ where

2q

H=PPand h’) = (H-S¥ + q) € R?
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The first parts of the linkability tag in both MIMO.L2RS-CS signatures have same
equality with following probability:

Pr(2-H=2-H|] =1.

Ultimately, the second part uses the honest user’s secret-key S;M is used, so we

conclude that:

Pr[—2-h +q+2-h{) —q=0] = 1.

6.4 Security Analysis

This section presents the results of our security evaluation. It demonstrates that
the L2RS-CS is computationally secure in terms of unforgeability, linkability and
non-slanderability from the Module-SIS lattice assumption, and it is uncondition-

ally secure for anonymity under the Leftover Hash Lemma (LHL).

Theorem 6.11 (One-Time Unforgeability). If there is a PPT algorithm against
one-time unforgeability of L2RS-CS that makes Q)5 queries to the random oracles
Hy, SO and KO, with non-negligigle probability o, then, there exist a PPT algo-

rithm that can extract a solution to the MSISim’k’B problem, where 3 = 20, and

S—€yf— e
with non-negligible probability ((5 — €uf — Siﬁ) . < Q;C\;n,n\ _ |S:,€|>' The €,¢

is neg(n) if the following conditions hold:

2:Nin-Nog(2:Qur+1)2 .
1. es@Qu " < neg(n), with Quy = maz(Qo, Qs, Qi)

Proof. The MIMO.L2RS-CS scheme relies on the MSISX  broblem to be secure

q,m,k

against any existential forger. This means that a forgery algorithm succeeds with

a negligible probability. We conclude that under this probability, the attacker
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will also find a solution to the MSIS;C’m’k’ 5 problem. We consider the sequence of
games in this proof where a PPT A is the adversary against the MIMO.L2RS-CS

scheme.

Game 0 - Real Game: This is defined as the original attack game where the
challenger C and the adversary A interact to produce a forgery. We know that
a = pk and S £ sk; then, the real Game starts with the challenger C who calls
PP « Setup(1?) and gives PP to A. C runs KeyGen (Algorithm 23), where C
starts computing a! and SI. When the adversary A sends a,; with p’ € [2, Neg],
C returns 5{ to A. After that, C performs the aggregate shared public-key as
ash = Z;\,}CS Hy(ay, L*")-a, with L*" = {a;,...,an.,}. C outputs (ai", S]) with

its secret-key computed as ST = Hy(a,, L*") - SIT. A queries the KO oracle Q)

times.

The challenger C and the adversary A interact to generate a signature o(u)' on
(L, ') with Lt = {agk), ce (aﬁf))sh, . 7a§f)} Vk € [N;,] and for any ¢ € [1, Q).
We assume that (aS,’“))sh was generated following the KeyGen algorithm and from
which the challenger C’s public-key (é{) occurs once. Whenever A sends interactive

queries Q, with (L', ') to C who behaves as in Algorithm 27 and ultimately returns
a(p)t to A.

The adversary A completes the simulation and outputs a forgery (L*, u*, o(u)*).

A wins the game if this forgery satisfies the following conditions:

1. SigVer(L*, u*, o(p*)*) outputs Accept.

2. SO was queried at most once.

3. (L*, pu*,o(p*)*) is not an output of SO.

4. For all i € [w], there exists k € [N;,] such that pk; ™ ¢ L* was generated

by the KO oracle.

(%)

5. Every pk;" "~ was used to query SO as a signing key rather than a decoy at

most once.
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Algorithm 27 SigGen - Game 0

Input: SK = {S(k> as in (6.1), and PP.

*)
L = N
P €[Nl heNm] {al }ie[w],kE[Nm]

k k k
Output: o(n) = (er, {t{7, . 07}, v (B8 Y,
1: procedure SIGGEN(SK, u, L, PP)

2: for (1 <k < N;,) do
3: The challenger C computes the linking tag hSr,; =H- SST,; € ’Rg.
4: C sets 6Srk1), Hy (hgr]f;,)
5: When A sends 65:1)7, with p’ € [2, Nos], C returns 6&% to A.
6: When A sends h;k;, with p’ € [2, N¢g], C sends h( ) to A. Then, C computes as follows:
7 for (2 <p’ < Ngg) do
8: if 6:“’;, = Hy <h§rk’2),) then Accept
9: else Abort protocol
10: C computes the shared linking tag ) = Z;VCS h<k;
11: C calls Lift(H, h{") to obtain HYY = (2-H,-2-h{" +q) € RZX™.
12: C calls Lift(A,al™) to obtain A<k) =2 A,-2-ad +q) e R
13: C chooses uﬁ,;) = (Ur,p1,-- uw,p,m) , where urp; <> D7, for 1 <i<m.
14: C computes rsfk,; = A(QIZ)7r usrk; and zsrk,;) = Hg;)7T . Sf;,
15: C sets 0( ) = Hp (rSf;,zﬁr’fg,
16: When A sends OSr 1)7, with p’ € [2, N¢g], C returns 0(12, to A.
17: When A sends rgrk;, and z( >, with p’ € [2, Nos], C sends r< ) and z(’€> to A. Then, C computes as
follows:
18: for (2 <p’' < Ngg) do
19: if o(k), = Hp (r_(lrk;,, (k) ) then Accept
20: else Abort protocol
21: C computes i) = ZZ“;SI rgf])a, and 2% = Zﬁfosl zsrk,;,
22: C performs Vk € [Nin], ¢ry1 = H1 (L,Hg;)ﬁ,u, r.(,rk),zgrk))
23: for (i=7n+1,7+2,...,w,1,2,...,7— 1) do
24: for (1 <k < N;;,) do
25: C selects tg? = (tip,1s---stipm)T, Wheret; p; <> D%, for 1 <j <m.
26: When A sends t(k), with p’ € [2, N¢g], C returns tg? to A.
27: C computes t( ) — Z;\Esl tg?,
28: C calls Lift(A, a(k)) to obtain A(I;) =(2-A,-2- agk) +4q) € ’Rg;m.
29: C runs Vk € [Nin] ciy1 = Hy (L, =YY {Ag;; 4 4 q- ci}, {HZW 4 4 q- cz}>
30: for (1 <k < N;;,) do
31: C chooses b(*) « {0,1}.
32: C computes t kaz)a = (k) p+ Sg;)’ rp C (fl)b(k), where S;I;?mp [(Sx (k) T 1T,
s(k) o 2 tgrk) , S(k) -Cx -1
33: Continue with prob. Mexp | — w cosh M otherwise
202 o2
Restart.
34: When A sends t;k’;/ with p’ € [2, N¢g], C returns t,(ff; to A
35: C computes 4" = Z;\ESI t;k;

36: return o(u) = <c17 {tgk), T }ke {hgk)}ke[Nm])




Chapter 6: Lattice-based Linkable Ring Signature with Co-Signing 169

If we define the event Sy where the adversary A wins Game 0, then we argued

that A’s advantage is negligible:

PI‘[S()] S €0- (63)

Game 1: This game is similar to Game 0, but this time the challenger C behaves
different in the random oracle Hy as illustrated in Algorithm 28 (step 15). On a

y-th query rék) and zl(,k) from the adversary A, then C proceeds as follows:

1. C returns Hy (rg(f), zg(,k)) if this is already defined.

2. C chooses at random oék) — S, 1, otherwise.

3. C verifies if there exists p’ € [1,y — 1] such that o) = H, (rfrlf;,,sz;,) for

: : (k) (k) It .
previous queries of r_, and z,_,. In the case where p’ exists, the game is

aborted, otherwise:

4. C sets oék) = H, (rgf,:;)w z;’g/) and returns og(f) to A.
The difference between the Game 0 and Game 1 is that the challenger C aborts
when he tries to set a same hash value H, for two different inputs. This game
evaluates the probability that C aborts the game under this situation. The total
number of queries )y to Hy oracle is at most Qg + (s. Then the probability that

C aborts Game 1 is

= *® k) ) (k)
k
Z Pr [(rmp,,zmp,) € {ry, s 2y }quj <

S e =)<

y—1 _ (Qo+Qs)(Qo+ Qs +1)

IN
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Let S; be the event where the A wins this Game with negligible probability

(QO+QS)(QO+Q5+1) < €1
on

. Then we argue that:

| Pr[So] — Pr[Si]| < €.

Algorithm 28 SigGen - Game 1

Input: SK = {S(k>,
TP ) p'e[Nosl,ke[N;

Output: o(p) = (cl, {tgk

1: procedure SicGEN(SK, ,u,L PP)

e e T e T

—_ =

NN N NN NN NN

w w
o =

w
@

34:
35:
36:

—_ =

o
T2

w
9

_ (k) ;
u, L={a 6.1), and PP.
. m {a } ol ke [N ] as in (6.1), an

k
Lt >}ke Ninl® { ™ }ke[Nm1>

“Cr) -1 )
otherwise

for (1 <k < N;y) do
The challenger C computes the linking tag h{") = H-8{) € RZ.
C sets o( ) = Hp (thfg,)
When A sends 65::& with p’ € [2, N¢g], C returns 6;’2, to A.
When A sends h;k;, with p’ € [2, N¢g], C sends hgrlf;, to A. Then, C computes as follows:
for (2 < p/ < Ncs) do
if o( ), = Hp (h;’f;,) then Accept
else Abort protocol
C computes the shared linking tag hgrk) = Z;VCS hsrk;
€ calls Lift(H, h{") to obtain HYY = (2-H,~2-h{" 4 q) € RZ™.
C calls Lift(A,al") to obtain AY) = (2-A,~2-al) + q) € R”m.
C chooses ugrk; = (Un,p1y--sUrpm)’, where wur pyi = DI, for 1 <i<m.
k k k k k
C computes rm;, = Aéq>ﬁ . uS,,z, and z ( ) ng)ﬁ . Sr;,
C chooses at random 0( ) — Snk
When A sends °§r 2), with p’ € [2, N¢g], C returns ogrk; to A.
When A sends r;k), and z( ), with p’ € [2, N¢s], C sends rgr; and z(k) to A. Then, C computes as
follows:
for (2 < p, < Ncs) do
if o< ), = Hy (rgf; 7(:) ) then Accept
else Abort protocol
C computes rSf’ = Zgii r;’f;, and z(k) = ZNci <k),
C performs Vk € [Nin], cxy1 = Hi (L,Hg;)ﬁ,u, (k), (k))
for (i=n+1,7+2,...,w,1,2,...,m— 1) do
for (1 <k < N;,) do
C selects tg,kr} = (tip,1,-- .,ti,pﬂn)T7 where t; p j <= D2, for 1 <j <m.
When A sends tl(.lz, with p’ € [2, N¢s], C returns tz(.g to A.
C computes t(k) = Z]\{C‘i tikg
C calls Lift(A,a") to obtain AYY, = (2- A, ~2-a" + q) € RZX™.
C runs V& € [Nin] ciy1 = Hi (L H;’;)ﬂ, {Agy -t§’“) +q- c} {ng,w 4 4 q- c})
for (1 <k < N;y,) do
C chooses b(*) « {0,1}.
C computes tS,Z, = u(k) + Sg};?mp ccq (= 1)*™ | where Séq rp = [(S(k Yoo T,
s® o 2 k) gk)
Continue with prob. Mexp| — M cosh (b . 24,m.p
202 o2
Restart.
When A sends t(k), with p’ € [2, Nog], C returns tgf;, to A
C computes tgrk) Z]\{ci STM,
k I8! k
return o(p) = <C1,{t§ ) st }ke ,{hgr>}k€[Nm]>.
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Game 2: This game is identical to Game 1 except that the SigGen algorithm
is still modified by the challenger C. When A sends interactive queries (), with
(L', ') to C for signing using the SigGen algorithm, then C behaves as shown in
Algorithm 29.

The C chooses ¢4 at random from S, , € Ry, Algorithm 29 (step 22), after that

C programs the answer of the random oracle H; Yk € [N;,] as:

H, (La Hé’;?ﬂ? s I'grk), Z(k)> = H, <L7 Hg{?ﬂ? Hs Ag;?w ’ t7(rk) *q-Cr,

™

Hg;?ﬂ' ’ t7(rk) +q- cﬂ})?

without verifying if the values of r) = Zgﬁ Ag;?ﬂ : ufr]f;), and z\") = Zgisl Hé’;?w :

ugf;/ V(k,p') € [Nin] X [Ncg| were already set. Every time Algorithm 29 is called

by A, the probability of generating ufrlf])g,, such that r{ and 2z

are equal to
one of the previous values that were queried is at most 27"*!. Therefore, if the
SigGen in Game 2 and H; are queried (s and (), times, respectively, then the
probability of getting one collision each time is at most N, - Nog- (Qs+Q1)-27 L.
Additionally, the probability that a collision happens after ), queries is at most
Nin - Nes - Qs (Qs+ Q1) - 27" which is negligible (Based on [DDLL13], Lemma

3.4).

Let S5 be the event where the A wins Game 2 with negligible probability V;, -
Nes - Qs - (Qs+ Q1) - 27" < ;. Then we claim that:

| Pr[Si] — Pr[So]| < €. (6.5)

Game 3: In this game the adversary A queries the random oracle Hy as in

Algorithm 30 (step 5), and stores the answers in QQy,. The game aborts as in

(step 11) if the a,’s are not in the set Qp,. The successful acceptance of a, is

equal to guess a preimage for the the given o, that is committed in (step 5). As
1

a result, the success probability is at most Borl
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Algorithm 29 SigGen - Game 2

Input: SK = {S(k>

*)
L = N
P/ €[Nl heNm] {al }ie[w],kE[Nm]

k k k
Output: o(n) = (en, {t{7, . 07}, (B8 Y qn,)
1: procedure SIGGEN(SK, u, L, PP)

—_ =

—_ =

»—
=

—_ =

O
e

[\
N

23:
24:

25:
26:
27:
28:
29:

30:
31:

32:

33:
34:

35:
36:

—_ =
e R R U

—

as in (6.1), and PP.

for (1 <k < N;p) do
The challenger C computes the linking tag hﬁr’f; =H- Ssrk,;, € ’Rg.
C sets 6'F) = Hy (h;’f;)
When A sends 65:2, with p’ € [2, N¢s], C returns 6&% to A.
When A sends h;k;, with p’ € [2, N¢g], C sends h( ) to A. Then, C computes as follows:
for (2 <p’ < Ngg) do
oo =(k k
if oi’;, = Hy <h§r’;,) then Accept
else Abort protocol
C computes the shared linking tag ) = Z;VCS h<k;
C calls Lift(H, h{") to obtain HYY = (2-H,-2-h{ +q) € RX™.
C calls Lift(A, alf )) to obtain A<k) =(2-A,-2- al® 4 q) € R%;m.
C chooses uﬁ,;) = (Ur,p,1,-- uw,p,m) , where wur p; <= D%, for 1 <i<m.
C computes rsfk,; = A(QIZ)7r usrk; and zsrk,;) = Hg;)7T . Sf;,
C chooses at random o&’f}, — Snk-
When A sends osrk;, with p’ € [2, Nog], C returns oﬁr’“; to A.
When A sends r;k), and z( ), with p’ € [2, N¢s], C sends rgr; and z(k) to A. Then, C computes as
follows:
for (2 < p/ < Ncs) do
if o< ) = HO( <k),, Uc) ) then Accept
else Abort protocol
C computes r(k) Z;\{ii r;’f;, and z,@ = Zgii zsrk),
C chooses at random cr41 < Sp x ‘
for (i=n+1,7+2,...,w,1,2,...,m— 1) do
for (1 <k < N;y) do
C selects tg? = (tip,1s---stipm)T, Wheret; p; <> D7, for 1 <j <m.
When A sends t(k), with p’ € [2, N¢g], C returns tgkg to A.
C computes t( ) — Z;\Esl tg?,
C calls Lift(A, a(k)) to obtain A(I;) =(2-A,-2- agk) +4q) € ’Rg;m.
k k k k
C runs Vk € [Nin] ciy1 = Hi (L, =Y {qu?i R +q~ci}, {HZW k) +q~ci}>.
for (1 <k < N;y) do
C chooses b(*) « {0,1}.
k k k (k) k k
C computes t ST;, =ul ) p+ qu)’ rp CmC (—=1)*"" ) where S;q?ﬂ,p (S s ))(Tv)l]r
glF) o 2 t(k)’sk e 1
Continue with prob. (M exp ( — w) cosh (M)) otherwise
202 o2
Restart.
When A sends t;k;/ with p’ € [2, N¢g], C returns t,(ff; to A
C computes t(w’” = Z]\ESI t;k;
k k k
rotuen o) = (1 {6, 6} 00 )
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Let S3 be the event where the A wins Game 3 with negligible probability over

723 which is at most ISTl,@I < €3. Then we claim that:

| Pr[Sa] — Pr[Ss]| < es. (6.6)

Algorithm 30 KeyGen - Game 3 and Game 4

Input: PP: A € Rgx(mfl).

Output: (aSh, {S{, ey S%GS }) , being the shared public-key and cosigner’s secret-key, respectively.

1: procedure KEYGEN(A)
: Each cosigner p € {1,...,N¢s}:
3 Selects qu; = (8p,1,.--,8p,m-1) € R;X(mil), where §p, ; <= (—27,27)", for 1 <i<m—1
4 Calculates a, = (él,ég)T =A. gp mod q € Rﬁ.
5: op = Ho(z_ip)
6: Broadcasts oy to other cosigners p’ € [Nog]
7.
8
9

Receives o,/ with p’ # p, then “p” sends &, to the cosigners
Receives &,/ with p’ # p
: Each cosigner verifies:
10: for (1 <p’ < Ngg) do

11: if 0,/ = Ho(a,/) then Accept
12: else Abort protocol
13: Each cosigner computes the shared public-key as:
N, - - . - -

14: ash = Zp/cs Hj(a,, L") - a, with Lsh = {31, . ,aNCS}
15: Each cosigner calculates its corresponding secret-key as:

. , aT
16: S} = Ha(ap, L") 8§,
17: return (a“"h, {Sf, .. .,SIIC,CS}), without loss of generality, each cosigner only outputs and holds its

corresponding secret-key SZ;,.

Game 4: In this game the adversary A queries the random oracle H, as in
Algorithm 30 (step 16), and stores the answers in QQy,. The game aborts if the
a,, L*"’s are in the set Qp,. We upper bound the probability of this abort in this

game at most Q;P where P is the min-entropy of a,. We use the Leftover Hash

Lemma (LHL) argument to show that the distribution of a, is closed to uniform
just by itself. The statistical distance between the distribution D(a, ) and the
uniform distribution Rg is at most ey gz, where the min-entropy of Rg = 2-nloggq.
Likewise, we argue the min-entropy of D(a,) < 2% This proves that if this is not
aborting, the output of Hy and a, are completely independent of any adversary

view.

Let Sy be the event where the A wins Game 4 with negligible probability over

Qu,
2”L

RZ which is at most < ¢4. Then we claim that:
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| Pr[Ss] — Pr[Sy]| < es. (6.7)

Game 5: This Game now modify the KeyGen in algorithm 31 (step 4), and SigGen,
Algorithm 32 (step 3), where the linking tag is computed. We recall that public-
key as alf) = A - S,(r]fl), mod ¢ € RZ. We now choose égf;, V(k,p') € [Nes] X [Nin)

uniformly and randomly such éﬁf;);' < RZ. Moreover, we now choose hgfj)g, Y(k,p') €
(k)

/
™p

the linking tag as h{*) = H-S%) € R2. We recall that S*) = Hy(a,, L") - S

7r7p
KeyGen Algorithm 23) where SE:T; is chosen small and with coefficients in (—27,27).

[Nes] X [Nip] uniformly and randomly such h™/, < Rg, rather than computing

T

, (as

We redefine h;’fl)) = H- Hy(a,, L*")- Sg. Then, we now define a new random matrix

H,., = H- Hy(a,, L*").

We know that the public parameter A and H,,.,, are uniform and ngl)) is chosen

small and with coefficients in (—27,27). Then, multiplying these A and H,.,, by

(k) (k)

the secret key Smp? it results in ar’ that is close to uniform over Rg.

By the Leftover Hash Lemma (LHL) argument (Lemma 3.5), we show that the

statistical distance between the distribution of a® mod ¢ and the uniform dis-

tribution on R is at most Ny, - Nes - § - \/ 555w, Which is negligible in

n.

Let S5 be the event where the A wins Game 5 with negligible probability RZ is

at most N;, - Ncog - % . \/M% < ¢5. Then we claim that:

| Pr[Sa] — Pr[Ss]| < es. (6.8)

Game 6: The challenger C behaves different in the random oracle Hy as illustrated
in Algorithm 33 (step 11). On a y-th query a,, from the adversary A, then C
proceeds as follows:

1. C returns Hy (éy) if this is already defined.

2. C chooses at random o, <= S, .., otherwise.
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Algorithm 31 KeyGen - Game 5
Input: PP: A € Rix(mfl).

Output: (aSh, {Sf, o, S%cs }) , being the shared public-key and cosigner’s secret-key, respectively.

1: procedure KEYGEN(A)
: Each cosigner p € {1,...,N¢cs}:
Selects SZ = (Sp,1,.--,5p,m—1) € R;X(m_l), where §p, ; <= (—27,27)", for 1 <i<m—1

Choose a, < Rg

3
4
5: op = Ho(ép)

6: Broadcasts op to other cosigners p’ € [Nos]
7

8

9

Receives o,/ with p’ # p, then “p” sends a, to the cosigners
Receives &,/ with p’ # p
: Each cosigner verifies:
10: for (1 <p’' < Ngg) do

11: if o,y = Ho(a,/) then Accept

12: else Abort protocol

13: Each cosigner computes the shared public-key as:

14: ash = ZSZCS HQ(ﬁp/,LSh) sap with Lsh = {51, .. ’éNCS}
15: Each cosigner calculates its corresponding secret-key as:

16: ST = Hy(ap, L") - S,

17: return (aSh, {Sf, .. "S%cs }), without loss of generality, each cosigner only outputs and holds its

corresponding secret-key SZ;,.

3. C verifies if there exists p’ € [1,y — 1] such that o) = H, (ay) for previous

queries of a,y. In the case where p’ exists, the game is aborted, otherwise:

4. C sets o§,’“) = Hy (épr) and returns oék) to A.

The difference between the Game 5 and Game 6 is that the challenger C aborts
when he tries to set a same hash value Hy for two different inputs. This game
evaluates the probability that C aborts the game under this situation. The total
number of queries )y to Hy oracle is at most Qg + @) where @y is the number of

queries to the KO oracle. Then the probability that C aborts Game 6 is

Qo+Qk Qo+Qk y—1
PI‘[(Q/)E{Q/} :|§ Pr [ﬁ/:é/}g
2 i) ey, = 2 ;AHRWD n
Qo+Q
Oz:k?/—l < (Qo + Qr)(Qo + Qi + 1)
on = n

y=1
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Algorithm 32 SigGen - Game 5

(k) _ [ (k) .
Input: SK = {S }p s, L= {ai }ie[w] kel as in (6.1), and PP.

in]

‘e NCS] kE[ Ln]

k k k
Output: o(p) = (cl, {t(l ), ... ,tgu)}kemm], {hgr )}kE[Nm]
1: procedure SIGGEN(SK, u, L, PP)

2: for (1 <k < N;,) do
3: The linking tag is chosen at random h( ) <~ R2
4: C sets O _<k) = O(h,(T’f;)
5: When A sends 65:;7/ with p’ € [2, N¢g], C returns 6?,51), to A.
6: When A sends h;k])g, with p’ € [2, N¢s], C sends hgrk,z), to A. Then, C computes as follows:
7 for (2 < p’ < Ngg) do
8: if o ’( ) = Hp <h_(nk;,> then Accept
9: else Abort protocol
10: C computes the shared linking tag h%*) = Z;\]CS h<k1)7
11: C calls Lift(H, h{") to obtain HYY = (2-H,~2-h{® +q) e R™.
12: C calls Lift(A, ag,rk)) to obtain Ag;?ﬂ =(2-A,-2- al®) 4 q) € Rg;m.
13: C chooses ugrlf; = (Um,p,1y-- - Ur,p, m)T, where wur pyi = DJ, for 1 <i<m.
14: C computes rgrk,,)[, = Ag;)7r Uc) and (k}, = Hg;)7T . (k>
15: C chooses at random o(k) — Sn,i-
16: When A sends 0( ), with p’ € [2, N¢g], C returns og,r;, to A.
17: When A sends Er;, and z¢* ;, with p’ € [2, Ncg], C sends r< ) and z(k> to A. Then, C computes as

follows:
18: for (2 <p’ < Ngg) do
19: if o< ), = Ho( _(Kk;,, (k) ) then Accept
20: else Abort protocol
21: C computes r{ = E;\icsl Srkl)g, and z{") = Zgi‘? ZE:;,/
22: C chooses at random cr41 = Sp x.
23: for(i=n+1,7+2,...,w,1,2,...,7— 1) do
24: for (1 <k < N;,) do
25: C selects tgﬁo) = (tip1s---stip,m)T, where t; , ; <> DZ, for 1 < j < m.
26: When A sends t(k), with p’ € [2, Nog], C returns £ to A.

i,p

. (k) _ NV, (k)
27: C computes t; Zp,isl t, i
28: C calls Lift(A, a(k)) to obtain A<k) (2-A,-2- agm +q) € Rg;m.
29: C runs Vk € [Niyn] ciy1 = Hi (L H( g Mo {Ag};?z vtgk) +q- ci}, {quﬂr vtgk) +q- cl}>
30: for (1 <k < N,,) do
31: C chooses b(*) += {0,1}.
32: C computes tgrk;, = (k> p+ Sg;? pCre (71)b< 7 where SgZLr = [(S(k) Yoot

gk el tgrk) ’ g(k) cx 1

: ontinue with prob. exp| — ——————— ] cos —_— = otherwise

33 C . ith b M ” 2q,m,p H h < P 2q,m,p > h .
202 o2
Restart.

: en A sends t. "/, with p’ € |2, Ncg]|, C returns t; , to
34 When A sends t\*), with p' € [2, Ncs], C ) to A
35: C computes t) = s Nes tr)

/lﬁ,p

36: return o(p) = (c17 {tgk), . 7tw }ke[Nm]7 {h,(T“}ke[Nm]).
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Let Sg be the event where the A wins this Game with negligible probability

(Qo+Qk)(2630+Qk+1) < €. Then we argue that:

| Pr[S5] — Pr[Ss]| < €. (6.9)

Algorithm 33 KeyGen - Game 6

(m—1)

Input: PP: A € Rgx

Output: (aSh, {Sf, ey SJIC,CS }) , being the shared public-key and cosigner’s secret-key, respectively.

1: procedure KEYGEN(A)

2: Each cosigner p € {1,...,Ncs}:
3t Selects S} = (8p.1,---,8pm—1) € Ry "7V, where 8, > (=27,20)", for 1 <i<m— 1
4: Choose a, < Rg
5: op = HU(E_IP)
6: Broadcasts op to other cosigners p’ € [Nos]
7 Receives o, with p’ # p, then “p” sends a, to the cosigners
P P
8: Receives &,/ with p’ # p
9: Each cosigner verifies:
10: for (1 <p’ < Ngg) do
11: if | Choose o,/ ’Rg
then Accept
12: else Abort protocol
13: Each cosigner computes the shared public-key as:
g p p Yy
14: ash = Z;\ics Hz(ép/,LSh) cay with Lsh = {2_11, c. ?éNcs}
15: Each cosigner calculates its corresponding secret-key as:

16: ST = Hy(ap, L") - S,

17: return (aSh, {Sf, .. .,SII\}CS}>, without loss of generality, each cosigner only outputs and holds its

corresponding secret-key Sg;,.

Game 7: This Game performs similar to Game 6 but we now modify (for
the signer m) the KeyGen Algorithm 34 (step 14). The aggregate public-key as

ashk) Z;\fcs HQ(égfz)),, L") - 57(:?;,. We now choose ai* (k) € [N;,] uniformly
(k)

and randomly such a2"® - R2. As in Game 1, it shows that a ",

is uniformly
random. We assume that V h <= S,, . where h is the output of the hash function
H,. We said that h needs to be invertible in Rg, then to achieve this condition, we
choose S, ,; such that ||h|« < \/% - /% as shown in ([LS18], Corollary 1.2), with

probability 1.

Let S7 be the event where the 4 wins Game 7 with negligible probability, that

is 1 < €7. Then we claim that:

| Pr(Ss] — Pr[SH]] < er. (6.10)
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Algorithm 34 KeyGen - Game 7

Input: PP: A € Rix(mfl).

Output: (aSh, {Sf, ...,8T }) , being the shared public-key and cosigner’s secret-key, respectively.

'S Nos

1: procedure KEYGEN(A)

: Each cosigner p € {1,...,N¢cs}:
3 Selects SZ = (Sp,1,.--,5p,m—1) € R;X(m_l), where §p, ; <= (—27,27)", for 1 <i<m—1
4 Choose &y <> R2
5: op = Ho(ﬁp)
6: Broadcasts o, to other cosigners p’ € [N¢s]
7 Receives o,/ with p’ # p, then “p” sends a, to the cosigners
8 Receives a,, with p’ # p
9: Each cosigner verifies:
10: for (1 <p’ < Ngg) do

11: if 0,/ = Ho(a,’) then Accept
12: else Abort protocol
13: Each cosigner computes the shared public-key as:
14: ‘ Choose a®? Rg ‘
15: Each cosigner calculates its corresponding secret-key as:
. _ aT
16: 8§ = Ha(ap, L") -§,
17: return (aSh, {SlT, .. "S%cs})’ without loss of generality, each cosigner only outputs and holds its

corresponding secret-key SZ;,.

Game 8: This Game now changes are made on the tgk), ..., t{® from the SigGen
algorithm. When A sends interactive queries Qs with (L', ') to C for signing using
the SigGen algorithm, then C behaves as in Algorithm 35. This time, the C chooses

)
) — ul) 488 .- (=1)"" (Based on [DDLL13], Lemma 3.5). We claim that

2q,m,p

t") at random from D2*™ as in Algorithm 35 (step 33) instead of computing it as
tﬂ'
this Game is forgeable when A finds a PP'T algorithm F to solve the MSISfﬁm,kﬁ

problem. This attack performs as follows:

1. Random coins are selected for the forger ¢ and signer 1.

2. The random oracle H; is called to generate the responses of the users in the

SigGen scheme, (cy,...,¢Cy) = Spk.

3. These create a SubRoutine that takes as input (Aé’;?ﬂ, G,1,C1,. .., Cy).

4. F is initialized and run by providing the A(QI;?7r and forger’s random coins ¢.

5. The SubRoutine signs the message p using the signer’s coins ¢ in the Algo-

rithm 35, this produces a signature o (u).

6. During the signing process, F calls the oracle H; and answers are placed in
the list (cq,...,¢y), the queries are kept in a table in the event that same

queries are used in this oracle.



Chapter 6: Lattice-based Linkable Ring Signature with Co-Signing

179

Algorithm 35 SigGen - Game 8

(k)
Input: SK = {s emesremi P L

Output: o(p) = <c1, {tgk) t(k)}ke Ninl? {
1: procedure SIGGEN(SK, u, L, PP)

- {a(k>} €lw), kE[Nin]

T }kE[Nm]>

as in (6.1), and PP.

and z(k) to A. Then, C computes as

cer)\\ 7t )
otherwise

2: for (1 <k < N;jp) do
3: The linking tag is chosen at random hﬁr’f; — RZ.
4: C sets o(k) Hy (hgr]f;,)
5: When A sends 65:2, with p’ € [2, N¢s], C returns 6&5% to A.
6: When A sends h;k;, with p’ € [2, N¢g], C sends hgrlf) to A. Then, C computes as follows:
7 for (2 <p’ < Ngg) do
8: if 6:“’;, = Hy <h§rk’2),) then Accept
9: else Abort protocol
10: C computes the shared linking tag ) = Z;VCS h<k;
11: C calls Lift(H, h{") to obtain HYY = (2-H,~-2-h{ +q) € RX™.
12: C calls Lift(A,a{") to obtain AYY) = (2-A,—2-al" +q) € quxm.
13: C chooses ugrk;) = (Un,p,1y--sUn,p,m) L, Where ug ;<> DP, for 1 <i<m.
14: C computes rsfk; = A;IZ)7T usrk,; and zsrk,; = ng)7r . Uf;,
15: C chooses at random o(k) — Snk-
16: When A sends °§r 2), with p’ € [2, Nog], C returns ogrk; to A.
17: When A sends r;k), and z( ), with p’ € [2, N¢s], C sends rgr;,

follows:
18: for (2 < p’ < Ngs) do
19: if o<k) = HO( <k) (ki),) then Accept
20: else Abort protocol
21: C computes r(k) Z]\{Ci Srk;, and zgr ) = ZZS‘? “f;
22: C chooses at random cr41 = Sp k.
23: for i=7+1,7+2,...,w,1,2,...,m—1) do
24: for (1 <k < N,,) do
25: C selects tgi’) = (ti,p,1,-- .,ti,p’m)T7 where t; p j <= D2, for 1 <j <m.
26: When A sends tz('i;' with p’ € [2, N¢s], C returns tz(.f‘; to A.
27: C computes t(k) = Z]\{Ci tikg
28: C calls Lift(A,a(") to obtain AYY) = (2- A, ~2-a™ + q) € RZX™.
29: C runs Vk € [N;n] cit1 = Hy (L H;’;)ﬂ, I {Agz)Z . Ek) +q- cl} {ng, t< ) +q-c; })
30: for (1 <k < N;,) do
31: C chooses b(*) « {0,1}.
32:
33: C chooses tSTIfgy — Dy*™ ‘

(k) 2 (k) (k)
S c tr o, S
34: Continue with prob. Mexp | — M cosh (trp 2¢,m,p
202 o2
Restart.

35: When A sends t;k;/ with p’ € [2, N¢g], C returns t,(ff; to A

. k N, k
36: C computes tgr ) — Zp,isl tfw)),

. _ (k) (k)
37: return o(u) = <c17 {tl R A } {h }ke m])'
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7. F is stops this simulation and outputs a forgery o(u)* =
(c’{,{ti(k),...,tjjk)},hfr(k)>, with negligible probability. = This output

has to be successfully accepted by the SigVer algorithm.

£k

2qz i

t; W4 q- c; (Vi,k € [w] x [N;]), then F has 1/|S,, .| chances of producing a ¢},
such that ¢j, | = H, (L* ng NTAS AQq2 M. q- c;, Hg;) -t:(k) +q-c2‘>. We claim

)

If the random oracle was not called using some input Al - q - c;k,Hg;) .

that e; — I/ISn,H\ is the probability that ¢}, = c;11 for some j. In this analysis,

we now consider two types of forgeries:

Forgery 1. We consider that c;i; is the result after using F which is c;;; =

H1<L’ H2q,,u NG ().q.cj,H(k) t(k)+q c) Then we have Vk € [Ny,]:

2q,J

HI(L*aHQqau Aqu * k) .q- C],H(k)t*(k)+q C]) —

2 M 2q,J

(L) i AL 6 g o HY 6 g q),

F finds a preimage of ¢, if p* # p' or A(;f” . *f(k) q-cj # Ag:“ Ct/® q-cj

or H(k) *( )+ q-c; # Hg;) . /-(k) + q - c;. Then, we have with overwhelm-

k (k) ik
2q3' '() qa- Cﬂ*A2q)y' 6 q- ¢ or

Hg;) . t*(k) +q - = H2q . tj( gt q - ¢;. These equalities will result in:

Ag;)j (tl( ) — t;(k)) = 0 mod ¢ and Hg;) (t;(k) — t;(k)) = 0 mod g. We assume that

ing probabllity that pu* = u' or Al

both t " and t; '®) are different and they met the SigVer Algorithm conditions, so
it results in tj(k) - ;-(k) # 0 mod ¢, and Ht;(k) — t;»(k)” < 28,.

Forgery 2. We assume that c;;; was a response to a random oracle H; query

made by A and it records the c;4; and the signature o(u) on message p. Then,

/

fresh random elements are generated as (cj, ..

., ¢h) < Sn.. We use the forking

lemma [BNOG] to show the probability of ¢, # ¢/, and the forger uses an oracle
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response c;» 41 1s at least:

(P[S] 1 ) Pr[$7] -z 1
o7 — : - )
|Sn,n| Qs + Ql |Sn,n|
which is negligible. Therefore, with this probability, A creates a signature
o(p) = (cl, {t'(k ,...,tgk)},hﬁkg where A *(k) -q-cj = AD (k) ‘q -

2q,j 2q,5 "

and Hg;) . t;(k) +q-¢ = Hg;) . t;-(k) + q - ¢ We now obtain
Ag;)j . (t;(k) —t;-(k)) =q(c; —C’-) mod 2¢g and H(k)( *(k) —t;-(k)) = q(c; —c’-) mod 2q.
Since ¢;—cj # 0 mod 2, so in both equations, we have t; *(0) ;é 0 mod 2g where
||tj /(k ||Oo < @q/2. By applying modg reduction, we find a small non-zero

vector V(k) =t _ ;(k # 0 mod ¢q. This v(®) will compute ING

y -v(®) =0 mod ¢

2qJ
and Hg’;) -v®) = 0mod ¢ with ||[v®|| < 28,. Since v(® is same for both

AZIZ)j and Héq , we only use the former to continue this analysis. We say that
Aij mod ¢ = 2(A, —a®) mod ¢, then 2(A, —a®)v(¥) = 0 mod ¢, this implies

that (A, —a®)v®) = 0mod ¢, since ¢ is odd. Therefore, this vector v will
be a solution to the MSISZmJM problem, where § = 2f3,, with non-negligible
probability and with respect to (A, —a®)) over Rg.

Let Sg be the event where the A wins Game 8 with negligible probability

Pr[57]*ﬁ
(Pr[S7] — Bﬁ) : ( Q5+51’ - — S’i,n) to solve the MSIS), , ; problem.

Combining the results of the above Games (6.3), (6.4), (6.5), (6.6), (6.7), (6.8),
(6.9), and (6.10) we obtain:

1 Pr(S7] — 1
Pr[Sy] — . sl _ < Pr[Solve MSIS],
‘( 51~ 5. ( G0 5, )| = Prlselve MSIS

Since Pr[S7] > Pr[So] — €,; with e,y = 3.1_, &, and we let § = Pr[Sy] then
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< Pr[Solve MSIS]

(5—6 . ) 5_€uf_m_ 1
u |Sn7n| Qs + Ql |Sn,n|

O
Theorem 6.12 (Anonymity). Suppose that the quantities: Ni”éNCS . 2(%1??;,1)%
and 2'Qa”°"'(Q'Q“""";ZQQ""”'NCSH) are negligible in n with Qanen = maz(Qq, Q1, Qs).

Then, the L2RS-CS scheme provides unconditionally anonymity against any adver-

sary who makes Qunon queries to the random oracles Hy, Hy, and SO.

Proof. We prove the anonymity property of the MIMO.L2RS-CS scheme by using
the sequence-of-games approach [Sho04]:

Game 0 - Real Game: This Game follows the definition of unconditional
anonymity in Section 5.1.3. We assume that an adversary A, by using the KO,
creates a list of pk®’s L = (pkz(f), pkgf)) Vk € [Ny,] and Vig, i; € [w]. A gives the
L and a message p to the challenger. The challenger then flips a coin b <= {0, 1},
then creates a signature o(u), = SigGen(SEf), w, L, PP) and gives o(u), to A. The
adversary A outputs a guess b'. A wins this game if the following conditions are

achieved:

1. pkgf) and pkl(f) must not be used by CO and SO.

2. A outputs O such b =¥, with Pr = 1/2.

If we define the event Sy where the adversary A wins Game 0, then we claim that

Ay’s advantage is 3 + €.

| PrSo] — 4] < 0. (6.11)

Game 1: In this game, we analyse the KeyGen Algorithm 23 in order to show
(k)

B
™p

that 57(51)) is independent to a In the step 11 of this protocol, the challenger

verifies that o, ,, = Hy(a,, ). Then, there are two cases to be considered:
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e Case 1: a,, was queried by A to the random oracle Hy before a, , was sent.
We define the event E; where the adversary A queries the Hy up to revealing
ar,. Eo to be the event when A guesses a, ,, with no information of a, ;.
Then, we state that with the following probability a., is independent of

aw,p:

1
PI'[El] = PI'[EQ] S 2_n
, where 2" is the min-entropy of a, ,,.

e Case 2: a,, was not queried, which means that the chance to satisfy the

following condition is negligible:

Prio,,y = Ho(ary)] <

9|Ho|

Let S be the event where the A wins Game 1 with negligible probability Rf] is

at most 5; < €;. Then we claim that:

| Pr[So] — Pr[Sy]| < €. (6.12)

Game 2: This Game now modifies the KeyGen Algorithm 23 (step 4), and
SigGen Algorithm 24 (step 3), where the linking tag is computed. We know that
the public-key is computed as a&’f}, = A Sff; mod q € Rg. Then, we choose

(k) ppa RQ. Moreover,

é(k) V(k,p") € [Nesg] x [Nin] uniformly and randomly such a’
we select h V(k p') € [Nes] X [Nin] uniformly and randomly such h( ), « RZ,
rather than computlng the linking tag as h7(r =H- S » € R2 We recall that

sy al
S%) = Hy(a,,L*") S,

with coefficients in (—27,27). We redefine hgrk H - Hy(a %,Lsh) S , where a

(as KeyGen Algorithm 23) where S , is chosen small and

new random matrix H,,.,, = H - HQ(a,(T 1)0, Lsh).

Since the public parameter A and H,,,, are uniform and SQZ)} is chosen small and

with coefficients in (—27,27), then multiplying these A and H,,.,, by the secret key

SE:I)), it results in an,), and h; k) that are close to uniform over R2 By the Leftover
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Hash Lemma (LHL) argument (Lemma 3.5), we show that the statistical distance

between the distribution of a®*) mod ¢ and the uniform distribution on Rg is at

4n . . . . .
most Ny, - Neog - % “\/ 55— » Which is negligible in n.

Let S5 be the event where the A wins Game 2 with negligible probability RZ is

4n .
at most Nzn : NCS : % : 56T (m=T)n < €. Then we claim that:

| Pr[Si] — PrS:]| < e. (6.13)

ame 3: Rather that computing or, = Hj Ox p 18 Nnow chosen at random
Game 3: Rather th puting 64y = Ho(h®)), 61 i h d
as seen in Algorithm 36, in step 5. On a y-th query hék) from the adversary A,
then C proceeds as follows:

1. C returns H (h(k)) if this is already defined.

)

2. C chooses at random 61(/k) < S, 1, otherwise.

3. C verifies if there exists p’ € [1,y — 1] such that 6z(,k) = H, (hgfz)),) for previous

queries of hgrk])),. In the case where p’ exists, the game is aborted, otherwise:

4. C sets 6§k) = Hy (h(k)

,r,p/) and returns 6§k) to A.

The difference between the Game 2 and Game 3 is that the challenger C aborts
when he tries to set a same hash value Hy for two different inputs. This game
evaluates the probability that C aborts the game under this situation. The total
number of queries )y to Hy oracle is at most Qg + Qs. Then the probability that

C aborts Game 3 is

Qo+Qs Qo+Qs y—1

(k) (k) *) _ )
> pe[(nf) e {n} ]< ; ;wiﬂ %, =n] <
o — y'= y n,K

Qo+Qs
y_l (QO+Q8)(QO+QS+1)

y=1
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Let S3 be the event where the A wins this Game with negligible probability
(QO+QS)(QO+Q5+1)
271

< €3. Then we argue that:

| Pr[Ss] — Pr[Ss]| < e5. (6.14)

Algorithm 36 SigGen - Game 3

I : Sk ={s), L=1{a® in (6.1 PP.
nput: SK {Smp o €Nos] kELN; ]7/% {a } ol ke [N ] as in (6.1), and

k) k
Output: () = (cl’{t5 0 beq,,p (05 }kE[Nm]>
1: procedure SicGEN(SK, ,u,L PP)
2: for (1 <k < Nj;,) do

3 The challenger C computes the linking tag h{") = H-8{) € RZ.
4 C sets o( ) = Hp (thfg,)
5 ‘ C chooses at random 65,]2, .y
6: ‘When A sends éirk;/ with p’ € [2, N¢g], C returns ogr ;, to A.
7 When A sends h;k;, with p’ € [2, N¢g], C sends hgr’p to A. Then, C computes as follows:
8 for (2 <p’ < Ngg) do
9 f 67(:1))/ = Hp (h;’f;,) then Accept
10: else Abort protocol
11: C computes the shared linking tag hgrk) = Z;VCS hSr 27
12: C calls Lift(H,h{") to obtain HYY = (2-H,~2-h{ +q) e RZ™.
13: C calls Lift(A, agrk)) to obtain Ag;?ﬂ =(2-A,-2- a4 q) € Rg;m.
14: C chooses uSr}, = (Un,p,1,-- uﬁ,pym)T, where wur p; <= DY, for 1 <i<m.
15: C computes rS,L = Aé’;)7T . (k> and z7(71f> Hg;)7T . (k>
16: C sets o(k) = Hp (r(k> z<k)
17: When A sends oir 2), with p’ € [2, Nos], C returns ogrk; to A.
18: When A sends r;k), and z(k), with p’ € [2, N¢s], C sends r(k) and z(k) to A. Then, C computes as
follows:
19: for (2 <p' < Ngg) do
20: if o<k; = HO( Srk) (k> ) then Accept
21: else Abort protocol
22: C computes i) = Z]\{ci Srk;, and 2! ZNCS (k;
23: C performs Vk € [N;p], cry1 = H1< Hg?ﬁ, §,’“), (k))
24: for (i=n+1,7+2,...,w,1,2,...,m— 1) do
25: for (1 <k < N;,) do
26: C selects tgkg = (tip,1,-- .,ti,pﬂn)T7 where t; p j <= D2, for 1 < j <m.
27: When A sends t(m, with p’ € [2, N¢s], C returns tl(.g to A.
. (k) _ N, (k)
28: C computes t;" =3 /ci t
29: C calls Lift(A, a< )) to obtain A<k) =(2-A,-2- a(’€> +q)€ RZXT”.
30: C runs Vk € [Nin] ciy1 = Hy (L H(Qq)w, {Ag’;) 5’“) +q- cl}, {qu,w {0 +q-ci}>.
31: for (1 <k < N,,) do
32: C chooses b(*) « {0,1}.
33: C computes tS,L = (k> »+ Sg;?m cCx - (— 1)b( ) where S;q)ﬂ » = (8% (k> T, 1T
g(k) el tgrk) 7 stk oo —1
34: Continue with prob. Mexp | — w cosh M otherwise
202 o2
Restart.
35: When A sends t* L, with p’ € [2, Nos], C returns t47) to A
36: C computes t{) = =y Nes £

/171',

37: return o(u) = <c17 {t<1k)7 ) } kE[N]? {h;’“>}k€[Nm]).
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Game 4: This Game performs similar to Game 3 but we now modify (for
the signer 7) the KeyGen, Algorithm 23 (step 14). The aggregate public-key as

al) — ZZCS HQ(é(k) Lshy . 57(2,. We now choose at V(k) € [Nyn] uniformly and

m,p')
(k)
T,p

randomly such al Rg. As in Game 1, it shows that a "/, is uniformly ran-

dom. We assume that V h <= S,, . where h is the output of the hash function Hs.
we said that h needs to be invertible in RZ, then to achieve this condition, we

choose S, ,; such that ||h]« < /¥ as shown in ([L.S18], Corollary 1.2), with

L1
N
probability 1.

Let S4 be the event where the 4 wins Game 4 with negligible probability, that

is 1 < ¢4. Then we claim that:

‘PI‘[S3] - PI‘[S4]‘ S €4. (615)

Game 5: Changes on this game are made in the remaining public-keys a® (1<

i <w, i # 7)), Yk € [Ny] which are in the list of the ring L. We know that
alt) = chs H(@", L) - a*) and secret-key S = Z;\,}CS H(@%), Ly . 8%

) i,p') TP ,p) i,p’
(k) _

hwp' T

Ell(l;)),, and all ng;),’s are chosen small with coefficients in (—27,27). When the Sgi,),’s

are multiplied by the public parameter A, it gives (ég;),

where a A - Sg’kp)/ V(k,p') € [Nes| % [Nin]. We now choose uniformly random

)’s that are close to uniform

over 7?,2 .

By the Leftover Hash Lemma (LHL) argument (Lemma 3.5), we show that the sta-

tistical distance between the distribution of the (A - Sgk) mod ¢)’s and the uniform

. . . . 4n
distribution on R? x R2 is at most Ny, - Nes - 5 - £/ sormim—s - (w —1).

We define the event S5 where A wins Game 5 with negligible probability N, -

1 q4n
NCS 9 \/ oG *D - (m—1)mn * (U) - 1) S €5.

| Pr[Sy] — Pr[S5]| < es. (6.16)

Game 6: It changes the behaviour of the random oracle H; in the SigGen, Algo-

rithm 24 (step 21). The challenger chooses c,4; at random from S, . C Ry, after
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that, the answer of the random oracle is programmed H; Vk € [N;,] as:

Hl <L7 Hé}‘?”’ Fes r(k) Z(k)> = Hl (L’ Hg;?w7 2 Ag;?w ) t7(rk‘) + q-Cr,

T T

Hgfllr -t 4 q- cw}>

without verifying if the values of rl¥ = Zgﬁ Ag’27T : ugr]f;, and z) = Zgisl Hé’;?ﬁ :
(k)

u, ., were already set Vp' € [Nos]. We argue that the probability of A generating
ugrkz)),, such that r,(,k) and z&’“) are equal to one of previous queries is at most 27",

Therefore, if the SigGen (in this Game 3) and H; are queried Qs and () times,
respectively, then the probability of getting one collision each time is at most
Negs - (Qs + Q1)27™. Additionally, the probability that a collision happens after
Qs queries is at most Ngg - Qs - (Qs + Q1)27 " which is negligible (Based on
[DDLL13], Lemma 3.4).

Let Sg be the event where the A wins Game 6 with negligible probability N¢gg -
Qs - (Qs + Q)27 < ¢5. Then we claim that:

| Pr]S5] — Pr(Sy]] < 6. (6.17)
Game 7: Changes in this game are made on the tgk), ..., t® from the SigGen,
Algorithm 24 (step 39). This time, the challenger chooses Vp/, tgrkj;, now directly
from the Gaussian distribution D?*™ instead of computing it as t{*) = 25231 tgfl)),
with tffl)), = uffj)g, + Sg;?w,p’ c¢r - (=1)?" (Based on [DDLL13], Lemma 3.5). Since
tgfz)?, is computed using rejection sampling (as Lemma 3.8), thus it is always sample

from the Gaussian distribution D?(u). This means that any adversary will have
no advantage in breaking the anonymity property in this Game due to both cases

have same distribution.

Let S; be the event where the A wins Game 7 with zero probability 0 = e;. Then

we claim that:

In this game, the view of the adversary A is independent of b; therefore,
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Pr[S7] = Pr[t/ = b] = 1. (6.18)

The results of the Games are combined from (6.11), (6.12), (6.13), (6.14), (6.15),
(6.16), (6.17), and (6.18) we obtain

6

Pr[So] = Pr[S7] + > e,

i=1

by replacing (6.18) in the Pr[Sy], we have

6 6
1 1
Pr[Sy] = 3 + E €;, then we conclude that Pr [So — —] = E €; is negligible.

, 2 ,
=1 =1
]

Theorem 6.13 (Linkability). The L2RS-CS scheme is linkable in the random
oracle model if the MSISY,, . 5 problem is hard with 8 < 2B,(1 + /nN27).

Proof. We construct a challenger C and an adversary A to solve the MSISZm,k,B
problem. They run the linkability attack game (Def. 6.4) Vk € [N;,,], namely:

1. C generates using the KeyGen (Algorithm 23) all secret-keys Sgk)’s with the
corresponding public-keys agk)’s, then C gives S = chs ngz),, to the ad-

versary A.

2. A outputs two signatures o(u;) and o’(i}) along with their corresponding
lists L and L', respectively. These signatures are successfully verified by
SigVer (Algorithm 25) with their linkability tags different such that hl(fl) #
L®

wy

3. C computes the linking tags as h,(rk) = H- S,(r]fl), mod g, where “7” is the
legitimate signer. This h;’“) can then be compared with the linkability tags
hl(fl) and hgf) that were outputted by A (in step 2) and one of them would
be different.
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4. Without loss of generality, suppose hg‘i) #* th) mod ¢g. Using the forking
lemma [BN06], C rewinds the attacker A to the random oracle “H;” query
that corresponds to the SigVer of the signature o (u1). C reruns A with
a different response of H; and obtains two signatures: o(us) and o'(u}).
Then, we use this signature o(u1) and o(uz) to extract a solution to the
MSISﬁ;m’ 15 broblem if the adversary A finds an efficient algorithm to unlink

these signatures (as further shown in step 7).

5. The adversary A matches the challenge message of both signatures where

HE  A®

g Aogw,, and q are fixed. Subsequently, we obtain the following rela-

tions:
(k) AR
2qw,p1 tu]iau +q- Cw,pur = A2q,w,u1 ) tgi)uz +q- Cuw, iz
*) (k) ® k) (6.19)
H2qyll1 ) tw7ﬂ1 +a- Cwpn = H2q,u1 ) tw,uz +q- Cuw,piz
These expressions can be represented as:
k
Aéﬂ?wvﬂl ' (ti(liaﬂ - tgi)uz) =q- (sz,u‘Q - Cw#“) 6.20
(k) (k) (k) (6.20)
H2q,,u1 ’ (tw,,ul - tw,ug) =q- (Cw,,l@ - C’LU#l)
Reducing (6.20) modg with (4, — €y ) # 0 mod 2, it results in:
A () — ) ) = 0 mod
2q,w,p1 w, K1 w, o q
(k) k k (6.21)
H2qnu'1 ’ (tSU:)Ml o t”EU,)uz) = 0 mod q

We recall the definition of H®) and A{¥) in SigGen, Algorithm 24 (steps

2q,p1 2q,w,p1

8 and 9), respectively, then we have:

(2-A, -2 afﬁ) +q) - (tgle — tgsz) =0 mod ¢
) k k (6.22)
(2 "H,-2-h;’ + q) . (tz(v’)u1 — tw}m) =0 mod ¢

. k
Afterwards, if we define (’CSUL1 wyo
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(k) (k) t/(kﬁ)” tl( /12
o), — i, = e € Ry (6.23)
w1 w2
Then, by replacing (6.22) in (6.23), it results in:
0 ¢
(2-A,—2-a,(fl)+q)- H TR — 0 mod ¢
t//(k) t//(kz)
w,11 w, (2 (624)
t’(k) t’(’f)
(2-H,-2- hﬂ? +q) - ol TR — 0 mod g.
t//( ) t//( )
w,H1 w, 2
Since we reduce (6.24) to modg, ¢ is odd, and H - (t/{%) — /") ) = h(k) .

(t7®) —£"®) Yy mod g. We claim that (£7() — ")) £ 0 is invertible in R,

w, 1 w, 2 w1 LINT

To show this, we have (¢, , — Cypy) 7 0 mod 2. Therefore, using (6.20),
we conclude (t%*) —— tz(f,)m) # 0 mod 2, and (t(k) - t(k) ,) # 0mod 2q.

w, Q1
oy . k
Additionally, we know that HtSUL1 wquOO < q/2 and [[t®)

w, 1 wuz

2 <

25, as SigVer, Algorithm 25, which implies that (tz)(ﬂk) t "“)) # 0 mod q.

Furthermore, since 23, < \/% -¢"/* as in ([LS18], Corollary 1.2), then (1:22(7/)1 —

t/*) ) is invertible in R,. After that, we establish h{" as

(tsh, —tiy)
w,p T bw,pg
(Euh) —tinp)

k
-

mod ¢ (6.25)

6. Then, gfﬁ) is well-defined since (t[%) — ¢/{¥) ) is invertible in R, then we

said that:

k k
Sw>A<$L7%39
nr ( //(k) //(k))
w Ho

mod ¢ (6.26)

7. By using S% from (step 3), we consider two cases, when SL’? = S mod ¢

and Sfﬁ) #* Sgrk) mod q. These cases are analysed as follows:

(a) Case 1: If S(k) = S(k) mod ¢, we show that h(k) =-2-H- S(k) =

—-2-H- S(k h ) mod ¢, which is a contradiction with respect to the

above assumption (step 4), where h 7é h™ mod ¢.
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(b) Case 2: When S\ # S® mod ¢, we have af) = A-S¥ = A . 8% =

a mod ¢, then using (6.26) we have:

(t/(kBL — k}l )
w, 1 w, 2
(t//(k) t//(k )

w, 1 w, 2
)

A - (t;(,’j{l —tM)=A" St . (tZ,(”Z)l — t;j}’“) ) mod ¢ <=

=A-SWmod g

A <(t’(k) —t/k) y — gWk) L (grk) gk >)> =0 mod ¢

w, 1 2 w, Q1 W, 42

then we let this small non-zero vector v £ ((t’( ) — /) ) W) (k) _

w,p2 w, 1

t//( m)) be the output of the adversary A, and this vector is a solution

to the MSISZm’k?B problem with respect to the public parameter A €
R where 8 = ||v|| and ||v|| < 28,(1 + /nN;,27).

]

Theorem 6.14 (Non-Slanderability). For any linkable ring signature, if it satisfies
unforgeability and linkability, then it satisfies non-slanderability.

Proof. Let’s suppose there is a non-slanderability adversary Agj,nq who is given
pk;,sk;, i # m,and i € {1,...w}, and he produces a valid signature o'(u) with
linkability tag hg,r(, which is equal to h,(,), o(u) being the legitimate signature
generated with respect to sk,. This means that Ag.,q can create a signature with
the linkability tag h,(,) without knowing sk.. The adversary can also compute
a valid o”(p) with sk;, ¢ # m,and € {1,...w} for which hgr(,y # hy(,y. We
give (0”(u), 0’ (1)) to the forger, which can turn it to an MSISim’kﬂ solution. In
particular, it will be computationally secure when two valid signatures created by
different users are unlinked using the L2RS-CS algorithms. An adversary A will
break these properties with negligible probability as demonstrated in Theorems

(6.11 and 6.13), and with these probabilities the A will find a MISIS 5 solution.

q,m,k,
Therefore, non-slanderability is implied by the definitions of the unforgeability

(Def. 6.2) and linkability (Def. 6.4), and their security analyses, respectively. [

Corollary 6.15 (Non-Slanderability). The L2RS-CS scheme is non-slanderable

under the assumptions of Theorem 6.11 and Theorem 6.13.
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6.5 Performance Analysis

Remark 6.16. This research project did not consider the implementation of the
scheme L2RS-CS, as a result there is not run time analysis. The project only

evaluates the signature and key sizes of the proposed construction.

After consolidating the conditions (shown in Table 6.2) from the correctness and
security analyses, which were discussed in earlier sections, we chose the optimal
parameters of our L2RS-CS with Hermite factor 6 = 1.0045 and security parameter
A = 128 bits. This evaluation follows the analysis of the attack on SIS from [MR09]
that we use to estimate secure values for the parameters. In our experiment, we
then set the polynomial ring degree n = 2° instead of n = 27 since it yields
a shorter signature size and a optimal value for log,(q) = 58, as illustrated in
Figures 6.1.a and 6.1.b, respectively. Consequently, we selected the number of
ring elements of the matrices of the PP to be m = 23. This also allowed us to
determine the Hamming weight of each challenge vector (k = 23), the Gaussian
standard deviation (o = 188416), and the log 5 = 38.9 (which also solves the
lattice assumption). With these results, we attained a signature size of 1.26 MB
with the cosigner’s pair of keys (|sk|=10 KB, |pk|=3.6 KB). This evaluation was
restricted to ring size w = 100, N;, = 1 and N,,; = 1, which was compared with
existing lattice-based TRS schemes [BS13, CLRS10], as shown in Table 6.1. In a
different experiment, we analysed how the signature size grows with the ring size
and N¢g cosigners while comparing our L2RS-CS with [BS13, CLRS10]. Despite all
approaches growing linearly with the ring size w, our L2RS-CS scheme generated
shorter signature sizes than previous constructions (Figure 6.2.a). In terms of the
Nes cosigners (Figure 6.2.b), our proposed scheme achieved constant time and
provided better signature sizes than other lattice-based TRS, in particular when

Ngg > 22,
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TABLE 6.2: List conditions for MIMO.L2RS-CS’s performance analysis

Order Condition Description

1 Spr = (Z) S28 > 22 The challenge space

2 v > log(nk) n/a

3 |Se|| < Vmnk2 Rejection sampling

4 o > oSl Rejection sampling from BLISS,
a={0.5,0.55,0.7,1}

5 B, = no/nm SigVer and Correctness, with
(n=1.1)

6 NZ-HNCS%\/MIﬁ < 27 | Left Over Hash Lemma, with se-
curity parameter (A = 128)

7 B8 <28, + 2B,1/n2" B from the linkability analysis

8 min (q, 22V/2nlog(q) k’g(‘;)) > 3 | Shortest vector length ([MRO09]-
P156), with Hermite factor (6 =

1.0045)

5 T T
s |
P 100 g
g 3| .
wn a0
£ 2 <
S
2
= ]
&0
& 50 |- -

0 | | | | e ]

7 8 9 10 11 12 13 7T 8 9 10 11 12 13 14
logy n logy n
(a) n vs. o(u) size (b) n vs. g

FIGURE 6.1: Analysis of signature size and ¢ versus n with fixed w = 11.

Finally, we also explored how the signature size grows when selecting regular values
for N;, and N,,,. We also set w = 11 since it currently offers secure anonymity,

according to Monero’s blockchain®

. The outcome of this evaluation is presented
in Table 6.3. This reveals that the signature size grows linearly with the N;, for

any NCS > 2.

Thttps://moneroblocks.info/
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(a) o(p) size vs. w (Ngg = 50) (b) o(p) size vs. Negg (w = 100)
FIGURE 6.2: Analysis of signature size versus w and N¢g.
TABLE 6.3: Size estimation for L2RS-CS for any Ngog > 2
L2RS-CS ‘ (Ninv Nout) = (17 2) ‘ (Ninu Nout) = (27 2) ‘ (Nina Nout) = (3; 2) ‘
Signature size (w = 11) ~ 138.8 KB ~ 289.8 KB ~ 452.9 KB
Private-key size ~ 10.6 KB ~ 11.1 KB ~ 11.6 KB
Public-key size ~ 3.6 KB ~ 3.8 KB ~ 4 KB

6.6 Summary

In this chapter, we presented the new post-quantum cryptographic mechanism,
called Lattice-based Linkable Ring Signature with Co-Signing (L2RS-CS), which
offers a distributed authorisation feature to protect electronic wallets. A novel
security model for L2RS-CS was also formalised that captures the security and pri-
vacy requirements to protect transactions in applications to blockchain cryptocur-
rency protocols, such as the RingCT. To address key-generation security concerns,
and to support compression of keys and signatures, the L2RS-CS incorporates a
distributed key generation along with a solid public-key aggregation. Finally, we
proved the security of our constructed L2RS-CS in the random oracle model and

the standard lattice-based Module-SIS hardness assumption.
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Conclusions and Future Research

This thesis points out the importance of constructing post-quantum cryptographic
primitives to deal with the predicted quantum attacks that pose a threat to tra-
ditional cryptography. All the proposed schemes in this thesis used the post-
quantum lattice-based cryptography, which is considered one of the most feasible
alternatives to overcome the threat of quantum attacks. The Linkable Ring Signa-
ture and Threshold Signature are the core schemes that were instantiated by the
use of lattice-based cryptography. These schemes currently have a wide applica-
tion in today’s digital world, cryptocurrencies in particular. Following this trend,
this research utilised the above proposed schemes to extend, devise and construct
a post-quantum cryptocurrency protocol. The study focused on the Ring Confi-
dential Transaction (or RingCT) that is widely used by Monero’s cryptocurrency
application. Additionally, with the Threshold Signature, an authorisation setting

is incorporated to increase the level of security of digital wallets. It is expected

195
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that the result of this thesis motivates future studies within the area of applied

cryptography.

The first contribution of this thesis, the design and construction of the post-
quantum Lattice-based Linkable Ring Signature (L2RS), was described in Chapter
4. This scheme achieved unconditional anonymity, meaning that even a powerful
adversary with unlimited computational resources and time, would be incapable of
breaking into this property. Other properties such as the unforgeability, linkability
and non-slanderability are computationally secure under the standard Ring Short
Integer Solution (Ring-SIS) lattice hardness assumption. Moreover, to extend the
L2RS scheme, a novel post-quantum cryptocurrency protocol (the LRCT) was de-
vised and constructed, inheriting the post-quantum security guarantees from the
L2RS. The performance results illustrated that signature size grows linearly with
the number of users in the ring. However, these proposals had some limitations.
For example, they only enable transfers from a Single Output wallet to a Single
Output wallet (SISO). In the RingCT model, signatures are one-time. If one then
needs to receive change after making a transfer, a new output wallet is required,
so this reveals the importance of supporting multiple input and output in digi-
tal wallets. Furthermore, having more than one output wallet also introduces a
new security problem like the negative output amount (or out-of-range) attack
[BBB*18], where an adversary can create extra coins (of free money). Although
this attack was addressed in the previous RingCT versions [Noelb] by employing
a range proof technique, it is post-quantum insecure. These limitations were in

part the motivation for the subsequent contributions of this thesis.

Another post-quantum primitive was later presented in Chapter 5, addressing
the limitations of the prior proposals. A second version of the Lattice-based Ring
Confidential Transactions (LRCT) was designed and constructed, supporting trans-
actions of Multiple-Input and Multiple-Output wallets (MIMO). This scheme ex-
tended the SISO.LRCT cryptocurrency protocol, as well as its underlying building
block, the L2RS signature. The MIMO.LRCT also inherited the post-quantum se-
curity guarantees from the SISO.LRCT and L2RS; in other words, the hardness

of the lattice mathematical assumption (the Ring-SIS) was added to secure the
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balance security property. The MIMO.LRCT captured the amount privacy attacks
and user anonymity which were then proved to be unconditionally secure. The
performance evaluation showed preliminary parameters and signature sizes that
can be referred for future research. The result of this evaluation demonstrated
that the signature size also grows linearly with the number of users in the ring. In
the end, this study has served as a motivation for further studies. For instance, in
a recent work, [EZST19] produced a significant improvement of the lattice-based

RingCT which resulted in practical signatures sizes.

A further development was thereafter proposed to improve the security of the
LRCT cryptocurrency protocol. It included an authorisation model for the ex-
penditure of digital wallets by segregating its corresponding secret-keys. This im-
provement was introduced in Chapter 6, where the new scheme was denominated
as Lattice-based Linkable Ring Signature with Co-Signing (L2RS-CS), which offers
a distributed authorisation feature to protect such wallets. A novel model associ-
ated with this construction (the LRS-CS) that can be utilised in further research
(i.e. it can be instantiated by different security assumptions) was also proposed.
The building blocks employed in this scheme included, Threshold Ring Signatures
(TRS), Distributed Key Generation (DKG) and key aggregation. These methods
led not only to support the security of the scheme but also to achieve a certain
level of compression of the cryptographic keys that are linked to the wallets. The
security of the L2RS-CS was proved in the random oracle model with the lattice-
based Module-SIS hardness assumption, and the anonymity property was inherited
from the previous constructions of the (L2RS). The outcomes of the performance
evaluation demonstrated that the signature size of L2RS-CS also grows linearly
with the number of users in the ring, and the number of input wallets N;,. How-
ever, the analysis showed that the signature size is constant and independent of
the number of cosigners Ngg while achieving better signature sizes in comparison

with prior and similar constructions.
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7.1 Future Research

There are still possible research directions after having constructed several post-
quantum cryptographic primitives within this thesis. They might cover certain

types of improvements, new features and perhaps new applications.

e Performance: all the schemes introduced in this thesis (L2RS, LRCT and
L2RS-CS) are subject to improving signature size. Since the size of these
schemes grows linearly with the number of users in the ring, it would be
interesting to study how this size can somehow be improved (in constant
or logarithmic size, for instance). The LRCT cryptocurrency protocol could
be further improved, particularly to split the transferred amount or using

amortisation techniques to reduce the signature size.

e Applications: whilst this thesis did evaluate the application in cryptocur-
rencies; however, the L2RS and L2RS-CS have the potential for other pri-
vacy preserving protocol applications such as supply chain [MQ18], e-voting
[KY19], or direct anonymous attestation that has a direct application in

trusted computing [TWO05].

e Security and Functionalities: besides the security properties examined
in the proposed constructions, there are other possible aspects that can be
analysed. For example, forward security would protect past signatures or
transactions if the secret keys had been compromised. The L2RS-CS has
the possibility for being extended to t-out-of-Ngg (with ¢t < Ngg) since the
current threshold signature evaluates Ngg-out-of-Ngg [Bral9]. This exten-
sion would bring a robustness property where ¢ — 1 malicious parties cannot
prevent the protocol from producing a valid signature, so this enables the

schemes to be more resilient and tolerant to failures.
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