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Abstract
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Doctor of Philosophy

Practice-Oriented Techniques in Lattice-Based Cryptography
by Muhammed Fethullah EsGIN

In the last decade, lattice-based cryptography, a promising candidate for quantum-
safe algorithms, has seen a great interest with many new applications being developed.
Although it offers solutions even to problems which long seemed elusive, there is still
a gap in some areas where lattice-based cryptographic proposals are not efficient
enough for practical use and even fall far behind their classical counterparts in terms
of efficiency. This unsatisfactory state of affairs, where practical requirements are
not met by lattice-based proposals, forms the fundamental problem tackled in this
Ph.D. thesis, where new techniques in lattice-based cryptography are explored with
a practice-oriented approach in mind. This is a particularly critical problem to be
studied today as today’s classical cryptographic algorithms relied on by billions ev-
eryday are threatened by the advances in quantum computers and there is an ongoing
post-quantum cryptography standardisation process initiated by NIST.

A particular focus of this thesis is on designing efficient zero-knowledge proofs
(ZKP), which allow one party to convince another party of the truth of a certain
statement without revealing secret information. These proof systems are fundamental
tools used in the construction of many privacy-preserving protocols such as anony-
mous credentials and those used in the blockchain-based applications. The main aim
when designing these ZKPs is to develop novel widely applicable techniques that can
overcome important challenges in the construction of lattice-based ZKPs in general.
More specifically, the target problem here boils down to efficiently proving nonlinear
polynomial relations that can prove more complexr statements. To this end, the prob-
lem is studied in two contexts: multi-shot proofs, that does not necessarily reach a
convincing soundness level in a single execution, and one-shot proofs, that does so.
The former allows the problem to be studied in a less constrained setting and build
the stepping stones for the latter more practical goal. Then, in the latter setting,
fundamental techniques for the construction of efficient lattice-based algebraic proofs
are established.

Having demonstrated useful foundational techniques in the consideration of ZKP
designs, the attention is turned into proving particular useful relations such as bi-
nary proof, range proof, one-out-of-many proof and set membership proof. Then, the
constructed ZKPs are used as building blocks for advanced cryptographic tools such
as ring signatures, which is a type of anonymous signature where the identity of the
actual signatory is hidden among a set of identities. Such anonymous signatures have
a wide range of applications in areas such as cryptocurrencies and e-voting systems.
The evaluation of the proposed ring signatures proves the effectiveness of the foun-
dational techniques, where the proposals in this thesis achieve a dramatic efficiency
improvement in comparison to the prior arts.
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Proceeding even closer to practice from theory, the final objective of the thesis is
set to construct a privacy-aware blockchain application, enabling users to create confi-
dential transactions (CT) on blockchain. That is, the goal is to enable a user to create
a blockchain transaction while hiding her identity and the transaction amount, and
prove in zero-knowledge fashion that the created transaction is valid. In particular,
a full-fledged post-quantum blockchain CT protocol, named MatRiCT, is designed,
accompanied by an efficient implementation. MatRiCT makes use of the foundational
tools developed in the context of zero-knowledge proofs and provides the first prac-
tical solution to a post-quantum RingCT protocol, the family of CT protocols based
on ring signatures. An important feature of MatRiCT is its ability to tune the bal-
ance between privacy and accountability. In particular, MatRiCT comes in with an
optional auditability feature that allows a selected auditor to be able to revoke the
anonymity of the users who opt in for auditing by the particular auditor. Such an
accountability feature is important for regulatory or financial enterprise applications.
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Chapter 1

Introduction

In today’s computerised world, billions of people rely heavily on security systems that
protect a tremendous amount of sensitive information ranging from personal details,
passwords to access various systems, banking information to health records and even
government secrets. The algorithms currently used in such systems rely on classi-
cal cryptographic assumptions, such as integer factorisation and discrete logarithm
problem (DLP), that do not provide security against attacks by powerful quantum
computers. Although it is hard to predict precisely when a scalable quantum computer
powerful enough to break today’s classical cryptographic schemes would be developed,
NIST’s call [NIS17| for proposals for post-quantum cryptography (PQC) standardi-
sation is an important indication that there is an evident need for post-quantum'
alternatives of today’s widely used cryptographic tools.”

Lattice-based cryptography today stands as one of the most promising candidates
for post-quantum cryptography, and it studies the design and analysis of cryptographic
constructions whose security is based on computationally hard lattice problems (such
as Shortest Vector Problem) that are believed to resist quantum attacks. In terms
of basic cryptographic primitives such as encryption schemes and digital signatures,
lattice-based cryptography already seems to offer good solutions. For example, there
are multiple lattice-based digital signatures such as Dilithium [DLLT 18], qTESLA
[ABBT19] and Falcon [FHK™ 18] that moved on to the second round of NIST’s PQC
standardisation process. Depending on the desired security guarantees, one can pick
one of the signatures and its existing computational efficiency would be good enough
for many applications. However, post-quantum security does not come for free, of
course. The main drawback of such lattice-based schemes over their classical counter-
parts (especially those based on elliptic curves) is that lattice-based solutions incur
higher storage and communication costs for keys and signature. To illustrate, the
aforementioned lattice-based signature schemes require in the order of a few KB stor-
age whereas a signature scheme based on Elliptic Curve Discrete Logarithm Problem
(ECDLP) requires only a few hundreds of bits storage. Such a gap in storage seems
to be inherent in most (if not all) of the existing post-quantum proposals, and the
current state of affairs suggests that there is no better alternative than accepting the
gap.

On the other hand, if one looks at more advanced cryptographic schemes such

!The term “post-quantum” used throughout the thesis means currently believed to resist efficient
attacks by powerful quantum computers. Just as there is no proof, for example, that AES can never be
broken efficiently by classical computers, there is also no proof that any of the existing post-quantum
cryptography candidates can never be broken efficiently by quantum computers.

2This chapter is partly based on [ESST19, ESLL19, EZS'19].
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as zero-knowledge proofs®, ring/group signatures* and advanced privacy-preserving
protocols such as confidential transactions®, the gap in storage and communication
costs grows even much larger. To illustrate, the only logarithmic-sized ring signature
from lattices (due to Libert et al. [LLNW16]) prior to this Ph.D. research project
results in a signature of length more than 40 MB for only 1000 users. DLP-based
analogs (e.g., [GK15, BCCT15]), however, cost only a few KB for even billions of
users. This huge gap here indeed stems from the imbalanced costs of the under-
lying zero-knowledge proofs (ZKP), which are used as building blocks to construct
such anonymous signatures. In fact, in a more general sense of proving complicated
statements in zero-knowledge fashion, the prior lattice-based ZKPs do not seem to
offer practically acceptable solutions. Such a state of affairs is very unfortunate as
ZKPs are fundamental building blocks for many privacy-preserving applications rang-
ing from anonymous credentials, secure e-voting to privacy-aware blockchain-based
applications (such as anonymous cryptocurrencies, e.g., Zcash and Monero).

This major problem of lack of satisfactory post-quantum ZKP constructions and
their higher level protocol applications constitutes the main challenge we address in
this Ph.D. research. In particular, in this thesis, new techniques in design and analysis
of algebraic lattice-based zero-knowledge proofs are explored with a practice-oriented
approach in mind. The main reason a particular focus is given on algebraic proofs
is that they often lead to very efficient constructions (in practice) by exploiting the
algebraic structures in certain polynomial rings. Construction of efficient ZKPs alone,
however, does not fully address the practical needs of real-life applications. Indeed,
the need to design quantum-secure alternatives of currently deployed algorithms is
widely agreed on. An example of this can be seen in Zcash’s FAQ page [Teal9],
which states that the developers “plan to monitor developments in postquantum-secure
components, and if /when they are mature and practical, update the Zcash protocol to
use them.” In addressing such a practical need, after construction of efficient ZKPs,
we turn our attention to the construction of efficient advanced protocols with post-
quantum plausibility. A particular application of interest is a blockchain confidential
transactions protocol using ring signatures, namely a RingCT protocol [Noel5].

An important goal of the thesis is to establish novel techniques that can be widely
applicable in the construction of various lattice-based ZKPs, not just those focused on
in the thesis. Since the tools (especially in Chapters 4 and 5) are mostly introduced
in a generic protocol setting, they are believed to be of independent interest for future
works on efficient lattice-based ZKPs.

Prior works on lattice-based ZKPs focused mostly on proving linear relations
that are sufficient for basic applications such as (ordinary) signatures. Such a linear
relation, for example, can prove knowledge of an opening of a commitment® as lattice-
based commitments are linear functions of the secrets. The ZKPs in this thesis, on
the other hand, are mainly concerned with proving non-linear relations. For example,

3 A zero-knowledge proof is a proof system where one party convinces another party that a certain
statement regarding a secret is true without revealing the secret.

“Ring and group signatures are a type of anonymous signatures where the identity of the real
signatory is hidden within a set of identities (i.e., an anonymity set or ring/group). An important
efficiency aspect is how the signature length grows with the anonymity set/group/ring size.

5A confidential transactions (CT) protocol allows a user to conduct transactions on blockchain
while hiding sensitive information such as his/her identity and transaction amount. The family of CT
protocols that are focused in the thesis are called RingCT protocols as they rely on ring signatures
as a core component.

5A commitment is the output of a cryptographic function called commitment function. For now,
one may imagine a commitment function to be an encryption scheme, a commitment to be a ciphertext
and an opening to be a message. A commitment scheme is formally defined in Chapter 3.
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one can use the relation - (z — 1) = 0 to prove that z is binary (i.e., a binary proof)
and (z —aq) - (x — ax) = 0 to prove that x is contained in the set S = {ay, ..., o}
(i.e., a set membership proof). Observe that the latter polynomial relation is of degree
k =|S|. Indeed, one can perform a set membership proof using a polynomial relation
of degree log | S|, which is likely to result in a more compact proof than set membership
proofs based on linear relations, whose proof length is linear in |S|. A similar relation
(in particular, a one-out-of-many relation) is one of the polynomial relations of interest
to be proven efficiently in the thesis.

As suggested by the above example of set membership proofs, the motivation for
studying lattice-based ZKPs with non-linear relations comes from the fact that the
ability to prove such non-linear relations has been shown to be very useful in the
DL setting (see, e.g., [GK15, BCCT15, BCCT16, BBB'18]) for constructing both
asymptotically and practically more compact proofs. However, ZKPs do not run so
smoothly in the lattice setting and the tools used in the DL-setting cannot be applied
efficiently in a straightforward manner in lattice-based cryptography. Therefore, one
requires novel techniques (as those introduced in this thesis) to construct efficient
advanced ZKPs based on lattice assumptions. Then, there are further problems to
be overcome when one is interested in extending the ZKPs efficiently to higher level
protocols such as a confidential transactions protocol.

At a high level, some examples of ZKPs that are of particular interest in this work
are as follows.

1. One-out-of-many proof: the prover’s goal is to prove knowledge of a secret
associated to an (undisclosed) public element in a set of public elements.

2. Binary proof: the prover’s goal is to prove that a commitment opens to a sequence
of bits.

3. Range proof: the prover’s goal is to prove that a commitment opens to a value
in a certain range.

4. Set membership proof: the prover’s goal is to prove that a commitment opens
to a value in a certain public set.

5. Balance proof: the prover’s goal is to prove that the sum of the committed
integers in a set of inputs is equal to the sum of the committed integers in a set of
outputs.

Let us take a 1-out-of-IN proof as an example to give a general idea of how such
proofs can be useful in practice. For example, using a l-out-of-N proof, one can
prove knowledge of a secret key corresponding to one of N public keys, i.e., proving
membership in a certain set of users. This way, the prover can anonymously prove
his credibility by showing that he is one of the credible parties. As another simple
example, using a range proof, one can prove (without revealing his exact age) that
his age is greater than 18. This could serve as an evidence of eligibility for certain
practical applications.

For practical purposes, it is very desirable that a protocol achieves a convincing
soundness level in one execution. Otherwise, all the operations in the protocol need
to be repeated to amplify soundness (i.e., to reduce the chance that a cheating prover
succeeds). In turn, protocol repetitions result in multi-fold increase of both the proof
length (i.e., the communication size) and the computational cost. We call the protocols
that reach a convincing soundness level (i.e., an exponentially small soundness error)
to be one-shot. The protocols that require repetitions are then called multi-shot.



4 Chapter 1. Introduction
_ » Novel technical tools | |»One-shot proof » New techniques
g § for multi-shot proofs technigues for non- tailored for lattice-
=iy # Better “quality” linear relations based RingCT
T = witness extraction »Speedup techniques: # Optimised rejection
= E » CRT-packing tech. sampling
L » “NTT-friendly” tools # Novel balance proof
" » Efficient approximate | |»Shorter and faster # Efficient lattice-based
'_;:“ e ZKPs: relaxed ZKPs: extractable
_g g # Binary proof » Binary proof commitment
3 w # 1-out-of-N proof » Range proof
ST » 1-out-of-N proof » Formal foundations
= g » Set membership for RingCT-like
proof protocols
= 9 » Efficient ring signature| | »Practicalring # Practical ring and
= E signature group signatures
® % » MatRIiCT: first practical
o« post-quantum RingCT

FIGURE 1.1: Overview of contributions.

1.1 Contributions

In general, the main theoretical contribution of the thesis is the introduction of novel
technical tools for the design and analysis of algebraic lattice-based zero-knowledge
proofs. The tools are applicable in a generalised setting of many-special sound proto-
cols (see Definition 3.6), what we also call protocols with “complex” witness extraction.
Many existing solutions for the more specific case of 2-special sound protocols are ob-
tained as a special case of our techniques. Many-special sound protocols are those
that can prove non-linear relations whereas 2-special sound protocols in general are
restricted to the linear relations.

On a more practical perspective, the new techniques developed are used to con-
struct efficient useful protocols such as binary proofs, range proofs, one-out-of-many
proofs, set membership proofs and balance proofs. Further, in terms of advanced cryp-
tographic tools, the common application in all core chapters is to a ring signature. As
an indication of the effectiveness of our techniques, we show in Table 1.1 that the ring
signatures introduced achieve a dramatic improvement in terms of length in compari-
son to other scalable “post-quantum” proposals at the same security level. Apart from
ring signatures, another application of practical interest is a form of privacy-preserving
linkable anonymous credentials.

As a concrete embodiment of various novel techniques, the main practical contri-
bution of the thesis is the introduction of MatRiCT, the first practical post-quantum
RingCT protocol.

With this general overview of the contributions, let us go over the contributions
of each chapter in more detail. To give a better understanding of the “flow” of the
contributions, Figure 1.1 provides a high-level overview of the contributions.
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TABLE 1.1: Comparison of signature lengths (in KB) of “post-quantum” sub-linear size ring
signatures (the challenge space size is 22°¢). “?” indicates that the signature length for the
particular setting cannot be approximated using the results of the respective reference.

’Ring Size N : H 2 ‘ 8 ‘ 64 ‘ 4096 ‘ 221 H Security basis ‘
[LLNW16] || 23000 | 52000 | 94000 | 179000 | 306000 SIS
[YAZT19) ? ? 71> 13000 ? LWE & LWR & SIS

Chapter 4| 1000| 1200| 1600 2400| 4100 M-LWE & M-SIS
[DRS18] 236| 477 839 1561 | 2645 || LowMC (Symmetric-key)

[KKW1§] ? 7|~250| ~ 456 ?7|| LowMC (Symmetric-key)
Chapter 5 36 41 o8 103 256 M-LWE & M-SIS
Chapter 6 18 19 31 59 148 M-LWE & M-SIS

1.1.1 Chapter 4

Novel technical tools for the design and analysis of multi-shot algebraic
lattice-based zero-knowledge proofs.

We study the problem of proving non-linear polynomial relations, which previously
did not receive a lot of attention in lattice-based cryptography, and introduce a set of
new technical tools for the design and analysis of algebraic proofs. Here, we introduce
3 methods to get better “quality” witness extraction, which allows one to choose less
aggressive parameters and thus get more efficient proofs. We can view these new
techniques in Chapter 4 as the stepping stones towards more practical goals in the
further chapters.

Efficient proofs for useful approximate relations.

We show that our new techniques are useful in constructing efficient ZKPs from lat-
tices. In particular, we construct efficient binary proofs and one-out-of-many proofs,
where the proved relations are approximate. What this means is that the proved
relations are slightly relaxed, but are still stronger than those in Chapter 5. These
proofs may serve as better options than those in Chapter 5 when one is interested in
extending recursive proofs like Bulletproofs [BBB™ 18] to the lattice setting.

Efficient scalable ring signature based on standard lattice assumptions.

As shown in Table 1.1, even our initial ring signature design in Chapter 4 achieves
a dramatic improvement in terms of length over the only prior log-sized result from
lattices by Libert et al. [LLNW16], where the improvement is almost two orders of
magnitude. Even in comparison to a very recent lattice-based proposal [YAZ19],
this scheme is still much shorter.

An important feature of our constructions is that a modulus ¢ of a special form
(such as ¢ = 17 mod 32 as in [dPLNS17]) is not required, which allows the use of fast
computation algorithms such as Number Theoretic Transform (NTT).

1.1.2 Chapter 5

One-shot proof techniques for non-linear polynomial relations via adjugate
matrices.

We introduce new techniques that provide the first solution to the problem of building
efficient one-shot lattice-based ZKPs that require a “complex” witness extraction. In
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particular, we introduce witness extraction for ZKPs proving that the witness satisfies
a non-linear polynomial relation of degree k > 2 (i.e., “(k+1)-special sound protocols”,
see Definition 3.6) while still having a one-shot proof. Our proofs reach a negligible
soundness error in a single run of the protocol. In comparison to relevant multi-
shot prior works such as [LLNW16|, we improve the asymptotic computation and
communication costs by a factor of 5()\) for the security parameter A (see Table
5.1), and also achieve a dramatic practical efficiency improvement in both costs (see,
e.g., Table 1.1). The previous one-shot ideas [Lyu09, Lyul2, BKLP15, BDL"18] are
obtained as a special case of our technique (see Section 5.3.2).

Speedup Technique 1: CRT-packing supporting inter-slot operations.

Drawing inspiration from the CRT-packing techniques [SV14, GHS12| used in fully
homomorphic encryption, we introduce the first CRT-packing technique in lattice-
based ZKPs that supports a complete set of “inter-slot” operations. That is, our
technique supports operations between messages stored in separate CRT “slots”, and
gives the ability to commit to/encode multiple messages at once and then “extract”
all the messages in a way that permits interoperability among extracted values. In
its full potential, it provides an asymptotic improvement of O(logq) in computation
costs of proofs involving O(log ¢q) messages at no additional cost to the proof length
(see Table 5.1).

Speedup Technique 2: “NTT-friendly” tools for fully-splitting rings.

An important obstacle to computational efficiency of lattice-based ZKPs is that one
often requires invertibility of short elements in a ring. A common solution to meeting
this criterion is to choose a modulus ¢ of a special form (such as ¢ = 5 mod 8) at the
cost of disabling the ring R, = Z,[X]/(X%+ 1) to fully-split, and thus preventing the
(full) use of fast computational algorithms such as NTT. We introduce a new result
(Lemma 5.5) that can be used as an alternative to enforcing invertibility, and show
how it can be made use of while still supporting the use of NTT-like algorithms. The
only requirement of our lemma is for the modulus g to be sufficiently large, without
putting any assumptions on its “shape”. One can see from, e.g., [LS18, Table 2| that
full NTT provides a speedup of a factor between 6-8 in comparison to plain Karatsuba
multiplication (with no FFT).

Design of shorter and faster lattice-based protocols.

Our techniques enable the construction of communication and computation efficient
lattice-based analogues of DL-based protocols for important applications, where there
was previously no efficient lattice-based solutions known. To illustrate this utility of
our techniques, we design an efficient range proof that uses speedup technique 1, and
an efficient one-out-of-many proof that uses speedup technique 2, where our one-shot
proof technique is also applied in both of the proofs.

Application to advanced cryptographic tools.

Despite their relaxed nature, we show that our ZKPs are sufficient for important
practical applications. Our one-out-of-many proof is used as a building block for
lattice-based ring signatures, and our relaxed aggregated range proof is shown to
be sufficient for an application in a form of privacy-preserving linkable anonymous
credentials.



1.1. Contributions 7

As detailed in Section 5.6.1, our ring signature in Chapter 5 achieves a signature
length quasi-linear in the security parameter A\, and poly-logarithmic in the ring size N.
In practice, the signature length is proportional to Alog? Xlog® N for some constant
¢ =~ 1.67. This improves on the quadratic dependence on A in [LLNW16, DRS18,
KKW18].” In terms of the dependence on log N, our scheme grows slightly faster,
however, it still outperforms all these works for N as big as billions and beyond.

We further analyse the computational efficiency of our ring signature in Appendix
5.6.1. The analysis based on reasonable assumptions shows that our construction
also greatly improves the practical signing/verification times over the existing ring
signature proposals with concrete computational efficiency results. For N = 1024,
we estimate the signing/verification times of our scheme to be below 30 ms whereas
[KKW18] reports 2.8 seconds for both of the running times. Our ring signature as
well as its underlying protocols, namely binary proof and one-out-of-many proof, do
not require any assumption on the “shape” of the modulus ¢, and thus permit the use
of NTT-like algorithms.

1.1.3 Chapter 6
Improved ring signature.

Our first contribution in this chapter is to introduce the shortest scalable ring signature
to date from standard lattice assumptions, namely M-SIS and M-LWE. In particular,
we introduce several improvements on the sublinear-sized ring signature in Chapter
5. This new construction, unlike the one in Chapter 5, does not require any (discrete)
Gaussian sampling, and therefore it is much easier to protect against side-channel
attacks. To get an advantageous use of the uniform distribution, we introduce a
new technique for the application of rejection sampling on binary secrets with fixed
Hamming weight (see Section 6.2).

MatRiCT: A novel post-quantum RingCT.

Our main contribution in Chapter 6 is the design of a novel RingCT protocol, named
MatRiCT, that is efficient, scalable and post-quantum. The main technical novelties
of MatRiCT are sketched in Section 6.2. As shown in Table 6.4, in comparison to the
only existing post-quantum RingCT protocol supporting multiple inputs and outputs,
we achieve a dramatic improvement in transaction size, which is the main metric in
determining transaction fees. Our scheme is also very efficient in terms of compu-
tational complexity even for an anonymity set as large as 1000 as shown in Table
6.5.

As a bonus feature, we show in Section 6.9 that MatRiCT easily extends to provide
auditability (i.e., the ability of an authority to trace real spenders) in a way that does
not require significant modifications to the system. Auditability is an important
feature to prevent illegal use of a cryptocurrency, and is desired, e.g., for regulatory
or financial enterprise applications. The auditability feature of MatRiCT allows a
selection among different anonymity flavours within the same environment such that
each user selects his/her own auditor and can even select to have no auditing.

"In [LLNW16], the soundness error goal of A" is used and so the number of protocol repetitions
for Stern’s framework is taken to be w(log \), which disappears in O(-) notation. But, we consider a
practice-oriented goal for the soundness error of 27>, and thus the number of protocol repetitions for
Stern-based proofs must be Q(\). Also, it is stated in [KKW18] that they have the same asymptotic
signature growth with [LLNW16].
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Novel extractable commitment.

We introduce a novel eztractable commitment scheme from lattices, which extends
the commonly used Hashed-Message Commitment (HMC) (see Section 3.2.2). An
extractable commitment has an additional CExtract function that allows a party to
recover the message stored in a commitment using a (secret) trapdoor. Without knowl-
edge of the trapdoor, however, the message remains hidden. Therefore, extractable
commitments are ideal tools for privacy-preserving applications where accountability,
e.g., in case of misbehaviour is desired.

The main advantage of our primitive is that it can be realised with almost the same
parameters as HMC, and does not mandate very aggressive parameters. To illustrate,
for an n X m commitment matrix over a ring with modulus ¢, the GPV trapdoor
[GPVO08| (see also the improved constructions and Figure 1 in [MP12]) requires m =
O(nlog q) whereas, for the same trapdoor norm level, we only require m = O(n) as in
standard HMC. The extraction works when the input message space is not too large
(i.e., it is feasible to iterate over all messages).

Efficient group signature for moderate-sized groups.

Combination of our ring signature with the extractable commitment results in a group
signature (or an accountable ring signature), which shares the same efficiency features
as the ring signature. The signature length of our ring/group signature is very short
and compared to the state-of-the-art post-quantum proposals in Table 6.6.

New formal definitions for RingCT-like protocols.

Further, we introduce new rigorous security definitions for RingCT-like protocols.
Our goal in introducing a new set of definitions is to provide an easy-to-understand
model that captures the real-world scenario more closely than the previous attempts
[SALY17, YSL*19]. We believe these formal foundations to contribute to the devel-
opment of future RingCT protocols in general (not only in the lattice setting).

1.2 Thesis Structure

The rationale behind the structure of the thesis is as follows. The topics within the
core chapters (i.e., Chapters 4, 5 and 6) start from theoretical foundations and build
towards the practical applications. A similar structure is established among these
three chapters as foundational techniques, zero-knowledge proofs and cryptographic
primitives are constructed in Chapters 4 and 5, which then builds up to a practical
system of post-quantum blockchain confidential transactions protocol in Chapter 6.

Chapter 2 covers the related literature in zero-knowledge proofs, ring and group
signatures, and RingCT protocols. Then, in Chapter 3, notations used throughout
the thesis, cryptographic definitions such as sigma protocols, security assumptions
and commitments schemes, and mathematical background are introduced. Chapter 4
discusses new techniques in multi-shot protocols (i.e., protocols that require multiple
repetitions) and their applications. The focus in Chapter 5 is on one-shot proof
techniques where no protocol repetition is required. Then, Chapter 6 blends the
tools introduced so far with novel techniques targeted specifically for confidential
transactions protocols to construct a practical RingCT protocol, accompanied by a
full implementation. The thesis is concluded in Chapter 7 with some discussions and
potential future research directions.



Chapter 2

Literature Review

This chapter summarises the state of the art in the areas relevant to our discussion
further on as of the time of writing (July 2019). We start with zero-knowledge proofs
(ZKP), which form the basis of many constructions described in the thesis. ZKPs
enable a prover to convince a verifier that a certain statement regarding a secret is true
with minimal secret information leakage. Then, we discuss two types of anonymous
signatures, namely ring signature and group signature. These tools allow a party
to generate a signature on behalf of a set of users. Finally, we cover some of the
related literate in RingC'T protocols, where users can create confidential transactions
on blockchain so that the spender’s identity as well as the transaction amount is
hidden from the outside world. The discussion in this chapter is kept informal, and
relevant formal definitions are given in the following and subsequent chapters.!

2.1 Zero-Knowledge Proofs

Zero-knowledge proofs (ZKP) are fundamental building blocks used in many privacy-
preserving applications such as anonymous cryptocurrencies and anonymous creden-
tials [Cha85], and the underlying advanced cryptographic primitives such as ring signa-
tures [RSTO1]. They were introduced by Goldwasser, Micali and Rackoff [GMR89]. In
this thesis, we restrict our attention particularly to lattice-based proposals and the rel-
evant classical counterparts. An important feature desired of many protocols (whether
they rely on lattice-based or classical assumptions) in practice is non-interactivity.
This feature enables a prover to create a proof on her own such that the proof can
later be verified by outside parties with no interaction required between any parties.
Thankfully, there is a generic method that transforms an interactive sigma protocol,
which is the class of zero-knowledge proofs focused on in this work (see Section 3.2.3),
into a non-interactive one. This tool is often called the Fiat-Shamir transformation
[F'S86] and the security of a scheme using this transformation is proven in the random
oracle model® [BR93|. The idea for the Fiat-Shamir transformation is to replace the
verifier by a random oracle that returns completely random (but consistent) outputs.
In practice, the random oracle is often realised by a cryptographic hash function?.

A core property of ZKPs is soundness, that is, a cheating prover should not be
able to create a convincing “proof”. In the context of proofs of knowledge (PoK), this
means successful provers know a relevant secret (i.e., a witness), and this is usually

!This chapter is partly based on [ESST 19, ESLL19, EZS™19].

2Tt is worth noting here that the post-quantum algorithms studied throughout the thesis do not
necessarily include a security proof in the quantum random oracle model (QROM). There are several
exciting recent works, e.g. [LZ19, DFMS19], that study the behaviour of Fiat-Shamir protocols in the
quantum setting and provide promising results on the security of Fiat-Shamir protocols in QROM.
We refer to these papers for more details.

3In this thesis, we always consider a cryptographic hash function, even though we may simply
write “hash function”.
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proven by using an extractor that efficiently recovers a witness given two accepting
protocol transcripts with the same initial message. We call this procedure “basic”
witness extraction (also known as “2-special soundness”, see Definition 3.6). A natural
behaviour that is trivially observed in discrete logarithm (DL) based ZKPs is that
they achieve a convincing soundness level (i.e., a negligible soundness error) in a
single protocol run (i.e., they are one-shot). However, this natural behaviour turns
out to be unexpectedly hard to achieve in lattice-based proofs. There are some works,
e.g., [Lyu09, Lyul2, BKLP15, BDL"18, LN17] that address this problem in lattice-
based cryptography and provide one-shot proofs in the context of protocols that work
with “basic” witness extraction. On the other hand, recent research in the DL setting
[GK15, BCCT15, BCCT16, BBB'18] has shown that for proving certain non-linear
relations in the secret witness, it is possible to construct more efficient proofs that
require a “complex” witness extraction involving more than two accepting protocol
transcripts (and thus more than two challenges) for recovering prover’s secret (i.e.,
the protocols are many-special sound). Such proofs rely on higher degree relations to
obtain compact results, unlike the 2-special sound proofs that can only check linear
(first degree) relations (we refer to the aforementioned works for the motivation behind
proving high-degree relations). Again, in the DL setting, these proofs work smoothly
and are easily one-shot. However, in the lattice setting, the situation is much more
complicated.

Focusing on one-shot proofs, the protocols in [BKLP15] and [BDL 18] are impor-
tant for our purposes as these protocols explicitly make use of lattice-based commit-
ments similar to the works in the thesis. In fact, the ideas in aforementioned works
date back to the works by Lyubashevsky [Lyu09, Lyul2] introducing the “Fiat-Shamir
with Aborts” technique in lattice-based cryptography. The advantage of these works
is that the (underlying) protocols achieve a negligible soundness error in a single run,
which makes them very efficient in practice. However, all these approaches are limited
to working with “basic” witness extraction except for a specific multiplicative (second
degree) relation in [BKLP15|. The multiplicative argument in [BKLP15] is to prove
that the coefficient of a quadratic term is zero and no explicit witness extraction from
this non-linear relation is provided (and, indeed, no witness extraction from this sec-
ond degree relation is needed as witnesses are extracted from the linear relations).
Additionally, all these one-shot proofs introduce new complications (more precisely,
relazations in the relation being proved) as we discuss in detail in Section 5.3.

Another line of research makes use of multi-shot proofs that require multiple pro-
tocol repetitions to get a negligible soundness error. Stern-like combinatorial protocols
[Ste96] fall into this category, where one needs at least A protocol repetitions for A-bit
security. Even though these approaches have a wide range of applications such as
group and ring signatures as in [LLNWI16] with signature length logarithmic in the
group/ring size, but quadratic in the security parameter \, the latter inefficiency in
terms of the security parameter makes them seem to fall far behind practical expec-
tations (see Table 1.1 for the concrete results of [LLNW16]). Another approach for
proving relations without a relaxation (approximation) factor is to use binary chal-
lenges combined with “Fiat-Shamir with Aborts” technique. Again, a single iteration
of such a protocol has a soundness error of only 1/2, and thus requires O(\) repeti-
tions.

In the ring R = Z[X]/(X? + 1), it is possible to achieve a soundness error of
1/(2d) using the monomial challenges from [BCKT14]. Here the challenges are of the
form X* for some 0 < i < 2d (i.e., there are 2d possible challenges in total), and it
is shown in [BCK™14] that doubled inverses of challenge differences are short (more
precisely, ||2(X?— X7)71|| < V/d for i # j as recalled in Lemma 3.20). Still proofs
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using monomial challenges require at least 10 repetitions for a typical ring dimension
d < 2048. To summarise, for a soundness goal of 27 all the above multi-shot
approaches produce proofs of length O()\?), as a function of the security parameter .

One can also get asymptotically efficient lattice-based proofs for arithmetic cir-
cuits when the circuit size is large compared to the security parameter A using the
amortisation techniques from [BBC'18]. However, these techniques do not seem to
be helpful when the proved relations do not necessarily require a large circuit and still
the quadratic increase in the security parameter A is not avoided.

2.2 Ring Signatures

Ring signatures, introduced by Rivest, Shamir and Tauman-Kalai [RSTO01], offer a
way for anonymous signature generation in that the signer’s identity is hidden within
a set of identities, called a ring. That is, the outside world only knows that one of the
ring members generated the signature, unable to determine which one exactly. The
rigorous security notions of ring signatures were established in the work of Bender,
Katz and Morselli [BKMO09].

An important aspect of ring signatures in practice is the signature length and its
growth with the ring size. One may distinguish in the literature two broad types of ring
signatures. The first type, “linear size” ring signatures, has ring signature length linear
in the size of the ring and thus does not scale well to very large rings. The second type,
“log size” ring signatures, has length that increases only poly-logarithmically with the
size of the ring, and thus can be efficient even for very large rings. In this thesis,
the focus is mainly on the second type, but the log size ring signature constructions
introduced in the thesis reach the same efficiency level of linear size proposals based
on comparable security assumptions in terms of length even for very small ring sizes.

Two important log size ring signatures based on classical assumptions are due to
Groth and Kohlweiss [GK15] and Bootle et al. [BCC™ 15|, where the main ideas in the
latter are borrowed from the former. In [GK15, BCC'15], the authors first describe
efficient (in terms of communication complexity) one-out-of-many proofs, which then
enable them to design short ring signatures in the DL setting. There are also very
recent log size ring signatures proposed in [YSL ™19, LRR 19| using Bulletproofs proof
system [BBBT18].

On the side of the lattice setting, most of the existing ring signature schemes (e.g.,
[MBB*13, TSST18, BLO18]) have linear size. [ZZTA18| attempts to extend Groth-
Kohlweiss’ scheme [GK15| by replacing Pedersen commitment with a lattice-based
commitment scheme. It is claimed that the security requirements for the instantiation
with this lattice-based commitment follows from the results of [GK15]. However,
as detailed in [ESST19], this does not hold true without addressing some low-level
technical issues, which is also hinted in the works [LLNW16, BLO18| by noting that
Groth-Kohlweiss’ scheme does not easily extend to the lattice setting.

Prior to the constructions to be described in this thesis, this leaves us with the
work of Libert et al. [LLNW16] (and a follow-up by [YAL" 17|, adding linkability to
[LLNW16]) as the only log size ring signature from lattices. In [LLNW16], the authors
first design an accumulator through a Merkle tree using SIS-based hash function. Zero-
knowledge membership arguments are then built for this accumulator. Having these
building blocks, the authors propose ring and group signatures, both of which are log
size in the number of users involved. We therefore mainly focus on [LLNW16] for
efficiency comparison purposes. For example, even for the smallest ring size of 2, the
signature length of [LLNW16| is well above 10 MB.
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Very recently, another lattice-based ring signature is proposed in [YAZ 19| using
exact lattice-based proofs. However, as can be seen from Table 1.1, the practical
efficiency of this scheme seems to be far behind practical expectations.

There are other “post-quantum” ring signatures whose security rely on symmetric-
key primitives alone. The proposals in [DRS18] and [KKW18] are examples of such log
size ring signatures. These proposals are instantiated using LowMC cipher [ARST15],
which is specially designed to reduce the multiplicative complexity of the circuit im-
plementing the algorithm. LowMC is a relatively new symmetric-key cipher and its
security seems not as well understood as more established ciphers such as AES. A
recent study [dSGDOS19| shows that replacing LowMC with AES in Picnic signature
[CDGT19], which is an (ordinary) signature scheme submitted to the NIST PQC pro-
cess, increases the signature length by a factor of at least 2.5. Therefore, it seems
plausible to say that the ring signature lengths in [DRS18] and [KKW18] would in-
crease by a similar factor when instantiated with AES. Even the constructions based
on LowMC are significantly longer in comparison to our improved constructions as
given in Table 1.1.

2.3 Group Signatures

A group signature is another example of an anonymous signature, where the signa-
tory signs a message on behalf of a group of users. In general, it is similar to a ring
signature, but the important difference is that there exists a group manager, who can
reveal a signatory’s identity, e.g., in case of a dispute or a misbehaviour. Group sig-
natures were introduced by Chaum and van Heyst [CvH91| and viable construction
were provided in [ACJT00]. Rigorous security notions of group signatures were estab-
lished in the work of Bellare, Micciancio and Warinschi [BMWO03]. The first lattice-
based group signature scheme was proposed by Gordon, Katz and Vaikuntanathan
[GKV10]. A number of follow-up works appeared in the literature improving upon
the efficiency, e.g., |[LLLS13, NZZ15, LNW15] or the functionalities provided, e.g.,
[LLNW14]. All of these schemes make use of a trapdoor (usually referred as a GPV
trapdoor [GPV08|), which creates a bottleneck in terms of efficiency. On contrary,
the work by Benhamouda et al. [BCK™14] does not make use of a trapdoor, but it is
not fully lattice-based in that it combines lattice-based assumptions with DLP-related
ones. As mentioned before, Libert et al. [LLNW 16| introduce a log size lattice-based
accumulator, which is then used to build a group signature. This work was followed
up by more recent ones such as [LLM'16, LNWX17], where group signatures with
additional features are proposed.

In a recent work, del Pino, Lyubashevsky and Seiler [{PLS18] introduce new tech-
niques in building sub-linear size group signatures from lattices. Their construction
relies on zero-knowledge proofs of automorphism stability, which allows proving knowl-
edge of secrets that remain stable under certain automorphisms. The group signature
length remains constant even up to a huge group size of 28°, but the concrete signature
length for typical security levels is still relatively large. In particular, it is around 581
KB for a group of size at most 28 (for “CPA-anonymous” version).

Another recent “post-quantum” group signature with logarithmic length is due to
Katz, Kolesnikov and Wang [KKW18]. The construction is based on symmetric-key
primitives alone, and is in particular instantiated with LowMC cipher [ARST15]. As
discussed earlier, the use of LowMC cipher helps reduce the signature length signifi-
cantly by minimising the multiplicative complexity of the cipher used. We compare
our group signature proposal to these state-of-the-art works in Table 6.6, which shows
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that our proposal produces significantly shorter group signatures for groups of size
millions and beyond.

2.4 RingCT Protocols

In a blockchain environment, the two main entities for the purposes of this thesis
are spenders, who create a transaction and its proof of validity, and wverifiers, who
check the validity of a transaction and its proof. There are also recipients of the
transactions, but they do not play a central role in RingCT system.

A RingCT [Noel5] protocol allows users to create confidential transactions on
blockchain so that the spender’s identity as well as the transaction amount is hidden
from the outside world. Additionally, the protocol must guarantee that the transaction
is a wvalid spending. This is mainly captured by a fundamental property, balance,
which requires that the total amount being spent by the spender is exactly equal
to the total amount received by the recipients where no double-spending or negative
amount spending occurs.

Monero cryptocurrency is currently the most prominent application that heavily
relies on RingCT protocol to provide privacy-preserving solutions. It also uses stealth
addresses to allow the users to hide the recipient’s identity. Auditability (i.e., the
ability of an authority to trace real spenders) is another important feature required to
prevent illegal use of a cryptocurrency, and is desired, e.g., for regulatory or financial
enterprise applications.

Previous RingCT protocols, e.g. [Noel5, SALY17], make use of three core in-
gredients: 1) a homomorphic commitment scheme, allowing one to hide some secret
with the ability to later reveal it while ensuring that the secret committed in the first
place and the opened one are the same, 2) a linkable ring signature [RST01, LWWO04]
(or one-out-of-many proof), allowing one to prove knowledge of a secret key corre-
sponding to an (undisclosed) element in a set of public keys, and 3) a range proof,
showing that a secret committed value falls within a certain range. In RingCT pro-
tocol, the transaction amount is hidden via the use of the commitment scheme, and
the spender’s identity is hidden via the use of the ring signature. The main purpose
of the range proof is for guaranteeing the validity of a transaction by proving that the
real transaction amount hidden in a commitment is in a valid (positive) range.

The first RingCT protocol was introduced in [Noel5| (called RingCT 1.0, here-
after), and more formal definitions were then provided in [SALY17] (called RingCT
2.0, hereafter). Both of these solutions are in the DL setting and the latter requires a
trusted setup, which undermines the idea of a blockchain environment where there is
no particular trusted authority. Very recently, another DL-based RingCT is proposed
in [YSLT19] (called RingCT 3.0, hereafter), where the security model is also improved
over RingCT 2.0.

The RingCT correctness and security models defined in RingCT 2.0 and 3.0 have
some unsatisfactory aspects. In particular, they seem complicated to understand,
and do not capture the inherent stateful nature of a blockchain system. Therefore,
there are gaps in some definitions. For example, the balance definition in RingCT 3.0,
which requires all input accounts to be uncorrupted, seems to include a very strong
assumption that leaves a real-life attack out of the scope of the security model. In
this thesis, we introduce a new set of formal definitions for RingCT-like blockchain
protocols in Section 6.3, where a more detailed comparative discussion between our
model and the prior ones is provided.
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TABLE 2.1: Overview of RingCT proposals. The scalability referred here is in terms of
anonymity set size.

No trusted Post-quantum | Scalable | Multiple Efficient
setup in/outputs | Implement.
RingCT 1.0 [Noel5] v X X v/ X
RingCT 2.0 [SALY17| X X v v X
RingCT 3.0 [YSLT19] v X v v X
Omniring [LRR19] v X v v v
LRCT v1.0 [TSST 18| v v X X X
LRCT v2.0 [TKST19] v v X v X
MatRiCT, Chapter 6 v v v v v

In a concurrent and independent work [LRR 19|, another set of formal defini-
tions for RingCT is provided together with a construction in the DL-setting. As
in [YSL"19], this construction also makes use of advanced DL-based ZKPs, namely
Bulletproofs [BBBT18].

In the post-quantum world, an initial attempt to design a lattice-based RingCT
was done by Torres et al. in [TSST18| (called LRCT v1.0, hereafter). This protocol
is restricted to the single-input single-output wallets, i.e., the user spends a single
account to a single output address, and therefore the balance property is easy to
satisfy. Moreover, it does not involve a range proof to make sure that the amount
being spent is positive. Very recently, LRCT v1.0 was extended to support multiple-
input and multiple-output wallets in [TKS*19] (called LRCT v2.0, hereafter), where
a range proof is used to prove balance. However, the concrete efficiency of this scheme
is far behind practical expectations (see Table 6.4 in Chapter 6).

In Chapter 6, we introduce an efficient post-quantum RingCT protocol, named
MatRiCT. Two crucial advantages of MatRiCT over LRCT v2.0 are that 1) the un-
derlying ZKPs of MatRiCT reach a convincing soundness level in a single execution,
and thus no protocol repetition is required, and 2) MatRiCT does not require a range
proof on a 64-bit range even though 64-bit amounts are allowed (note that a single
64-bit range proof from lattices alone costs at least about 100 KB currently). An
overview of existing RingCT proposals is given in Table 2.1.

Another project to design a post-quantum privacy-preserving cryptocurrency has
been initiated in [Foul8|, where lattice-based techniques are to be used. Though there
is currently no concrete scheme available, the authors mention that they aim to design
a ring signature of size less than 400 KB for rings of 2'° users and that the range proof
is expected to cost a few hundred KB. Our results are far ahead of these goals (see
Tables 1.1 and 6.4).
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Chapter 3

Preliminaries

This chapter covers the preliminaries made use of in the next chapters. First, com-
monly used notations are introduced. Then, we cover the cryptographic definitions,
namely sigma protocols, our security assumptions, commitment schemes and ring sig-
natures. Finally, relevant mathematical background is covered, including some basics
from Linear Algebra, discrete Gaussian distribution and rejection sampling as used in
our protocols later on.!

3.1 Notations

ZLq = Z/qZ denotes the ring of integers modulo ¢ represented by the range [ qT, qT}

where ¢ is an odd positive integer. [a,b] = {a,...,b}, and [a,b) = {a,...,b
a < b € Z. Logarithms are base 2 unless explicitly specified otherwise.

Matrices and vectors.

Throughout the thesis, bold-face lower-case letters such as @ are used to denote column
vectors and bold-face capital letters such as A to denote matrices with I,, being the
n-dimensional identity matrix. (x,y) denotes appending the vector y to the vector @
to form a single longer vector.

For a vector v = (vg,...,v,—1), the Euclidean, infinity and ¢; norms are defined
as

n—1

o]l = v,
i=0
||v\|oo: max |v;|, and
0<i<n—1

n—1
[oll, =D fvil.
=0

Algorithmic notations.

We denote the main security parameter by A and say that a function v()\) is negligible
(denoted by v = negl()\)) if v(\) < 1/2%, for a constant ¢ > 0.> a ¢ Z means a is
chosen uniformly from a set Z. If Z is a distribution, we use the same notation to
sample a from a distribution Z. In the case that Z is an algorithm, the same notation

IThis chapter is partly based on [ESS*19, ESLL19, EZS™19].
2Note that we use a more practically-oriented definition of being negligible as opposed to more
theoretical works, which use v(A\) < 1/A° for any ¢ > 0 and all sufficiently large .
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is used to denote that the algorithm outputs a. U(S) denotes the uniform distribution
on a set S.

Polynomials and polynomial rings.

For a polynomial p, the corresponding norms are defined analogously on the coefficient
vector of p. For a vector p = (po,...,ps—1) of polynomials, ||p|| = Zf;é ||p,-||2,

Ipll, = Y37 Ipil,. lIpll. = maxocico—1 [pill_, and HW(p) denotes the Hamming
weight of the coefficient vector of p.

We define the rings R = Z[X]/(X¢+ 1) and R, = Z,[X]/(X? + 1) where d > 1
is a power of 2. 4. defines the set of all polynomials in R with infinity norm at most
¢ € Z*. When sampling polynomials in R, we write p < S™¢ to indicate that p € R™
is a vector of m polynomials where each coefficient is sampled uniformly at random
from a set S (i.e., md coefficients are sampled in total).

3.2 Cryptographic Definitions

3.2.1 Security assumptions: Module-SIS and Module-LWE

The constructions studied in this thesis rely mainly on two well-studied assumptions
in lattice-based cryptography, namely Module Short Integer Solution (M-SIS) and
Module Learning With Errors (M-LWE) [LS15]. They can be seen as generalisations
of SIS [Ajt96] and LWE [Reg09] problems. Module variants of these two problems
are defined over a ring R, = Z,[X]/(X% + 1) for a positive integer “modulus” ¢ and a
power-of-two ring dimension d.

Definition 3.1 (M-SIS; g 35:s)- Let Ry = Zo[X]/(X?+1). Given A « U (R}*™),
find z € R such that Az = 0mod q and 0 < [|z|| < Bsis.

As in [BDL 18], one can define M-SIS in “Hermite normal form” such that A =
[I,]|A'] € Rp*™ and A’ <~ U (Rgx(m_n)). This standard variant is known to be as
hard as the given M-SIS definition above. When we want to be more explicit, we call
the definition in “Hermite normal form” as M-SIS in HNF.

For simplicity, we consider a special case of M-LWE problem where each error and
secret key coefficient is sampled uniformly from {—B8,...,B} for some B € Z*. A
more special case of B = 1 is commonly practised in recent lattice-based proposals
such as [BDLT18, LN17, dPLS18]. The secret key coefficients can equivalently be
sampled uniformly from Z,.

Definition 3.2 (M-LWE,, ,, . 8). Let Ry = Z¢[X]/(X? + 1) and s < U be a secret
key. Define LWEy s as the distribution obtained by sampling e < Ug, a < Ry and
returning (a, (a, s)+e). Givenm samples from either LWE, s orU(Ry, Ry), the problem
asks to distinguish which is the case.

When R, is set to be Z; in M-SIS and M-LWE definitions, one obtains the plain
SIS and LWE definitions, respectively. Therefore, module variants can be seen as a
generalisation of the original forms.

The hardness of M-LWE against currently known attacks seems not to be affected
significantly by the number of samples m unless it is cubic in the overall dimension
parameter. In particular, with respect to the Definition 3.2, m ~ (n - d) samples
are needed for the attack in [AG11|. The number of samples in our constructions is
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always significantly smaller than this value, and thus m does not play a crucial role
in parameter settings.

It is also clear from the respective definitions that M-SIS problem gets harder as
Bsis gets smaller, and M-LWE problem gets harder when the error is sampled from a
wider distribution (i.e., as B increases). Therefore, when estimating practical security
of a construction against known attacks, it is enough to investigate the easiest cases,
i.e., when B or the standard deviation of the error distribution (in case the error is
sampled from a Gaussian distribution) is the smallest for M-LWE, and when fgig is
the largest for M-SIS.

3.2.2 Commitment schemes

Commitment schemes are very powerful tools used in many cryptographic protocols.
They consist of three algorithms as below.

e CKeygen is a PPT algorithm that, on input security parameter 1%, outputs the
public parameters pp together with the specifications of a message space Sy, a
randomness space Sg and a commitment space S¢.

e Commit is a PPT algorithm that, on input public parameters pp and a message
M € Sy, outputs a commitment C € S¢.

e COpen is a deterministic polynomial-time algorithm that, on input public parame-
ters pp, a tuple (M, r; C) € Syr X Sg X Sc, outputs a bit b, indicating ‘accept’ when
b =1, and ‘reject’ otherwise.

Some lattice-based commitment schemes, as those used in this thesis, have an ad-
ditional input y, called the relaxation factor, to the COpen algorithm, which is also
parameterised by a norm bound 7.om. These are crucial differences of lattice-based
commitment schemes and they will become clear when the concrete instantiations are
defined further below. We also provide an example of a proof relation at the end of
Section 3.2.3, where the role of the relaxation factor is shown.

Two important properties of commitment schemes are hiding and binding, and
in this thesis, we are interested in computational variants. Computational hiding
property is satisfied if the following holds for all PPT algorithms A.

Pr [pp « CKeygen(1*); (Mo, M) « ACKeveen(pp)

be (0.1} C « Commity,(My) )= b} < 1/2+ negl()).

Computational strong Yeom-binding property is satisfied if the following holds for all
PPT algorithms A.

pp + CKeygen(1%); (Mo, 70) # (M1,71) A
P { (C.to.ty)  A(pp) - COpen,,(C.to) = COpen,  (C, 1) = 1 | = 28IV

where t; = (y;, M;,r;) for i = 0,1 and the norm bound parameter in COpen is Yeom. In
the case of computational Yeom-binding, the requirement (Mg, rg) # (M, r1) in strong
binding is replaced with My # M;.

Algebraic lattice-based protocols mainly make use of two commitment schemes:
Unbounded-Message Commitment (UMC) [BKLP15, BDL"18| and Hashed-Message
Commitment (HMC) (derived from Ajtai’s SIS hash function [Ajt96]). A statistically-
hiding variant of HMC over Z, is also provided in [KTXO08], and HMC is already
used prior works such as [BKLP15, BDLT18]. We define the commitment schemes
over module lattices and rely on computational hiding and binding properties as in
[BDL*18].
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These commitment schemes offer different tradeoffs. For example, UMC allows one
to commit to messages of unbounded length but the commitment vector dimension
increases linearly with the message vector dimension in a commitment. For HMC, on
the other hand, one can only commit to messages of bounded length (when binding
is based on M-SIS) but the height of the commitment vector is independent of the
message vector dimension. Thus, one can commit to long message vectors without
significantly increasing the commitment vector size using HMC.

Let n,m, B, q be positive integers, and assume that we commit to v-dimensional
vectors over R, for v > 1. As mentioned, the opening algorithm COpen is relazed in
the sense that there is an additional input y € Ry, called relazation factor, to COpen
algorithm along with a message-randomness pair (m/,r’) such that COpen checks if
y - C = Comg, (m/; ).

Instantiation of HMC

The message space of HMC consist of elements of R, with small norm. How small
a message needs to be depends on the application, but in any case we must have
|m|| . < ¢ as indicated by COpen below. The instantiation of HMC with m > n is
as follows.

e CKeygen(1Y): Pick G. «+ Rgx(m_") and G, < Ry™. Output ck = G =

|G, |G ] € RQX(’"*”) where G, = [ I, | G\.]. We assume that Commit and COpen
takes ck as an input implicitly.
e Commit(m): Pick r < {-B,...,B}™. Output

T

Comck(m;r):G'< )ZGT'T—FGm-m.
m

e COpen(C, (y,m/,r")): If Comy (m/; ') = yC and ||(v',m')| < Ycom, return 1.
Otherwise, return 0.

It is easy to see from the above definition that the commitment key G is in Hermite
normal form. In this case, it is easy to show the following lemma, whose variant also
appears in [BDLT18].

Lemma 3.3. HMC with a commitment key G in HNF as above is

o computationally hiding if M-LWE,,_,, » 48 problem is hard, and
e computationally strong Yeom-binding with respect to the same relazation factor y if
M-SISy m+v,9,2vcom 1 HNF is hard.

Furthermore, if M-LWE,,_y, » 48 problem is hard, commitment to any message is com-
putationally indistinguishable from a uniformly random element in Ry.

Proof. Let (y,m,r) and (y, m’,r’) with (r,m) # (', m') be two valid openings of a
commitment C. That is,

yC = Comgy (m; 7) = Comey (m'; 7”) and ||(r,m)|, H(r’,m/)H < Yeom-

Therefore, we have yC = G-(r,m) = G- (r',;m’), which implies G- (r—r',m—m’) =
0. Hence, (r — 7', m —m’) is a solution to M-SIS, ;+tv,¢,2veom Problem (in Hermite
normal form). This proves the computational strong binding with respect to the same
relaxation factor y.

For the hiding property, we can write Comg (m; ) = G -7+ G,-m = 1o+ G, -
71+ G, - m where r = (rg,71) since G, = [I,, || G..]. The result of the computation
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ro + G, - 71 gives n M-LWE samples with 7 € {}f™" as the secret key. Therefore,
it M-LWE,,_, 4,5 is hard, ro + G;n - 71 looks uniformly random in Rg and so does
commitments to any message. O

If we replace the commitment key G by a completely random matrix, then still a
very similar result as below holds.

Lemma 3.4. Let s be the number of fields Fp,, ..., F,, the ring Ry (for some q € Z")
splits into, and p = min{py,...,ps}. Assume that zﬁ s negligible. Then, HMC
with a completely random commitment key G is

o computationally hiding if M-LWE,,_p, ;m 5 problem is hard, and
o computationally strong Yeom-binding with respect to the same relaxation factor y if
M-SISy, mtv,9,2vcom 15 hard.

Furthermore, if M-LWE,_p, m.q8 problem is hard, commitment to any message is
computationally indistinguishable from a uniformly random element in Ry .

Proof Sketch. The proof of the binding property is analogous to the binding proof of
Lemma 3.3.

To prove the hiding property, we draw attention to the “duality” between the
knapsack problems and LWE, which has already been noticed in cryptography (see,
e.g., [MMI11, BDL"18]). Given (A,u) for A < Rp*™, the goal in the knapsack
problem considered in this work is to distinguish between the cases: 1) u + Ry and
2) u = Az for © + Ug for some B € Z*. In Lemma 4.8 and Lemma 4.9 of [MM11],
it is shown that this knapsack problem is as hard as LWE,,_, ,, ¢ 5 Wwhen one works
over Zg. The result extends to the ring case provided that the probability of A being
singular is negligible. We can argue this as follows.

A is non-singular if it is non-singular over all the fields the ring R, (for some
q € Z) splits into. The probability that a random n x m matrix A is full-rank over
F, is at least (1 —1/p™"1)" (see, e.g., [FG15] and the references therein). Then,
the probability that A is full-rank over all the s fields is at least (1 — 1/p™"+1)™* >

1-— ﬁ = 1 — negl(\) by assumption. This concludes the argument. O

For the setting where we use this lemma, the parameters satisfy the following. 1)
m > 2n, 2) p>> 229 and 3) the modulus ¢ has at most 2 prime factors and thus s is at
most 2d (note that the polynomial X 411 can split into at most d factors). From here,
we can easily conclude that the probability of A being singular over R, is negligibly
small.

Since M-SIS in HNF is equivalent to original M-SIS and the number of samples in
M-LWE problem does not play a crucial role in our estimations of practical security,
both of the instantiations of HMC are in equal positions in terms of security.

Instantiation of UMC

Unlike HMC, UMC allows arbitrarily long messages as inputs. The instantiation of
UMC is similar to that of HMC and defined as below for m > n + v.
o CKeygen(1)): Pick G} + R and G} + R "™ Set Gy = [I,|| G4 ]
and Go = [0V*" || I, || G, ]. Output ck = G = [ gl ] € Rénﬂ)xm. We assume
2
that Commit and COpen takes ck as an input implicitly.
e Commit(m): Pick » < {-B,...,B}™. Output

Comg, (m; r) =G -r+ (0", m).
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e COpen(C, (y,m/,r")): If Come (m/; ') = yC and ||7'|| < Yeom, return 1. Other-
wise, return O.

Observe from the above definition that only the norm of 7’ is checked in the COpen
algorithm of UMC whereas that of (m’,7’) is checked in HMC. Also, our definition
of COpen for UMC is slightly different than that in [BDLT18| because we do not
multiply the relaxation factor with the message as the invertibility of the relaxation
factor y is not assumed in our case.

Lemma 3.5 (|[BDL"18]). UMC defined above is

o computationally hiding if M-LWEy,_n_y ntv,qB problem is hard, and
o computationally Yeom-binding with respect to the same relazation factor y if M-
SIS”7m7Q727Com is h‘a”rd'

Furthermore, if M-LWEy,_n_y ntv,q,8 problem is hard, commitment to any message is
computationally indistinguishable from a uniformly random element in RZ*”.

We use the same notation for both of the commitment schemes and will clarify
in the relevant sections which specific instantiation is used. We say that (y,m/,r’)
is a wvalid opening of C' if COpen(C,(y,m’,7')) = 1. A valid opening (y, m/,r’)
with y = 1 is called an exact valid opening. We call the message part m' of an
opening as message opening, and if (y,m’,r’) is a valid opening such that yC =
Comgy, (ym/; v'), then we call m’ a relazed message opening with relaxation factor y.
It is also straightforward that both UMC and HMC satisfy the following homomorphic
properties: Com (myg; 79) + Comeg (my; r1) = Comey (mo + my; 7o+ 71) and ¢ -
Comi, (m; r) = Comgy, (¢ - m; ¢ - 1) for short ¢ € R,.

For HMC, we see that M-SIS security increases with n whereas M-LWE security
increases with m — n. On the other hand, for UMC, M-SIS security increases with
n while M-LWE security increases with m — n — v. In the constructions to be de-
scribed, these two security aspects are balanced when setting the concrete parameters.
Moreover, for a scheme using UMC, the parameter setting is done using the results of
Lemma 3.5. Similarly, for a scheme using HMC, the parameter setting is done using
the results of Lemma 3.3 or Lemma 3.4.

For both of the commitment schemes, practical security estimations are done sim-
ilarly. To estimate practical M-SIS hardness, we use the methodology in [MR09]. In
particular, we say that the commitment scheme is y-binding if the following is satisfied

min {q,QQV"dlogq‘°g5} > 27, (3.1)

where ¢ is the so-called “root Hermite factor”, and n,d and ¢ are the parameters in
the definition of HMC/UMC. On the other hand, practical security of M-LWE against
known attacks is estimated using the well-known “LWE estimator” due to Albrecht
et al. [APS15]. We run the LWE estimator under both enumeration and sieving
techniques, and ensure that both of them require a complexity of at least about 2.
We often adapt ¢ =~ 1.0045 for A = 128-bit post-quantum security.

3.2.3 Sigma protocols

Y.-protocols are a type of zero-knowledge proofs between two parties: the prover and
the verifier. A language £ C {0,1}* is said to have a witness relationship R C
{0,1}* x {0,1}* provided v € L if and only if there exists w € {0,1}* such that
(v,w) € R. The quantity w is referred to as a witness for v. The definition of
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Y-protocols from [BCKT14| generalises the well-known notion of Y-protocols. We
further extend it to allow (k+ 1)-special soundness as in [GK15, BCCT15]. Our work
focuses on special honest-verifier zero-knowledge since it suffices for non-interactive
proof applications via Fiat-Shamir heuristic [FS86].

Definition 3.6 (Extension of Definition 2.5 in [BCK™14]). Let (P, V) be a two-party
protocol where V is a PPT algorithm, and L, L' be languages with witness relations
R, R such that R C R'. Then, (P,V) is called a X-protocol for R, R' with complete-
ness error o, a challenge set C, public input v and private input w, if it satisfies the
following conditions:

e Three-move form: The protocol has the following form. On input (v,w), P
computes initial commitment t and sends it to V. On input v, V draws a challenge
x < C and sends it to P. The prover sends a response s to V. The verifier accepts
or rejects depending on the protocol transcript (t,x,s). The transcript (t,z,s) is
called accepting if the verifier accepts the protocol run.

e Completeness: Whenever (v,w) € R, the honest verifier accepts with probability
at least 1 — o when interacting with an honest prover.

o (k+1)-special soundness: There exists a PPT algorithm £ (called the extractor)
which takes (k+ 1) accepting transcripts (t,xo, 80), - - -, (t, Tk, i) with pairwise dis-
tinct x; € C (0 < i < k) as inputs, and outputs w' satisfying (v,w') € R'. We call

this procedure witness extraction, and say that the protocol has a soundness error
Tk| 3
o

e Special honest-verifier zero-knowledge (SHVZK): There exists a PPT algo-

rithm S (called the simulator) that takes v € L and x € C as inputs, and outputs
(t,s) such that (t,x,s) is (computationally) indistinguishable from an accepting pro-
tocol transcript generated by a real protocol run.

Let us give an example pair of relations (R, R’) that is of interest in many lattice-
based proof systems. The pair of relations below corresponds to a relazed proof of
knowledge (RPoK) of an opening of a commitment C' under a commitment key ck.

Repok(T) ={ ((ck,C), (m,7)) : |[((m,7)| <T A C=Comgy (m;7) }.
Ripox(T) = { ((ck,C), (y,m/,7") : [|(m/,7)]| <T A yC = Comgy, (m'; /) }.

Typically, we have 7 < T for some publicly known real numbers T, 7, and the
relaxation factor y, which is part of the prover’s witness, is a non-zero element of the
set of challenge differences.

3.2.4 An easy-to-use method of setting parameters for lattice schemes

In lattice-based cryptography, concrete parameter setting may often get quite com-
plicated due to a large set of parameters requiring careful adjustments. Here, we
present an easy-to-use algorithm for setting parameters in practice, based on known
attacks on LWE and SIS, which we believe could be useful for other lattice schemes.
This is indeed an algorithmic summary of what has been explained about practical
security estimations at the end of Section 3.2.2. In particular, this method uses the
LWE estimator by Albrecht et al. [APS15] for LWE estimations and the methodology
by Micciancio and Regev [MRO09] for SIS estimations. The LWE estimator is run
under both “sieving” and “enumeration”, and the largest root Hermite factor returned
is taken to be the final root Hermite factor. We emphasise that this method should

3Further discussion on soundness error can be found in Section 2.2 of [BKLP15].
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Algorithm 3.1 GetParams(DSET, QSET, Fg,)

INPUT: DSET : a set of potential d values; QSET : a set of potential logq
values; Fjgy : a function computing the SIS solution norm given (n, ¢, d,log q).
OUTPUT: a list L of suitable (d,logq,n,¢) tuples

ASSUME: § ~ 1.0045, A =128, B=1,logqg > 8

1: L=20 > Initialise output list
2: § = 1.0045 > Set root Hermite factor
3: BaseDim = 342 > Set LWE dim. param. required for (¢, B) = (28,1)
4: StepSize = 39 > Set gap between LWE dim.’s of log ¢ and logq + 1
5: for each d € DSET do

6: for each logq € QSET do

7: ¢ = [(BaseDim + StepSize - (log g — 8)) /d] > Set LWE module rank
8: g = 2loga

9: n=1 > Initialise/Reset SIS module rank
10: while nd < 8192 do > Overall SIS dim. param. rarely exceeds 8192
11: Bsis = Fags(n, ¢, d,log q) > Set SIS solution length
12: if min {q, QQV”dlogqlogé} > [srs then > Check SIS condition
13 while min {q, 22vnd1°gq10g5} > Bgs do > Loop while SIS holds
14: n=n-—1 > Decrease n one-by-one
15: Bsis = Fpys(n, ¢, d,logq) > Compute Bgis with new n
16: end while
17: L=LU{(d,Jogg,n+1,¢)} > n—+1is the smallest rank possible
18: End ‘while’ loop starting at Step 10
19: end if
20: n=n+ 10 > Increase of n can be adjusted
21: end while
22: end for
23: end for

24: return L

not be seen as a way to guarantee the security of a scheme as there are many other
concerns, which cannot be included in a simple algorithm, affecting the security of a
cryptographic algorithm.

In the algorithm, we adapt § ~ 1.0045 for A = 128-bit post-quantum security, and
B =1 for M-LWE. We denote the module rank of M-SIS by n and module rank of
M-LWE by £. The procedure is presented in Algorithm 3.1.

Given sets of potential d and log g values, Algorithm 3.1 simply iterates over all
the pairs and tries to find possible SIS and LWE module ranks (n,¢) satisfying the
security requirements for the given § = 1.0045. The idea for setting the LWE module
rank turns out to be quite simple as given at Step 7, which uses a linear extrapolation
(in log ¢) formula to estimate the LWE rank needed for M-LWE , , 5 security against
lattice reduction attacks with Hermite factor § and dim(R,) = d. We tested the LWE
estimator [APS15] on a wide range of parameter sets and found that for a fixed (d, B)
pair, LWE dimension parameter (i.e., d) increments by fixed-size steps for increasing
log q. For example, for fixed (8, B) = (1.0045, 1), £d = 342 is sufficient for ¢ ~ 2% and
¢d = 381 for ¢ ~ 2°. If we keep doubling ¢ one-by-one, we see that ¢d increments
by almost 39 for each doubling. Therefore, we accordingly set StepSize and BaseDim
parameters, which are then used in the formula at Step 7.

A similar behaviour is observed for different (6, B8) pairs as well. For example,
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for (9, B) = (1.0045,5), StepSize = 38.5 and BaseDim = 202 were observed to give
accurate results. Therefore, our algorithm can be easily adjusted to different § and
B values by testing first the dimension required for ¢ = 2% (which allows to set
BaseDim) and then figuring out StepSize by observing the gap between the required
dimensions for ¢ = 28 and a large modulus of, say, ¢ = 280. In particular, StepSize =
W would need to be set, where DIMgg is the dimension required for ¢ =
280,

An important advantage of using a formula to compute the required LWE di-
mension is due to the fact that the LWE estimator [APS15] does not run very fast.
Therefore, when iterating over a large set of potential parameters, running the estima-
tor over and over again takes too long whereas our simple formula provides accurate
parameters very quickly.

Having fixed the module rank ¢ for LWE at Step 7, the remaining task is finding
the smallest module rank n for SIS. We do this by iterating over increasing n values
and checking if the SIS condition (i.e., the inequality (3.1)) holds. As the algorithm
is designed to work for any d, including d = 1 (i.e., the case of plain LWE/SIS), n is
incremented by 10 at each iteration. Otherwise, since n starts from 1, it would take
too long until a suitable n is reached for small d values.

The SIS condition checks whether the SIS attack fails, i.e., the norm of the short-
est vector computable by the attacker with a lattice reduction algorithm having root
Hermite Factor § is greater than fSgis. To check this condition, one needs to com-
pute (Osrs defined in Definition 3.1. That is, one should answer the question: How
short should SIS solutions be to guarantee the security of the scheme? This can be
determined from the underlying scheme’s security proofs, where a statement simi-
lar to the following appears: “If M-SIS,, ;, 4 85,5 is hard, then the proposed scheme
is secure”. The computation of this value is very much dependant on a particular
construction, and hence Algorithm 3.1 requires a function Fp,, that outputs Ssrs for
a given (n, /¢, d,logq) tuple. For example, if we require a commitment scheme to be
~-binding, then we have Bgig = 2.

For a given ¢ (or log q), there may be cases where there exists no suitable n because
q may always fall smaller than Sgig. Therefore, we increment n as long as nd < 8192,
i.e., the overall SIS dimension is smaller than 8192. This is because most, if not all, of
the practical lattice schemes have a SIS dimension less than or equal to 8192. On the
other hand, once a suitable n value satisfying the SIS requirement is found at Step
12, we then start decreasing n as long as SIS condition is still satisfied. After that the
smallest SIS and LWE module ranks are added to the list L with the corresponding
(d,log q) pair. The LWE estimator should be run on the final chosen parameter sets to
verify the accuracy of the linear extrapolation formula in Step 7. At the end, the list L
of suitable parameter sets is returned. One can, for example, use this list to compute
corresponding proof lengths to see what parameter sets give the optimal sizes. Note
here that it is straightforward to compute the parameter m in the previous section
given (n,/,d,logq) and the message dimension v. In particular, m = n + ¢ for HMC
and m =n+ v + £ for UMC.

We also note that simplicity of the algorithm is preferred over performance in its
current form. For small optimisations, one may combine some of the ‘if’ and ‘while’
statements and change how much n increases at Step 20 depending on d. For example,
if d is large, say d > 256, then n can be incremented one by one and the inner-most
while loop can be removed in this case. Nevertheless, variants of Algorithm 3.1 are
used for many constructions studied throughout the thesis, and the running time of
the algorithm is already good enough for rapid selection of concrete parameter sets.
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3.2.5 Ring signatures

The formal definitions of ring signatures were established in [BKMO09], and we use
variants of those. A ring signature consists of four algorithms (RSetup, RKeygen,
RSign, RVerify) defined as follows.

e pp + RSetup(1"): On input a security parameter \, outputs the public parameters
pp, which are available to everyone.

e (pk,sk) «+ RKeygen(pp): Given pp, generates a public-secret key pair (pk, sk).

e 0+ RSign,, (M, L): On input a message M and a ring L of public keys and for
a secret key sk generated by RKeygen and its corresponding public key pk € L,
outputs a signature o on M with respect to L.

e {0,1} < RVerify,,(M, L,0): On input a purported signature o, a message M and
a ring L, checks if ¢ is a valid signature on M with respect to L. Outputs 1 when
it is valid, and outputs 0 otherwise.

Definition 3.7 (Correctness). A ring signature scheme has statistical correctness if
the following holds for any pp + RSetup(1?*), any (pk, sk) + RKeygen(pp), any L
with pk € L, and any M € {0,1}*,

Pr[ RVerify,, (M, L, RSign,, (M, L)) =1] > 1 —negl()).

Definition 3.8 (Anonymity). A ring signature scheme has statistical anonymity if
the following holds for any PPT adversary A

1 =b| <= +negl(N),

N =

P pp RSetup(l)‘), (M7 j07j17 L) — ARKeygen(pp)
"1 b+ {0,1}; o + RSign (M,L); ¥ + A(o)

ppzskjb

where (pkj,, skj,), (pkj,, skj,) < RKeygen(pp) and pkj,,pk;, € L.

Definition 3.9 (Unforgeability w.r.t. insider corruption). A ring signature scheme
is unforgeable with respect to insider corruption if the following holds for all PPT
adversary A

pp + RSetup(1*);

br (M,L,0) « APKGen,Sign,Corrupt (pp)

: RVerify (M, L,o) = 1| < negl()),

where

PKGen : on the i-th query, runs (pk;, sk;) < RKeygen(pp) and returns pk;.
Sign(i, M, L) : returns o < RSign,,, . (M, L) if (pk;, sk;) <~ PKGen and pk; € L.
Otherwise, returns L.

Corrupt (i) : returns sk; if (pki, ski) < PKGen. Otherwise, returns L.

For A’s output (M, L, o), Sign(-, M, L) has never been queried, all public keys in L
are generated by PKGen and no public key in L is corrupted.

3.3 Mathematical Background

3.3.1 Representative matrices

For a vector p = (po, ..., Pm—1) of polynomials in R = Z[X]/(X? + 1) with m > 1,
we denote the vector of all coefficients in p by Coeff(p) € Z™¢. For any f,g € R,
there exists a matrix Rot(f), called the Rot matriz of f, such that Rot(f)- Coeff(g) =
Coeff(f - g). This notion generalises to the case where (Rot(f) ® I,;,) - Coeff(p) =
Coeff(f-p) for f € R and p € R™ for m > 1 where ® denotes the Kronecker product.
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3.3.2 Singular values

For a rank-n matrix A € R™*" there exists orthogonal matrices U,V and a diagonal
matrix A with the non-negative diagonal entries o1 > - -- > o, such that A = UAV .
The values 01(A) and 0, (A) are called the largest and the least singular values of A,
respectively.

Fact 3.10. For square matrices A, Aq,...,As € R"™™ s > 1, and ¢ € R, the
following holds

e 01(A1---A;) <o01(A1) - 01(As), and op (A1 -+ As) > op(A1) -+ on(As),

e 01(cA)=|c|-01(A) and o,(cA) = |c| - o, (A),

e 01(A®I,) = 01(A) and 0p,(A® I,) = op(A) for any m > 1 where ® denotes
the Kronecker product,

o A and A" have the same singular values.

3.3.3 Discrete Gaussian distribution and its properties

In this thesis, we always consider Gaussian distributions centred at zero, and thus
restrict our definitions to that case. Let S € R™*" be a rank-n matrix. Define the
ellipsoid Gaussian function on R™ centred at zero with parameter S (and covariance
matrix S'S) as ps(x) = e~ (STS)'@ {1 all € R™. The ellipsoid discrete Gaus-
stan distribution over Z™ centred at zero with parameter S is then defined by the
probability mass function D¢(x) = ps(x)/ps(Z") where ps(Z") =3, cyn ps(2) is a
normalisation factor. If the parameter S = sI,, for s € RT, then we obtain the spher-
ical discrete Gaussian distribution, denoted by D?. We denote by D] the discrete
normal distribution with standard deviation o, defined as D7 with s = ov/27.

Fact 3.11 (A result of [AGHS13, Fact 2|). For an invertible n xn matriz X, X -Dg =
DgXT. That is, the distribution induced by sampling v < Dg and outputting y = Xv
is the same as Dng-

As defined in [MRO7], for a lattice L and real e > 0, the smoothing parameter,
ne(L), of L is the smallest s such that p;,,(L*\{0}) < € where L* is the “dual lattice”.
We skip the details, but for our purposes the following facts are enough.

Fact 3.12 ([MRO7, Lemma 3.3]). 7e(Z") < 6 for e =27'2% and any 1 < n < 232,

Lemma 3.13 ([AGHS13, Lemma 3]). Let 01(S) and 0,(S) be the largest and the
least singular values of a rank-n matriz S, respectively. If o, (S) > n.(Z"),
1+e€
> < .
Py [ ol > or(S)v] < |

S

27"

In our protocols, we sometimes deal with sum of independent vectors from discrete
normal distribution. To study the behaviour of such sums, we make use of the following
lemma.

Lemma 3.14 (Special case of [MP13, Theorem 3.3|). Let yy,...,y, be independent
vectors with distribution D¢ for d > 1. If o > n(Z%)/\/7 for the smoothing parameter
n(Z) of Z2, then the distribution of z := y, + --- + 1y, is statistically close to Dg\/g.

The standard deviations in our protocols are always much larger than 6, and thus
discrete normal variables behave as its continuous counterpart when multiple samples
are summed over. Finally, the lemma below summarises more concrete “tail-cut”
bounds on discrete normal distribution.



26 Chapter 3. Preliminaries

Lemma 3.15 ([Lyul2, Lemma 4.4]). The following holds for discrete normal distri-
bution.

2
1. For any a >0, Pr[|z| > a0 : 2+ Ds] <2-exp (—%),
—a?
2. For any a > 1, Pr[||z]| > aov/t : 2+ D!] < ate 7
In particular, we have

o Pr[|z| > 120 : 2+ D,] < 27100,
o Prf||z]| > 20Vt : z+ D] <2710 jft > 86, and
o Prf||z|| > 50yt : z+ D] < 27100 jf¢ > 7.

3.3.4 Rejection sampling

Rejection sampling is among the important tools used in many lattice-based protocols.
Its use in lattice-based cryptography was introduced by Lyubashevsky [Lyu09, Lyul2].
There are two flavors of these rejection sampling techniques. The one in [Lyu09] makes
the post-rejection distribution uniform over some set whereas that in [Lyul2| makes
use of discrete Gaussian distribution. We summarise the results of the latter below
and leave the discussion on the former when we make use of it in our protocols.

Algorithm 3.2 Rej(z,¢,¢,T)

1: 0 =¢T

2. p(p) = e12/6+1/(2¢7)

3 U< [0, 1)

4: if u > (ﬁ) - exp (%W), then return 0 > means “abort” in protocol
5: else return 1

Lemma 3.16 (|[Lyul2|). Let h be a probability distribution over V. C Z° (s > 1)
where all the elements have norm less than T. Let ¢ < h and ¢ > 0, and consider
the algorithm F that samples y <— D3 and outputs Rej(z, ¢, ,T) (Algorithm 5.2) for
z = y + c. The probability that F outputs 1 is within 2719 of 1/u(¢) for u(¢) =
612/¢+1/(2¢2), and conditioned on the output being 1, the statistical distance between
distribution of z and D3 is at most 27100

3.3.5 Some basics of Linear Algebra and Vandermonde matrices

We recall some basics about Vandermonde matrices and from Linear Algebra relevant
to our discussions (see, e.g., [HJ12] for more details). We assume that the matrices
are defined over a ring R. Let A be a n x n square matrix and det(A) denote its
determinant. The adjugate adj(A) of A, defined as the transpose of the cofactor
matrix of A, satisfies the following property

adj(A)- A=A adj(A) =det(A) - I,. (3.2)
Therefore, if A is non-singular, adj(A) = det(A)- A~'. A (k + 1)-dimensional Van-
dermonde matrix V is defined as below for some zg, ...,z € R,
1 xo a3 :L‘lg
v 1 a:.l x? zk |
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and its determinant satisfies the following property
det(V)= [ (2j— =) (3.3)
0<i<j<k
Further, the following is an easy consequence of (3.3).

Fact 3.17. The Vandermonde determinant det(V') has (k;rl) multiplicands of the
form x; — x; with j # i.

We observe from [Tur66] that the Vandermonde matrix inverse V=1, when it
exists, has the following structure

(51?0*5171)(1?0*}2)"'(560*%) (300*901)(901*}2)"'(901*%) (10*Tk)(m*{k)'”(mk—lfmk)

(wo—z1)(@o—x2)(z0—2r) (To—21)(z1—22) - (x1—ax)  (Zo—2k)(@1—Tk)(Th—1—Tk) ’ (3.4)
) (1"

(zo—z1)(zo—22)-(To—Tk) (To—71)(T1—T2) " (T1—TK) (xo—wk)(v1—Tk) - (Th—1—Tk)

where * denotes some element in the ring SR, computed as a function of xz;’s. It is clear
from this structure that V! exists over 9 if and only if the differences z; — x; for
0 <i < j <k are invertible over R. The structure in (3.4) helps us to visualise the
structure of adj(V') using the fact that adj(V) = det(V) - V1 if V is non-singular.
In particular, we have the following fact.

Fact 3.18. Let (T'o,...,Ty) be the last row of adj(V'). Then,

;= (—1)"* H (zj — @),

0<I<j<k A j,l#i

and I'; has [(kgl) — k:] = @ multiplicands for all 0 <1 < k.

Fact 3.18 follows by observing that & multiplicands in det(V') are cancelled out
by the corresponding denominator in V1.

3.3.6 Technical lemmas

We first summarise some results regarding different norms and a product of polyno-
mials in Z[X]/(X? +1).

Lemma 3.19. For any f,g € R = Z[X]/(X? + 1), we have the following relations

A<V
AP AL < Valifl,

gl < V-l Dl
AL gl < LI Mgl
gl < AL gl

T Al < (TSI, ) - Il where fi € R for all 1 < i <n.

Proof. The first 5 relations are standard and we only provide a proof for the last one.
If n = 2, the result is clear by the forth relation. Assume that the result holds for all
s < n, and we want to show that it holds for n > 2.

n—1
< (H Hfz-H1> Al
i=1

[e’s}

S i W~

n

11+

=1

n

11+

1=2

<|Ifll, -

o]
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where the first inequality holds due to the forth relation and the second one follows
by the inductive assumption. O

The lemma below shows that any difference of two (distinct) monomials in R =
Z[X]/(X?% 4+ 1) is of a special form and also has a small norm. The lemma will be
useful when we make use of “monomial challenges” [BCK ™ 14] in our protocols.

Lemma 3.20 (|[BCK"14, Lemma 3.1]). For 0 <4,j < 2d — 1, all the coefficients of
2(X— X)L € Z[X]/(XT41) are in {—1,0,1}. This implies that H2(Xi - Xj)_lH <
V.
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Chapter 4

Multi-Shot Algebraic Proofs and
Applications

As discussed in the previous chapters, it is not an easy task to design efficient lattice-
based ZKPs that can prove complexr non-linear relations. It seems even harder to
make such proofs one-shot, where one is restricted to working with exponentially
large challenge sets with possibly much less control. Therefore, as an initial step,
this chapter investigates the design of algebraic proofs that do not necessarily reach a
negligible soundness error in a single protocol execution. This investigation forms an
important stepping stone in understanding the precise challenges that arise when one
is concerned with proving non-linear relations. More precisely, this chapter studies
multi-shot algebraic ZKPs that can prove non-linear relations.!

We first start with introducing new technical tools for the design and analysis
of many-special sound protocols in Section 4.1. In order to understand the security
requirements of such protocols, it is important to study the norm of an extracted
witness, which is done in Section 4.1.2 for the monomial challenges. Then, with these
new tools available, we show how to construct binary and one-out-of-many proofs in
Section 4.2. Having these ZKPs as building blocks, we introduce a ring signature
scheme based on standard lattice assumptions in Section 4.3.

Throughout this chapter, the commitment scheme is always instantiated with
HMC in HNF.

4.1 New Technical Tools for Lattice-Based Proofs

In this section, we present a collection of technical tools we use in our constructions
in this chapter. These new tools may be of independent interest for future works on
algebraic lattice-based zero-knowledge proofs and signatures.

4.1.1 Proving a value binary in R,

We first show a lemma that, in particular, enables one to guarantee that b € R, is a bit
when the equation b-(1—b) = 0 holds over R,;. Our lemma does not put any additional
assumption on ¢ but its size, which enables one to use fast computation algorithms
such as the number-theoretic transform (NTT) with ¢ = 1 mod 2d. In particular,
we do not need number theoretic conditions on ¢ that makes NTT less efficient. For
example, such a condition is imposed in [{PLNS17] to ensure the invertibility of small
elements in R,.

Lemma 4.1. For b € R, = Z,[X]/(X¢+1), if b- (a — b) = 0 over R, for some
positive integer o, and ||b]| + a < /g, then b € {0,a}.

!This chapter is mainly based on [ESST19).
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Proof. Since ||b|| +a < /g, we have ||b]| < \/q. Then, we get
16+ (@ =b)l| , < (Il - fler = bl < []b]] - (lIoll + @) < V- Vg =g

Therefore, b- (o — b) = 0 holds over R. Since X? + 1 is irreducible over Q, we get
be {0,a}. O

We remark that above we essentially use the fact that R is an integral domain.
This is in particular true for our choice of R since X%+1 is irreducible over Q, but the
result also generalises to any other integral domain rings (for instance, Zy[X]/(f(X))
for other irreducible f’s).

4.1.2 Bounding the extracted witness norm for monomial challenges

Consider a ¥-protocol where the prover’s initial commitments are Ay, A1, ..., A, (k>
1), and he responds with (f,,7,) for a given challenge x by the verifier. Then, the
verifier checks whether Ag + A1z + Asz? 4 --- 4+ Aga® = Com(f,;r,) holds where
Com is a homomorphic commitment scheme. Now, suppose Ay is the commitment of
prover’s witness and that the extractor obtains k£ + 1 accepting protocol transcripts
for the same initial commitments, represented as follows.

1 = x(Q) T 95]5 Ao COm(.f;vo;Txo)
ooy af - af Ay - Com(fy,;7e,)
1 oz a2 - a2k A Com(f,,;7z,)

Here, the matrix on the very left is a Vandermonde matrix V', and the extractor can
recover a possible opening of A, via multiplying both sides by V! if exists, due to
the homomorphic properties of the commitment scheme. Recalling from Section 3.3.5,
the inverse matrix V! has the following form:

(.’Eo—.’l?l)(mo_fQ)“'(Io—Ik) (mo—rl)(ml_f2)"'(zl—zk) (mo_mk)(m_If)m(mkil_xk)

(mo—x1)(@o—z2) - (To—28) (To—a1)(@1—T2)(T1—Tk)  (To—ak)(@1—Tk)(Th—1—Tk) : (41)
-1 (-y*

(wo—z1)(wo—m2)-(Wo—wk)  (wo—w1)(w1—w2) (T1— W) (@o=ak) (@1 ~ax){k-1-ox)

where * denotes some element in the domain. Our main protocol to be described has
this structure and, therefore, the Vandermonde matrix inverse plays a crucial role in
the witness extraction. In particular, if we denote the entries in the last row of V!
by aq, . ..,ar (from left to right), we have

k k k
Ay = ZajCom(ij;rxj) = Com Zajij;Zajrxj =: Com(Mext; Text) (4.2)
j=0 =0 5=0

These arguments tell us that we need to make sure V! exists in the first place,
which follows from the invertibility of pairwise differences of challenges. What is more
important in the case of lattice-based proofs is that a;’s (and, in general, the entries
in V1) must have small norm so that extracted witness (particularly, (Mext; Text)) is
a valid opening (of Ag). To that end, we choose the set of monomials as the challenge
space and, thus, can make use of Lemma 3.20 to bound the entries in V™', which
brings us to our first method below. In the rest, we focus on the last row of V71,
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which is enough for our purposes, but our results can be extended to the cases related
to the other entries of V1.
Method 1

Taking the first entry ag as an example, we have

A 2k 2 2 2
(xo — x1)(wo — w2) -+ (¥o — TK) X0 — X1 To— T2  To— Tk

For monomial challenges, using Lemma 3.19 and Lemma 3.20, we get

k
2
[2*oo]| = 1T
im0 T

Since all the entries in the last row have a similar form and the bound does not depend
on the particular choice of monomials, the same bound holds for all entries in the last
row of V1. Note that V1 exists over R, for odd ¢ (though may not have small
entries) since 2 is invertible for such ¢q. We summarise these results in the following
lemma, whose proof follows from the above discussion.

. (VQ)k_lf[lH%m_mi)lH < (\/g)’“_l (\/@k:d;ﬁo.s.

Lemma 4.2. For k € Z", let v, = X* € R=7Z[X]/(X¢4+1) for0 < w; <2d -1
and 0 <1 < k. Define the Vandermonde matrix V' of dimension k + 1 where i-th row

is the vector (1, xi,x?, el xf) Then, V is invertible over Ry for odd q, and for any

entry a; (0 < j < k) in the last row of V™!, we have H2kajH < k=05,
Using Lemma 4.2, we can now summarise the main result of Method 1.

Lemma 4.3. For the extracted opening (Mext, Text) of Ak in (4.2), we have

[ < G 1) g ] and [[2Fmen| < 1) g |1,
Proof.
k
Hriext = ;Qkajrmj <(k+1) 'org?gxk H2kajr$j
< (k + 1)V max, 2%, e [, || < (k+1) - max || (49
A similar result follows analogously for meys. O

This initial attempt succeeds, but the result may not be optimal. Thus, we deepen
our analysis to get a tighter bound.

Method 2

We observe that all entries in V=1 are constructed by challenge values, which are
public. Therefore, independent of a protocol run, anyone can take a set of challenges
and compute, in particular, ‘QkajH for any entry «; in the last row of VL. The
important part here is that one can efficiently indeed iterate through all the possible
challenge sets (to be used in witness extraction) if the challenge space size and k are
not too large. This means anyone can compute a global bound By on H2kaj” for
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any given k and d independent of the index j and the challenges used in the witness
extraction.

Observing from (4.1), the total search space will be of size at most (k4 1) - |C|F*!
where |C| = 2d denotes the monomial challenge space size. However, note that,
assuming w.l.o.g. i > 7,

Jx? = X971 = | x2i - x| = - X7 (4.4)

since multiplication by a monomial in R simply performs a nega-cyclic rotation of the
coefficients. Therefore, for any given k, it is enough to iterate through all subsets of

{1,...,2d — 1} of size k, and compute HH 2(1 - X“’)_IH for such a given subset

weUy
Uk. As a result, the search space size is reduced to (|C|k_1). In our parameter setting
for practical ring sizes of N < 22, we have k < 3. Therefore, for example, for d = 64
and k = 3, this requires only (127) < 2184 jterations to be performed only ever once.
Below is the result of Method 2, where the proof follows by replacing maxo<;< [|2¥ ;|
in (4.3) by By .

Lemma 4.4. For the extracted opening (Mext, Text) of Ak in (4.2), and any given d
and k, there exists a constant By < dF*=9% and an algorithm to compute By with
a running time at most (k — 1) - (2d 1) polynomial multiplications in R, and (Qdk_l)
Euclidean norm computations of degree d polynomials such that

H2krext <(k+1)- Vd - Ba - max erj

, and (4.5)

<(k+1)-Vd- By - max fo]

k
H2 Mext

Method 3

The above two methods give us ways to bound the extracted witness length inde-
pendent of a protocol run. The question one may also ask is “How much additional
information can we use from a protocol run?”

Assume that the prover’s response follows a discrete Gaussian distribution, i.e.,
Ty < DI for some s € RT,m € Z*. Instead of bounding ||2*a;|, we bound
H2kaj'rxj H for all j’s. The product 2kaj'rmj can be represented as (Rot(2Fa;) @ I,,) -
Coeff(ry,) = Coeff(28a;r,,) where ® denotes the Kronecker product. Let us denote
R; = Rot(2"a;)®I,. Since Coeff(r,,) < D¢, by Fact 3.11, we have R;-Coeff(r,,) €
DZ%T' Hence, by Lemma 3.13, with high probability, we get

HCoeff(Qkajrxj)H — ||R; - Coefi(r,,)|| < o1(sR] )Vmd = o1(R;)sV'md, ~ (4.7)

if O'n(SR;r) > ne(Z™4), which can be easily satisfied as shown in the proof of Lemma
4.5 below. We can now summarise the main result of Method 3 as below.

Lemma 4.5. Let roy = Z?:o a;Ty; be the randomness opening of Ay as in (4.2).
Assume that s > 6, d € {4,8,...,512} and md < 232, Ifry, D™ for all0 < j < k,
then with probability at least 1 — %2_’”‘1 for e =27128,

k
H2 Text

<(k+1)- max o1(S;) - sV'md, (4.8)

where S; = Rot(2%a;) for j =0,... k.
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Proof. By Fact 3.10, 0n(R] ) = on(R;) = 04(S; ® Ip,) = 0n(8;) for any 0 < j < k.

Again, by Fact 3.10, we have

s e[ 1T rot(-22)) = 11 oo (o (=22)).

1=0,i#] 1=0,i#j

We have verified by computation that o, <Rot ( 2 )) > 1 for any pair of monomial

Cl?]'—l'i
challenges z;, x; and any d € {4,8,...,512}. As a result, an(R;r) > 1 is always
satisfied with the given assumptions. Thus, using Fact 3.10 and Fact 3.12, we have

on(sR;) >s- O'n(R;r) > 6> n(Zm7).

Since 01(S;) = 01(R;) by Fact 3.10, the rest follows from Lemma 3.13 as sketched in
the description of Method 3. O

Similar to the idea in Method 2, one can iterate through all §;’s and compute a
global bound Sy, on possible 01(S;)’s for a given d and k. When 7, « D we
have erj H < sv/md (up to a small constant factor) by Lemma 3.13. As a result, we
may reduce the comparison of the three methods to the comparison of the values d*
(Method 1), B/,, = Vd By (Method 2) and Sz (Method 3).

However, there is an important detail in Method 3: it only works when the prover’s
response follows a discrete Gaussian distribution and the verifier cannot simply check if
that is the case. To solve this problem, we introduce a new tool called, Pseudo Witness
Extraction in Algorithm 4.1. If Algorithm 4.1 is used in protocol’s verification with
an input bound S, then H2kreXtH < (k + 1) must hold. Hence, when the prover’s
responses 7,’s are from DM setting B = Sd,kS\/an ensures both that an honest
prover’s proof will be accepted and also that the extracted randomness will satisfy
the norm-bound as in Lemma 4.5.

In Table 4.1, we provide a comparison between the three methods introduced. As
can be seen from the table, as k increases, the advantage of Method 2 and Method
3 over Method 1 grows larger. There are also obvious patterns that can be observed
from the table such as Sq /B, ~ V2 for any d and k. We leave the investigation of
these behaviours as an open pfoblem. For larger values of k, for which it is infeasible
to search the whole space, one can use Lemma 3.19 to upper-bound By, (as By, is an
upperbound on the norm of a product of polynomials) and Fact 3.10 to upper-bound
Sk (as Sqx is an upperbound on the singular value of a product of matrices). These
still give better results over Method 1.

Algorithm 4.1 Pseudo-witness-extraction

Input: a vector r; a challenge z¢ € C; an integer k > 1; a norm bound 3 € R™
1: for each k-tuple (x1,...,71) € C¥ s.t. xg # 21 # --- # 13, do

2 Tpext = [H?Zl 2o — ;)" -

3: if || 7p-ext|| > B, then return False
4
5

: end for
. return True
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TABLE 4.1: Comparison of Method 1, Method 2 and Method 3. * indicates that only a subset
of the whole search space has been iterated through.

k=2 k=3 k=4
d [[log(d")[log (B} ;) [log(Sa.r) [log(d")[log(B} ;) [log(Sa,x) [log(d")[log (B ;) [log(Sa.x)
6] 8 721 | 670 | 12 956 | 9.06 | 16 | 11.92 | 11.42
32| 10 921 | 870 | 15 | 1255 | 1205 | 20 | 1590 | 15.40

64 12 11.21 10.70 18 15.55 15.05 24 19.90 19.40
128] 14 13.21 12.70 21 18.55 18.05* | 28 23.90* | 23.40*
256|| 16 15.21 14.70 24 21.55 21.05% | 32 - -

4.2 Multi-Shot Sigma Protocols from Lattices

Now that we have established various tools that can be used in the witness extraction
of algebraic protocols, we apply these techniques in ZKPs for important relations. The
starting point of the protocols to be described is the works by Groth and Kohlweiss
[GK15] and Bootle et al. [BCCT15]. However, as mentioned in Section 2.1, these
DL-based proofs do not easily extend to the lattice setting, and one needs special
tools as those introduced in the previous section.

4.2.1 Y-protocol for commitment to a sequence of bits

In this section, we describe a lattice-based Y-protocol showing that a commitment B
opens to sequences of binary values where the Hamming weight of each sequence is
exactly one. Let N = ¥ > 1 and r,# € Ry, and define the relations to be proved in
Definition 4.6.

Definition 4.6. For positive real numbers T and T, we define the following relations
to be used in Protocol 4.1.

Rin(T) = { ((ck, B), (b0, -+ s be—1,5-1,7)) = [P <T A (bji €{0,1} V3, 4) }
m A B = Comygy (1)070, . 7bk—1,ﬁ—1§ T) A (ZZB:_Ol bjﬂ' =1 Vj) '

Ry (T) = ((ck, B), (80,05 -1 br-1,5-1,7)) = [IF < T A (bji € {0,1} ¥j,4)
bin A 2B = Comg (260, - -, 205 _15-1; 7) A (X0 bja=1Y) |

Remark 4.7. The conditions on the norms of r and ¥ in the relations Ry, and R{)in
play a very crucial role, and is one of the main differences of a lattice-based zero-
knowledge proof over its classical counterpart. Without that control, one cannot easily
tie the security of the protocol to a hard lattice problem.

In the protocol, we first prove that each value in the sequences is binary, and then
that the sum of each sequence equals one. This guarantees that there is only a single
1 in each sequence. The idea behind proving a value binary works as follows. Let b
be the value we want to prove binary. Given a challenge x, the value b is multiplied
by x and the resulting value is masked by a as f = x - b+ a in the protocol (Step
10 in Protocol 4.1). Now observe that f - (z — f) = b(1 —b) - 2% + a(l — 2b) - x — a?
and proving that the coefficient of x? is zero implies that b(1 — b) = 0. Then, using
Lemma 4.1, for a sufficiently large g, this statement over R, implies that b is binary.

Similar to [BCK'14], we make use of an auxiliary commitment scheme aCom
(which is assumed to be hiding and binding) in order to be able to simulate aborts
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Puin((ck, B), ({bj.i}5 25" "))

Voin(ck, B)

d
1:a0,1,...,0k-1,8-1 < D¢1\/E
v {=B,..., B}

2

md
3: Ta,rd(;D(bZB\/ﬁ
4:for j=0,...,k—1do

B—1
5 aj,o:*§ GG
i=1

6: A = Comer (a0,0,---;ak—1,8-1; Ta)
. _ k—1,8—1,
T C = Comck ({ajyi(l — 2bj7i)}j,z’:0 ; TC)
8: D= COka (—G/gyo, ey —ai,lﬁ,l; 'I"d)
9: (Ca,da) = aCom(A, C, D)
Ca
r = X"

10: fjo=x-bji +a;: Vj,Vi #0
f1:==o1,-- s fr—1,8-1)

b1 :=(bo,1,-.-,b6-1,8-1)

11: Rej(fl,wbhéf)l’\/g)

12:zp =2 T+ 17,

13:zc =z 1.+ 1y

14: Rej((zb, 2c), 2(r, 7c), ¢2, BV2md)

f0,17"'7fk7—1,ﬂ—13
Return L if aborted. dy, A, C.D, 2y, =

w<{0,...,2d -1}

1:for j=0,...,k—1do

B—1
fio=2— Zi:l fii
3: (Ca,da) = aCom(A, C, D)

N

4 || fiill < 5¢1Vdk V5,Yi# 0

N fy0ll < 561/dk(B—1) Vj
szl llzell < 2v2¢2Bmd
f=(fo,0,-- s fr—1,8-1)

g :={fiile— i)} 25"
T:xB+ A . Comcy, (f; 2zb)

(]

[0

8: xzC + D 2z Comcr (g5 zc)

ProTOCOL 4.1: Lattice-based X-protocol for Ry, and Ry, .
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in the proof of zero-knowledge property.” One can treat aCom as a random oracle.
However, if aCom is computationally binding, then the soundness of the protocol
holds under the respective assumption and similarly if it is computationally hiding
[BCK™14]. The full protocol is described in Protocol 4.1, which will later be used
in the one-out-of-many proof. The parameters ¢1, @2 control the acceptance rate of
two-step rejection sampling and can be adjusted as desired.

Remark 4.8. The way the rejection sampling is done in Protocol j.1 allows us to
sample f;;’s from a narrower distribution, and to make their norm smaller. This as
a result weakens the condition on the size of q.

We summarise the result of Protocol 4.1 below.

Theorem 4.9. For T = (2d + 2) (5*¢3d3k3B(8 — 1) + 1263B°m2d2)"*, assume that
the commitment scheme is T-binding and also hiding (i.e., M-LWEy;,_p, n ¢ 8 s hard).
Let d > 7, md > 86, and q > (10¢1d+\/kd(B — 1) + 2)2. Then, Protocol j.1 is
a 3-special sound L-protocol (as in Definition 3.6) for relations Ryin(Bvmd) and

! (4202 Bmd?) with soundness error 1/d and a completeness error 1 — m
for u(+) defined in Lemma 3.16.

Proof. Completeness: By Lemma 3.16, prover responds with probability statisti-
cally close to 1/(u(¢1)p(¢2)), and distributions of f;;’s (i # 0) are statistically close
to D¢1\/E and that of zp, z. are statistically close to D@B\/m since

|(z-bogs- sz -bp151)| <VEk, and |(z-r,z-7.)| < BvV2md.

Since the standard deviation of all sampled discrete normal coefficients are much larger
than 6, the sum of discrete normal samples behave as in the continuous case by Fact
3.12 and Lemma 3.14. That is, the distribution of Ziﬁz_ll fji is statistically close to
. Therefore, if the prover does not abort, and since d > 7 and md > 86,
100

d
D¢1 k(B—1)

by Lemma 3.15 except with probability at most 27", we have,

Il <5-¢1VE-Vd=5¢Vdk,  Vje0,k—1],Viel[l,B-1],
B—1

2= fil <5 01VR(B 1) Vd=561/dk(B — 1), Yje [0,k 1],
=1

and || zp]| , | zel| < 2-¢2BvV2md-v/md = 2¢9\/2Bmd, proving the bounds on the norms.
The other verification steps follow via straightforward investigation.

SHVZK: Given a challenge x, the simulator outputs (aCom(0), z, L) indicating an
abort with probability 1 — 1/(u(¢1)p(¢2)). Otherwise, it picks C' < Ry, fji

d - . md
D(bl\/Eforall()gjSkz—landlgzgﬂ—l, andalsozb,zc%D@Bm.

Then, it sets fjo0 = = — Ziﬁ:_ll i for all 7 = 0,...,k — 1. Finally, it computes
A = Comg (f; z) — 2B, D = Comg, ({fji(x — fji)}ias 2ze) — «C and (ca,da) =
aCom(A,C, D) where f = (foo,...,frt—1,8-1)- It outputs the simulated transcript

(car 2, (das {fji}jo0im'+ A, C, D, 2, 2e)).

Note that the narrowest distribution where a randomness coefficient is sampled
from is U({—B,...,B}) and M-LWE,,_,, , 4 3 is assumed to be hard. Therefore, by
Lemma 3.3, all of the commitments are computationally indistinguishable from uni-

formly random elements in Ry. Hence, if the protocol is not aborted, the real and

1f50ll =

2In protocol’s application to a ring signature (and for other applications in general), simulation
of aborts is not needed as the protocol is made non-interactive.
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simulated transcripts are indistinguishable by Lemma 3.16 and the hiding property of
the commitment scheme. If an abort occurs, then the indistinguishability is satisfied
due to hiding property of aCom and the fact that the probability of having an abort
is the same for all x.

3-special soundness: Given 3 accepting transcripts, by the binding
property of aCom, we have the tuples (A,C,D,x, fo1,...,fk—18-1,2b, Zc),
(A, C,D,:):’,f(’)’l, . ,f]'c_lﬁ_l,zg,z’c), (A,C, D, 2", 6’71,..., 1:;/—1,[9—17zg7zf:/)~ Let f =

Gooneorferpr)s £ = Fboreo fors) £ = (Flgrmor flrpy) where
fi05 0+ fjo’s are computed as in the verification. Then, by Step 7 in the verification,

we have B + A = Come, (f; 2) and 2'B + A = Comgy, (f; 2). By subtracting the
equations and multiplying both sides by 2(z — z') ™!, we get

2B = Comg;, (2(z — 2)HF =) 2 — )Mz — zp)) =: Comgy, (3, 731)) .
This gives us openings of 2B as b = (130,0, .. 78.%—1,6—1) and 7. Note that

7o) = |2 = ) "Nz — 2}) || < V- [|2(z = 2) 7Y - [[(z5 — 21)]|
<d- H(Zb - zﬁ,)” < d-2-2V2¢oBmd = 4V 2¢oBmd?,

which proves the required norm-bound on the extracted randomness for Rj, .

We can also recover openings of 24 by computing a;; = 2f;; — = - EJZ and 7, =
2z, — x - . Similarly, by Step 8 of the verification, we get openings ¢;; and dj, of
2C and 2D, respectively, such that 2g;; = z¢;; + af” and g;; = fji(z — fj4). From
here, by multiplying the former by 2, we get

2: <$ “Cji+ dj,i) =2-2g;, =2 2f;i(x — f4)) = 2f5:(2x — 2f};)
= 0% [bja(2 = bia) | + @ 2500 = by)| - 2,
which implies
2 [bja(2 = bya)| + @ (2500 = bya) = 265] — a2, — 2d = 0. (4.9)

By Lemma 4.11 (further below), norms of the openings of 2A4,2B,2C,2D are all
smaller than T. By the T-binding property of the commitment scheme, PPT prover
cannot know other openings of 2A4,2B,2C or 2D. Thus, (4.9) also holds for the other
challenges 2’ and z” with the same a; ;, sz,i, iis cijyi’s. Then, we can write this system
of equations as

2

1 = =z _&?,i — 2d;;
1 x/// m///22 . de,ifl — bj,i) —2¢; | =0 over Rg.
1 2" bji(2—bj;)

The left-most matrix is a Vandermonde matrix V', which is invertible by Lemma 4.2.
Therefore, we get b;;(2 — b;;) = 0 over R,. Further, we have

= |2z = 2") "' (fyi = Fiall < V- (12 = 2) 7| || fr = fall
<d-||fii— fial| <d -2 (561\/dk(B — 1)) = 10¢1d\/dk(B — 1).

”
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2 . 2 .
Since ¢ > (1001dy/dh(5 = 1) +2) " = ([[bya] +2)", we have bj; = 285 for by €
{0,1} by Lemma 4.1. Moreover, by construction, for all j =0,...,k —

)

B—1 B—1 B-1 p-1
2$222fj,i:x'z2bj’i+zdjl 27 - Zb], —i—ZaJ,
i=0 i=0 =0

If this is true for 2 distinct challenges x and 2/, then Zfz_ol bji = 1 for all j =
0,...,k—1 as desired. Finally, since the protocol is 3-special sound and |C| = 2d, the
soundness error is 2/(2d) = 1/d. O

As evident from the discussions on lattice-based commitment schemes in Section
3.2.2, it is important to keep track of the norm of an opening of a commitment. For
Protocol 4.1, we do that in the following lemmas.

Lemma 4.10. The vector g defined in the verification of Protocol 4.1 satisfy the
following ||g||* < 5*¢*dPk*B(5 —1).

Proof. Since x is a monomial, we simply upper-bound ||z — f;;|| by | f;.|| below.

2_k—1,871 e k—18-1 o e
lgll —Zznfw(a’ fia)ll™ < szllfwll |z — fill
j=0 i=0 j—O i=0
k—1p-1
=> > dllfil* e = fral? +Zd||fjo|| lz = £ioll?
]ZOZ 1
k—16- 2 2 k-1 2 2
< }{jjijti(s¢1x/EE) (501vdR) + > d(561Vak(B 1)) (561/ak(8 — 1))
j=0 i=1 Jj=0

< dk(B—1) (5¢1\/%)4 + dk (5¢1 k(B — 1))4
= 5' 61’k (8 — 1) + 5% ¢1d°k (8 — 1)
= 5191’k B(B — 1)
]

Lemma 4.11. The opening (ci, 7q4) of 2D in the special soundness proof of Protocol
4.1 satisfy the following

H (d, 7q) H < (2d+2) (5*61 K38 — 1) + 1262B2m>d?)"”

Furthermore, the same bound applies to the openings of 2A,2B and 2C.

~

Proof. For distinct challenges x and 2/, recall the opening (b, #;) of 2B in the special
soundness proof of Protocol 4.1. We have

~

b=2x—a2 )N f—f) and 7, =2(x—2)" (2 — 2}). (4.10)
Similarly, recalling the opening (@, #,) of 2A, we have

a=2f —zb and 7, =2z, — 1. (4.11)
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TABLE 4.2: A summary of identifiers for Chapter 4.

Notation ‘Explanation

N = gk the number of public commitments for one-out-of-many proof
(or the ring size for the ring signature)

15} base for the representation of user indices
q an odd modulus
d ring dimension (i.e., R, = Z,[X]/(X? + 1))

k-B the number of packed messages in a commitment
m the dimension of randomness in a commitment (i.e., r € R")

nx (m + kf)|public commitment key dimensions (i.e., G € RZX(erk’B))

nx1 commitment dimensions
B maximum absolute coefficient of a uniformly chosen fresh randomness
r number of protocol repetitions to achieve negligible soundness error
4 prover’s index with 0 < /< N — 1
C challenge space with C = {X¥ : 0 <w <2d—1}

o1, P2 parameters controlling the acceptance rate of rejection sampling

Following the same procedure using the last verification step of Protocol 4.1, we can
get the following openings (&, #.) and (d,#4) of 2C and 2D, respectively,

(&7c) = (2(z —a") g — g),2(z — 2') " (zc — 20)), (4.12)
(d,7q) = (29 — ©é,2z. — xF.). (4.13)

We bound the norm of (d,#4), which also involves bounding the norm of (&,#.).
Without loss of generality, assume that [|g|| > ||g’| and ||z.|]] > ||z.|. We use a
stronger bound from Protocol 4.2 (to be described in Section 4.2.2) in order to bound
||zc|| below. This way, we can make use of the same result in both of the protocols.

| 70)| = lI2g - we, 220 — a)| < l(29, 220)]| + || (w8, 07)]
<2||(g, z)l| + lI(@&.70)]
= 2|(g, zo)l| + || (2(z — ') Mg — ¢). 22 — 2) Nz — 2|
< 2||(g, z)| + Vd|[2(z — ') | ||((g — 9). (ze — 20))]
< 2|(g, z)[| + 24 (g, =)

1/2
< (2d+2) (54¢‘1*d3/@35(ﬁ -1)+ (2\/§¢28md) 2)

= (2d+2) (54¢411d3k‘35([3 1)+ 12@%327712612)1/2 .

(4.14)
The bounds on openings of 24 and 2B are clearly weaker as they only involve f;;’s
whereas opening of 2D involves the products f;;(x — f;)’s as part of g. O

4.2.2 One-out-of-many protocol

We are now ready to describe our main protocol. Let d;; denote the Kronecker’s delta
such that 0;; = 1 if j = 7, and J;; = 0 otherwise. The prover’s goal in the protocol is
to show that he knows the randomness within a commitment to zero among a list of N
commitments. The commitments other than the prover’s need not be commitments to
zero, i.e., there is no need to assume that they are well-formed. Similar to the previous
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works [GK15, BOCCT15], we assume that the number of commitments satisfy N = g*,
which can be realised by using the same commitment multiple times until such an N is
reached. Let ¢, be the prover’s commitment for 0 < ¢ < N—1,and L = {cp,...,cn-1}
be the list of all commitments. The main idea is to prove knowledge of the index ¢
such that Zf\;l d¢ici is a commitment to zero. Note that d§p; = HJ (55]7ZJ where
0= (ly,...,lk_1) and i = (ip,...,ix_1) are representations in base f. The relations
for the protocol are given in Definition 4.12 and a set of identifier are given in Table
4.2.

Definition 4.12. For positive real numbers T and T, we define the following relations
to be used in Protocol 4.2.

_ | ((ck,(co,- - en-1)), (6,7)) = (ci € Ry Vie[0,N —1]) A
RI/N(T)_{ EE{OO,...,Z]\\;—ll}/\ |]r\|<7’/\cz Comgg, (05 7) }
A ((ck, (coy. .. en—1)), (L, 7)) : (ci € Ry Vie [0,N —1]) A
in(T) = { (e {00,...,NN—11} AR <T A 2’6@ Comgy, (0; 7) }

For each 0 < j < k — 1, the prover commits to a sequence ((ng,o, ey 543.75_1) and
proves that it is a binary sequence with Hamming weight one using Protocol 4.1. As
given in Protocol 4.1, the prover responds with f;; = x - d¢, ; + a;; upon receiving a
challenge . Now, let us concentrate on the product H?;é fji; = pi(x). Observe that
for alli € {0,...,N — 1},

k—1

k—1 k—1 k—1
pl(CL‘) = H (:C(sgj’lj + am) = H x&j,ij + Zp@j(l}j = (5@711”6 + Zpi,jl’j; (4.15)
=0 =0 =0

J=0

for some coefficients p; ;’s depending on ¢ and a;;. This means that p;;’s can be
computed by the prover before receiving a challenge. Now, since d,; = 1 if and only
if i = £, the only p; of degree k is py. Then, the idea is to send some F;’s in the initial
message, which will later be used by the verifier to cancel out the coefficients of low
order terms 1,z,...,2" 1 and the coefficient of 2* will be Zi]i_ol d¢4¢i = ¢4, which
corresponds to the prover’s commitment. The full protocol is described in Protocol
4.2, and its results are summarised in the following theorem.

Theorem 4.13. For T = (2d+2) (5*¢1d*k*B(8 — 1) + 12¢%Bzm2d2)1/2, assume that
the commitment scheme is T-binding and also hiding (i.e., M-LWE,_p n.q8 s hard).
Let d > 7, md > 86, and ¢ > (10¢1d+\/dk(B3 — 1) + 2)%. Then, Protocol /.2 is a
(K" +1)-special sound X-protocol (as in Definition 3.6) for the relations Rl/N(B\/m)
and R’I/N(2\/§q§26md~ (k+1)-d*) with a soundness error % and a completeness error
1—1/(u(e1)u(@2)) where k' = max{2,k} and u(-) is defined in Lemma 5.16.

Proof. Completeness: Note that multiplication by  in R, simply performs a nega—
cyclic rotation of the coefﬁ(nents of a polynomial and thus the distribution of Z =0 Ly p;j
is statistically close to D" o B Jamd by Lemma 3.14. From here the bounds on the norms
of each component follow similar to the completeness proof of Theorem 4.9.

All the remaining but the last verification steps also follow straightforwardly. To
prove that the last verification step holds for honestly generated values, we have, for
Cyp = Comck (mz; ’I‘),

N-1 (k-1 N-1 k—1

H Jii; ZE 2l = Z pi(x (Z pi,j¢i + Comgy, (0 pj)>

i=0 \j=0 = Jj=0
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P(Cka (CO7 ) CN—1)7 (67 ’I")) V(Ck7 (007 s 7CN—1))
vy — {—B,...,B}™

10 = (000,0,---+0¢,_1,5-1)

: B = Comgy, (8; 7p)

: A,C,D,r. < Poin(ck, B, (8, 7))[1 — §]
:for j=0,...,k—1do

md

Pj D¢2B\/3md/k

N-1

7. E; = Z pi,jci + Comeg (0§ Pj)

1=0

o O & ©® 0 =

using p; ;’s from (4.15)
8: (cq,dqs) = aCom(A, B,C, D, {E;})

Ca

=X w« {0,...,2d— 1}

9: f1,2p, Zc < Prin(z)[10 — 13]
k—1

cy =gk — J.
10:z=2"-7r Zx P;
§=0

11 Rej((za Zb, zC)? (xkr,xr(,,xrc), ¢27B v 3md)
daaflaBaz7{Ej f;(]i

Return L if aborted. R:= (A,C,D, 2, 2.)

1: Vuin(ck, B, z, £, R)[1,2,6,7] = 1
2: (ca,dy) =aCom(A, B, C, D, {E;})
3 1 fall < 56:1Vak W, ¥i £ 0
4 | fioll ; 51/ dk(B — 1) Vj

?
5: |z, Izl llzell < 2v3¢2Bmd

N—-1 (k-1 k—1
f.Nj G — EJ‘r
j=0

6: Z
i=0 \j=0

< Com,y, (0; 2)

for i = (i07 N ,’L'k,]_).

ProTOCOL 4.2: Lattice-based X-protocol for R;,x and R’I/N.
Poin(ck, B, (8,74))[1 — 8] denotes running the same steps from 1 to 8 done by P, in
Protocol 4.1. Similar notation is used for Vyi,. 7 and 74 in Phin(ck, B, (d,7p))[1 — 8] are
drawn from DZZdB VA instead of Dgﬁg Norrhi the rejection sampling is now done on a
(3md)-dimensional vector.
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N-1 k—1N—1 k—1
=Y pi@)e=> > pijeia’ = al - Come, (0; p;)
i=0 j=0 i=0 §=0
N-1 k—1 k—1
= ¢ | pi(z) — ) pijz’ | — Za;] - Comgy, (05 p;)
i=0 3=0 j=0
N-1 k—1 k—1
k j k j
= ;0" — 27 - Comyy, (0; pj) =a" ¢ — Z:UJ - Comygy, (0; pj)
i=0 §=0 j=0
k—1
= Comyy, | 2*my; 2Fr — Zatjpj = Comygy (:ckmg; z) = Com (0; z) if my =0.
=0

SHVZK: Given a challenge x, the simulator outputs (aCom(0), z, L) indicating an

abort with probability 1 — m Otherwise, it picks B,C, E1, ..., Ey_1 + R!

and fj; « DZ JE forall0<j<k—1land1l<i<f—1,and also picks z, zp, 2. +
1

D;ﬁgm. Then, it calculates fjo = = — Ziﬂz_ll ji forall 0 < j < k-1, and

computes Ey so as to ensure that the last verification equation is satisfied. Similarly,
it computes A and D so that the corresponding verification equations are satisfied.
Then, it calculates (cq,dq) = aCom(A, B,C, D, {E; ;:é) and outputs the simulated
transcript

(ca» @, (da, { fi}izo, A, B, C, D {E; Y24, 2, 25, 20)).

Note that the narrowest distribution where a randomness coefficient is sampled from
isU({-B,...,B}) and M-LWE,,,_,, , 4 5 is assumed to be hard. Therefore, by Lemma
3.3, all of the commitments are computationally indistinguishable from uniformly ran-
dom elements in Ry. Hence, if the protocol is not aborted, the real and simulated
transcripts are indistinguishable by Lemma 3.16, the hiding property of the commit-
ment scheme and the fact that A, D, Ey are uniquely determined by the verification
equations given all the other components in both the real proof and the simulation.
If an abort occurs, then the indistinguishability is satisfied due to hiding property of
aCom and the fact that the probability of having an abort is the same for all .

(k' + 1)-special soundness: Assume that k& > 1. Given (k + 1) distinct challenges
xo, . .., Tk, by aCom’s binding property, we have (k + 1) accepting responses with the

same (A, B,C, D,{E;}). Suppose that ((f](g), z(o)), ce (fj(ﬁ),z(k))) are produced. We
first use 3-special soundness of Protocol 4.1 to extract openings IA)N- and a;; of 2B and
2A, respectively. We can also obtain b, ; such that I;jz = 2b;;, and it is guaranteed that
bj; € {0,1} and Zf;ol bj; = 1. From here, we can obtain the digits ¢; by choosing
{; = i* for which b;;» = 1. Then, we construct the index ¢ as £ = Z?;& ﬁjﬂj.

Using bj77; and CAL]'J', we can compute ﬁz (CC) = 2k Hf;é fj,ij = Hf;é 2f]'7l'j = Hf;é (CC :

2bj; + aji;). Note that py(x) is the only such polynomial of degree k in z by the
construction of £. Thus, the last verification step, when both sides are multiplied by
2k can be rewritten as SNt pi(x)e; — SSFC ok Ead = C 0; 2F2). S i

, o Di(x)e ijo ja) = Comygy, ( : z) . Separating
the term of degree k with respect to x, we get

k—1
" 2¢+ Y Ejad = Comy, (0; 2kz> , (4.16)
=0

where Ej’s are the coefficients of the monomials 27 of degree strictly less than k. Now,
we know that (4.16) holds for distinct challenges xo, .. ., zx, which can be represented
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as a system of equations where xg, ..., x; form a Vandermonde matrix V as in Section
4.1.2. From the discussion in Section 4.1.2, V' is invertible and we can obtain a linear
combination «y,...,a; of copies of (4.16) with respect to different challenges that
produces the vector (0,...,0,1). This gives

k k—1
ke = Zae ack 2o + ZE x] = Comygy (O 2 Zae ) . (4.17)

e=0 7=0 e=0

An opening of 2k¢, to the message 0 with randomness rex = 2k Z];:O aez(e) is ob-
tained. The bound on the norm of rqy for T\’,’l N follows easily by Lemma 4.3.
Finally, we assumed that k > 1. If kK = 1, then we still need at least 3 challenges
to be able to prove special soundness due to the 3-special soundness of Protocol 4.1.
Thus, Protocol 4.2 is (k' + 1)-special sound for ¥ = max{2, k}, and since |C| = 2d,
the soundness error is k’/2d. O

It is easy to see from the definition of R/ N that the norm of the extracted ran-

domness, and thus the size of ¢, grows with d* = d'°2s N If one is to rely on Ring-SIS
and use a base § = 2, then this growth would be very rapid, yielding a very inefficient
scheme. This justifies our choice of working with M-SIS problem and choosing large
base values 8 as given in Section 4.3.4. As discussed in Section 4.1.2, the bound on
|rext|| can be tightened using Method 2 or Method 3.

4.3 Application to Ring Signature

Let N = 8* for 2 < 8 < N, and n, m be fixed positive integers. As a single run of
Protocol 4.2 does not provide a small enough soundness error, suppose that r non-
aborting executions of Protocol 4.2 gives negligible soundness error of 27,

Recall that a single run of Protocol 4.2 produces an accepting transcript with
probability 1/(u(¢1)u(p2)). Therefore, when it is repeated r times, the overall accep-
tance rate reduces to 1/(u(¢1)u(d2))", which is too small. Therefore, we introduce
the tweaks below to Protocol 4.2 in order to get an overall completeness error of
1—1/(u(¢1)(p2)) for the r-repeated protocol.

4.3.1 Tweaks for r-repeated protocol

First, we apply the rejection sampling to r-concatenated vectors at once. That is,

it is applied on (f1,..., f1) and (2%, 2}, 2L, ... 2", 27 27). Thus, we need to sam-
. d ; md
ple fji < Di, s (i # 0) and z,zp, 2. Dlwm and hence require ¢ >

(10¢1d+/dkr(B — 1) + 2)? as in Assumption 4.14 below. Furthermore, since the ex-
tracted randomness norm will be larger, the relation R} /n becomes R /N (24 3rBmd-

(k+1)-d*) and the commitment scheme is required to be binding in a larger domain.
Therefore, the commitment scheme is set to be T7-binding for

= (2d + 2) (5 dBEPB(B — 1)r2 + 1263B8°m2d2r) /7.

Note that these tweaks do not affect the soundness error of individual protocol runs
as the extraction still works with k + 1 accepting transcripts. Only the extracted wit-
ness norm is increased since the bound on ||z|| changes from 24v/3Bmd to 24+/3rBmd
in Protocol 4.2.
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4.3.2 Construction

We now describe our lattice-based ring signature, which similarly builds on the one-
out-of-many proof as in [GK15, BCCT15|. We summarise the assumptions on the
parameters in Assumption 4.14, and let CMT = (A, B,C, D, {Ej}jf;é) and RSP =
({fj,i}f;é’fzzl, z, zp, Z¢) be the corresponding values from Protocol 4.2.
Assumption 4.14. Assume d > 7, md > 86 and q > (10¢1d+/dkr(5 — 1) + 2)%.

e RSetup(1?) : Run G + CKeygen(1?) and pick a hash function H : {0,1}* — C"
for C ={X* : we€0,2d — 1]}. Return ck = G and H as pp = (ck, H).
e RKeygen(pp) : Run r < U, ¢ = Comg (0; r) and return (pk, sk) = (¢, 7).
e RSign,, (M, L) : Parse L = (co,...,cn-1) with ¢, = Comgy, (0; sk) where £ €
{0,..., N —1}. Continue as follows.
1. Generate (CMTh,...,CMT,) by running P(ck, (co,...,cn-1), (¢, sk))[1 — 7] r-
times in parallel with the described modifications.
Compute = (z1,...,z,) = H(ck,M,L,(CMT,...,CMT,)).
Compute RSP; by running P(z;)[9 — 11] with CMT; for all i € {1,...,7}.
If RSP; #1 for alli e {1,...,r}, return 0 = ({CMT;}]_,, =, {RSP;}]_,).
Otherwise go to Step 1.
e RVerify, (M, L,0) : Parse 0 = ({CMT;};_;,x, {RSP;}]_,), € = (21,...,7,) and
L = (cy,...,cn—1). Proceed as follows.
1. If e # H(ck,M,L,(CMTy,...,CMT,)), return 0.
2. For each i € {1,... 7}
(a) Run Protocol 4.2’s verification with CMT;, z; and RSP; except Step 2.
(b) If verification fails, return 0.
3. Return 1.

Uk W

We can remove A, D, Ey from the signature as they are uniquely determined by the re-
maining components, and Step 1 in RVerify ensures the relevant protocol verification
steps hold. This is a standard technique and we skip the details.

4.3.3 Security proofs

The correctness and anonymity properties of the ring signature follow from the com-
pleteness and zero-knowledge properties of Protocol 4.2, respectively. In particular,
the expected number of iterations in RSign is u(¢p1)u(¢2), which is upper-bounded
by 3 in the parameter setting. However, the unforgeability proof of the ring signature
is not straightforward due to the small challenge space and soundness gap issues. We
prove the following.

Theorem 4.15. If Assumption 4.1/ holds and HMC in HNF defined in Section

3.2.2 is T'-binding where T' = max{T7, \/(24\/ 3r-mB(k + 1)dk+1)2 + 22k} for Ty
described with the tweaks, then the ring signature scheme described above is unforge-
able with respect to insider corruption in the random oracle model.

Proof. We prove the unforgeability by showing if there exists a PPT forger with
a polynomial running time and a non-negligible success probability, then one can
break the binding property of the commitment scheme for message and randomness
of maximum Euclidean norms 2* and 24v/3r - mB(k + 1)d**!, respectively. This
implies that one can find a solution to Module-SIS,, ;113,485 Problem for fsig =



4.3. Application to Ring Signature 45

2\/(24\/?;‘m8(k + 1)dk+1)2 + 22k by Lemma 3.3. For simplicity, we stick to the
notation k and write (k + 1)-special soundness instead of defining k' = max{2, k}.

Let C" be the range of H (i.e., each output component of H is in C), ¥ be the set
of all random tapes that could be used by a PPT adversary A, and ® be the set of all
random tapes defining the random oracle H. Let ; = (xj1,...,x;,) be the output
of j-th random oracle query. We partition ® into ®;_, x; and ®;, so that ®;_,®;,
represent the sets of random tapes defining the random oracle outputs up to j-th query
(i.e., 1,...,xj—1) and after j-th query (i.e., &ji1,...,xq), respectively. Therefore,
the tuple (¢;_,x;, ¢;, ) defines all the random oracle outputs. Further, assume that A
makes qp, qs, g queries to PKGen, Sign and the random oracle, respectively. Hence,
A makes at most Q = qs + g random oracle queries in total. Suppose that A has
running time 74 = poly(\) and a probability e = 1/poly(A\) > 4@Qn of generating a
successful forgery where n = (k/|C|)".

We construct an adversary D against the binding property of the commitment
scheme with a running time Tp = poly(A) and non-negligible success probability
ep = 1/poly(\). On input a commitment key ck, D works as follows.

1. Pick t «+ {1,...,qp}.

Set pk; = Comg (1; ;) for some randomness 7 € {—B,...,B}™ where 1 =
(1,0,...,0) € BIN C {0,1}* (observe that ||r¢] < Bvmd).

Pick j « {1,...,Q}.

Pick ¢ « W.

Pick (¢j—7$jv¢j+) — (I)j_ X C X <I>j+

Run 0: run A(v¢, ¢;_,xj, ¢j, ) with access to the oracles PKGen, Sign, Corrupt
and the random oracle H(¢;_,x;, ¢;, ) simulated as follows. Whenever A queries
PKGen, D answers as in the real case except for t-th query where pk; is returned.
If A ever queries Corrupt(t), D aborts (abort Type I). If A queries Sign(t, M, L),
it picks a random challenge vector & and uses SHVZK simulator of Protocol 4.2
to simulate the proof ({CMT;}_,,{RSP;}]_;) (note that only the simulation of
non-aborted protocols is used here). Then, the random oracle is programmed as
H(ck,M,L,{CMT;}_,) = x, except if (ck, M, L,{CMT;};_,) has been queried
before (abort Type II).

N

S otk W

(a) If A outputs a forgery 0¥ using j-th random oracle query output :1:?, fix ¢ and

bj_.
(b) Otherwise, abort.

7. Pick ¢, ..., ¢ — @j,
8. Runi (fori € {1,...,N'} and V defined below in the analysis): run A(¢, ¢;_, 5, ¢})
with access to oracles PKGen, Sign, Corrupt and the random oracle H(¢;_, wé, &)

’ 1s the response of the j-th random oracle query at iteration i.

where @

(a) A outputs a forgery o’. We say that Run i is j-successful if o was forged

with respect to ac;

9. If there exists i* € [1,r] and S* C {0,..., N} with |S*| = k + 1 such that G* :=
{z;« + u € S} contains k + 1 distinct challenges and o* is j-successful for all
u € S*, then run (k + 1)-special soundness extractor £ of Protocol 4.2 on input
{0"}ues+ to extract an opening of 2Fpky; to (0, s,) for some 1 < ' < gp where
llse|l < 24V3r-mB - (k+1) - d**1

10. Ift = ¢/, return ((2%-1,2%.r,), (0, s)) as a binding collision pair for the commitment
scheme. Note that multiplication of (1,7;) by 2 gives a valid opening of 2¥pk;,
because d*t1 > 2F since d > 7.



46 Chapter 4. Multi-Shot Algebraic Proofs and Applications

11. Otherwise, abort.

Note that when D returns a binding collision, there cannot be Type I aborts as the
forged signature must be for a ring comprised only of uncorrupted users.

Now, let us analyse this procedure in more details and denote epwg = O(27)
as the advantage of solving M-LWE problem. First, we observe that in each run of
A, the view of A is simulated by D with the same distribution as in the real attack
except for:

e pk; is a commitment to 1 in the simulation by D whereas it is a commitment to 0
in the real attack. By the hiding property of the commitment scheme, this reduces
the success probability of A by at most erwg.

e There is a statistical distance of at most O(gs - 27%) between the distribution of
signing oracle simulator and that of the real signing oracle.

e A Type II abort occurs during a signing oracle query with probability at most

Q-2

By the simulation statistical distance argument above, each run of A with pk; and
signing oracle simulated by D succeeds with probability ¢ > ¢ — O(Q - 27). We
say that (1, ¢;_,x;,¢;,,7) is ‘winning’ if A(Y, ¢;_,x;,¢;, ) outputs a valid forgery
using x; after () random oracle queries. Note that there exists a j* € {1,...,Q} such
that Pr[ (¢, d)jivmj*’(bjjr’j*) winning | > £/Q. By the Splitting Lemma (Lemma 7 of
[PS00]), there exists a subset S C W x ®;+ such that

Pr_ [(.6;) € S] 2 £/(2Q), and

VEV 6y €05

h= P i @i, i, 77 winni >E&/(2 N =) € S.
im BT g 000 7) wiming ] 22/0Q) Vv 01

Now, for (¢,¢;+) € S, ¢ € C and 1 < i < r, define p;(c) as the probability
with respect to x;« € C and ¢;: € ®j- that (1/},¢ji,13j*,¢ji,j*) is winning and
Lj+ = (.Tj*,l, PN ,.I‘j*’r) with Tj*q = C.

Claim 4.16. If¢’ > (k/|C|)", then there exists ani* € [1,7] and G C C with |G| = k+1

such that . ,
e —(k/IC])" _
(el =ky-r
If the claim holds, then a sample of N := (k+1)-p~! independent and identically
distributed winning tuples (¢, ¢;_, x;, ¢;, , j) will yield a set {:L'JI, e w?“} such that

g = {a:jlz*, . ,m;“';l} with a probability at least 1 — (k + 1)e~**+1 which is greater
than 7/10 for k > 1 (this comes from the fact that the probability that N samples
do not contain ¢ for some ¢ € G is at most (k +1) - (1 — p)V). That is, after N /e’
rewindings, we obtain a set of (k + 1) distinct challenge values of Protocol 4.2 with
respect to the same initial commitment with a high probability.

Now, N = poly(A) if k, [C|, 7 = poly(A) and (¢/ — (k/|C])") " < poly (). It is easy
to see that the first requirement holds since |C| = 2d, r = m and k < log N.
For the second requirement, we have

pix(c) > Ye e g.

(&= R/le)) " = (' =m) 7 < (& = £'/2)7 =2/ < poly(N),

where the first inequality holds since ¢’ > 27. Now, by (k + 1)-special soundness
of Protocol 4.2, we can use the set G to extract an opening of 2¥pky to (0, sy) for
some t' € {1,...,qp}. By the hiding property of the commitment scheme, ' =t with
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probability at least q—P — erwe. Also, j = j* with probability 2 ok Hence, D succeeds
to output a binding collision pair with probability

=]

Prlj = j*] - Pr[(w, 6, ) € S - Pr N runs contain k + 1 } ot

j-successful distinct challenges

S 1 & 7 1 1

—_— . — . — —c — .
Q2 10 \gp ) 7 poly(V)
This leaves us with the proof of the claim, which is based on a pigeonhole argument.
For each i € [1,7], let M; with |M;| = k be the set of ¢ € C such that p;(¢') < pi(c)

for all ¢ ¢ M; and all ¢ € M;. Further, let B be the set of (x;,¢;,) € C" x ®;, for
xj = (j1,...,2j,) such that z;; € M; for all ¢ € [1,7]. Since |M;| =k,

Pr((z;,¢;,) € B < Prlz;; € M; Vi€ [1,r] < (k/|C])".

For each (x;,¢;,) € S\ B, there exists i € [1,7] and ¢ € C\ M; such that z;; = c.
This implies that

Z Z pi(c) = Prl(x;, ¢;,) € S\ B] > Pr[(z;, ¢;,) € S| — Pr(z;, ¢;,) € B
1=1 ceC\M;

> = (k/IC])".

From here, we can deduce that there exists i* € [1,r] and ¢* € C \ M; such that

pi=(c*) > % Hence, for all ¢ € G := M;« U{c*}, pi(c) > %, proving

the claim. n

4.3.4 Parameter setting

First of all, we set ¢1 = ¢o = 22 to get an acceptance rate of more than 1/3 for
the two-step rejection sampling. Such an acceptance rate is greater than or equal to
the most commonly used ones such as those in [dPLNS17, Lyul2, BLO18, BDL"1§]
and the expected number of iterations in RSign is 3 in this case. Also, we need to
ensure that the commitment scheme T’-binding as in Theorem 4.15. Thus, from the
discussion in Section 3.2.2, to make M-SIS secure against known lattice attacks, we
ensure the following holds

min {q, 22V"'d'1°gq1°g5} > max {2T1, 2. 24v/3rBmd - (k + 1) -Bd’k} L (4.18)

That is, we use Method 2 to bound the extracted witness norm, which does not require
the use of Algorithm 4.1 in the protocol’s verification. For the set of (d, k) pairs used
in Table 4.3, the exact value of B, is computed by iterating through the whole search
space.

We also set B =1 as in previous works [BDL 18, LN17, dPLS18|, and make sure
that M-LWE,,,_p, .41 is hard using Albrecht et al.’s estimator [APS15]. The root
Hermite factor § is at most 1.0045 for both M-SIS and M-LWE security estimations.
Finally, Assumption 4.14 is ensured to hold.

Table 4.3 shows several instances with respect to different ring sizes where the
soundness error of the underlying (r-repeated) protocol is 27* and we restrict log ¢ <
64. The calculations are done as given in Table 4.4 further below. Note that since r is
rounded up, the security parameter A may be slightly larger than 128. Also, the results
from Lemma 3.15 used to bound the Euclidean norm of a discrete normal vector can
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TABLE 4.3: Parameters and sizes of our lattice-based ring signature for a root Hermite factor
§ < 1.0045. The total challenge space size is around 2*. The signature sizes are rounded to
the nearest integer.

N | 64 | 256 | 1024 | 4096 | ~2'0 | ~220 | 2%
(n,m) (5,13) | (5,13) [ (11,25) [(21,50)[(20,51)[(40, 101)[ (41, 106)
(d,logq) (256,50)| (256, 53)| (128, 46) | (64,47)|(64,50) | (32,49) | (32,52)
(k. B) (2,8) | (2,16) | (2,32) | (2,64) | (3,41) | (3,102) | (5,64)

r 16 16 19 22 24 29 35

A 128.0 | 128.0 | 133.0 | 132.0 [129.96 | 128.04 | 128.73

Signature Size (KB)|| 774 881 1021 1178 | 1487 1862 3006
User PK Size (KB) 7.81 8.28 7.91 7.71 7.81 7.66 8.33
User SK Size (KB) 0.81 0.81 0.78 0.78 0.80 0.79 0.83

be adjusted with respect to the vector dimension. In particular, the constant 5% in T}
(and also T') can be reduced depending on the choice of d. We take this optimisation
into consideration when setting the parameters.

Remark 4.17. When considering the r-repeated protocol, the bound in (4.1/) becomes
(2d+2) (54 d3k3B(B — 1) + 1263B%m2d?r)/* | and this bound is used when setting
the parameters for the ring signature.

TABLE 4.4: Calculation of parameters and sizes for the ring signature.

Notation/Formula Notes
Security parameter A
Dimension of m Chosen based on
randomness vector LWE estimator of [APS15]
Soundness error = w Recall that k = logg N
Number of N
protocol repetitions "= [7105577]
Num. of commitments|N. = k + 1 B,C . Eq,...,EL_1
Number of f;; values [Ny =4k (8 —1) foi,- s fe—15-1 € de/ﬁ
Num. of randomness |Np =3 Z,2p, Zc € Dgﬁ?\/&‘W

7+ [N - (ndlogq)
Ring Signature size +Ny - d-log(12¢1Vkr)
+Np - (mdlog(12¢2Bv3mdr))]

User public key size |ndloggq A commitment in RZ“

A randomness vector in
User secret key size  |md - log(2B + 1) {-B,...,B}™. For B=1,
we take log(2B+ 1) = 2.

4.4 Discussion

The investigation of many-special sound protocols in this chapter helps us to un-
derstand the challenges one needs to address in constructing lattice-based ZKPs for
non-linear polynomial relations. For example, one of the things that we need to be



4.4. Discussion 49

careful about is that we do not always have a field structure and therefore non-zero
elements (in particular, non-zero challenge differences) may not always be invertible.
Even more importantly, the challenge differences do not necessarily have a short in-
verse, restricting us to the set of monomials as the challenge space. As a result, the
challenge space size is not exponentially large.

Another important aspect of the chapter is that it provides us with new techniques
in handling relaxations in the context of multi-shot proofs, in particular, for the
relations of interest in this work. For example, the unforgeability proof of the ring
signature (Theorem 4.15) introduces useful tools when the challenge space size is small
and the underlying ZKP of the signature is not exact.

It is not too hard to see the limitation in this chapter: the protocols require
repetitions for soundness amplification. That is, the new technical tools do not work
with an exponentially large challenge space (i.e., a challenge space of size about 2*).
This is precisely one of the questions addressed in the next chapter, where new tools
for the design and analysis of one-shot algebraic proofs are introduced.

On the other hand, the advantage of the ZKPs introduced in this chapter is that
they have a fized publicly known relaxation factor. For example, the relaxation factor
is always 2 for the binary proof. That is, for any commitment B with a valid binary
proof, anyone can conclude that 2B is well-formed. However, as we will see in the
next chapter, the relaxation factor may also be a part of the witness. That is, the
verifier may only be ensured of the fact that there exists a relaxation factor y such
that yB is well-formed, but the exact value of y is unknown to the entities apart from
the prover. The advantage of having such a fixed publicly known relaxation factor
may prove useful particularly when extending Bulletproofs-like [BBB 18] recursive
ZKPs to the lattice setting. Otherwise, when the relaxation factors are different in
each recursion, witness extraction may become more complicated.
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Chapter 5

One-Shot Algebraic Proofs and
Applications

Having seen the challenges in constructing ZKPs for non-linear relations in the previ-
ous chapter, we set a more practice-oriented goal in this chapter by studying one-shot
algebraic proofs for non-linear relations. Therefore, we will work with challenge spaces
of size at least 2* (or more precisely, 22* for A-bit post-quantum security). It is un-
known at the moment whether such a large suitable challenge space exists with the
property that any pairwise challenge difference has short inverse. As a result, in-
stead of enforcing challenge difference to have short inverses, we will aim to avoid any
challenge difference inverse term in an extracted witness.! B

Another goal of the chapter is to introduce new tools to overcome the O(\?)
growth of the proof length. To that end, we first start the chapter with a discussion
about the asymptotic costs of the existing lattice-based ZKPs in Section 5.1. Our new
techniques, as summarised in Section 5.2, are aimed at constructing shorter and faster
proofs both asymptotically and in practice. We first go into the details of our new one-
shot proof techniques for non-linear polynomial relations and new tools for compact
proofs in Section 5.3. The new techniques for faster lattice-based proofs are discussed
in Section 5.4, where the CRT-packing technique supporting interslot operations and
“NTT-friendly” tools are introduced. The former technique is accompanied by an ap-
plication to an efficient (relaxed) range proof with concrete parameter settings. After
that, we turn our attention in Section 5.5 to the applications of the new techniques
to other useful relations such as a binary proof, one-out-of-many proof and set mem-
bership proof. Later in Section 5.6, we consider higher level applications of the new
ZKPs. In particular, we introduce an efficient ring signature and a privacy-preserving
credentials scheme based on standard lattice assumptions.

5.1 Asymptotic Costs of Existing Lattice-Based ZKP Tech-
niques

First, let us assume that one relies on computational hardness assumptions, particu-
larly, Module-SIS (M-SIS) and Module-LWE (M-LWE) for the security of a commit-
ment scheme and let dgis, diwg be the dimension parameters required for M-SIS and
M-LWE security, respectively. Based on the state of the art in lattice cryptanalysis, it
is known that one needs dgig = O()\loglz%) for A\-bit security based on M-SIS where
Bsis is the norm of a valid M-SIS solution (see Section 5.6.1 for more discussion).
Letting fsis = ¢° for 0 < & < 1, we get log Bsis = €log ¢ and, for a balanced security,

dowe = dsis = O(Ae?log q). (5.1)

!This chapter is mainly based on [ESLL19)].
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In lattice-based cryptography, the most commonly used commitment schemes for alge-
braic proofs are Unbounded-Message Commitment (UMC) and Hashed-Message Com-
mitment (HMC). These commitment schemes have different tradeoffs as discussed in
Section 3.2.2. Let n,m,d,v be the module rank for M-SIS, the randomness vector
dimension in a commitment, the polynomial ring dimension and the message vector
dimension in a commitment, respectively. The commitment vector is of dimension
n + v for UMC and n for HMC, which means the space costs of a commitment are
(n+v)dlog g and ndlog g for UMC and HMC, respectively. Letting x be the number
of protocol repetitions, we get the formulae for space costs in Table 5.1.

The commitment matrix dimensions are (n+v) x m for UMC and n x (m+v) for
HMC, and both of the commitments are computed as a matrix-vector multiplication.?
Therefore, we also get the formulae for the time costs as given in Table 5.1 assuming
a degree-d polynomial multiplication can be performed in time 6(d) (more precisely,
O(dlogd)) using, e.g., FFT-like methods.

Further, we have dpwg = (m — n — v)d and thus md > dpwg for UMC, and
dsrs = nd for both HMC and UMC. As a result, using (5.1), we get

md = O(\e?log q) for UMC, and nd = O(\e?log q) for UMC/HMC. (5.2)

Now, suppose that we want to prove a relation that involves commitment to k& =
O(log q) messages (for example, to prove knowledge of my, ... my such that Zle oam; =
0 for public values aq, ..., ). Clearly, if we commit to these messages independently,
then the overall cost of both time and space increase by a factor of k. Alternatively,
we can pack multiple messages in a commitment by setting v = k and hope that this
gives a better performance. If an existing multi-shot technique such as Stern-based
proofs, or those using binary or monomial challenges, is used, the number of protocol
repetitions k will be 5()\), and thus we get the asymptotic costs in the “multi-shot”
column of Table 5.1 (using (5.2)). On the other hand, if one can make the proof
one-shot, then we get the complexities in the “one-shot” column of Table 5.1, where
there is a clear saving of O(\).

5.2 Overview of New Techniques

Before going into low-level technical details, we also present an overview of the main
techniques introduced in this chapter.

5.2.1 One-shot witness extraction for non-linear polynomial rela-
tions

The main challenge in designing efficient lattice-based ZKPs is that the extracted
witness is required to be short as mandated by computational lattice problems (in
particular, Short Integer Solution — SIS problem). Traditional witness extraction
techniques involve the inverse of challenge differences as a multiplicative factor in
extracted witnesses, and such an approach is problematic in lattice-based protocols as
these inverse terms need not be short in general. This causes one either to resort to
more inefficient techniques such as aforementioned multi-shot proofs or to introduce
relaxations in the proofs. Our solution in this chapter falls into the latter.

The target problem reduces to the question of extracting useful information from
a system of equations of the form V' - ¢ = b where V is a matrix (a Vandermonde

2Here, we overlook the fact that some parts of the commitment matrix are zero or identity, but
this does not change the asymptotic behaviour in Table 5.1.
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matrix in our case) constructed by challenges, ¢ is a vector of commitments with
unknown openings and b is a vector of commitments with known openings. Our
idea is to introduce the use of adjugate matrices instead of inverse matrices in the
“complex” witness extraction of lattice-based ZKPs. This technique, in one hand,
enables us to extract useful information about the openings of the commitments in ¢
without the involvement of inverse terms, and on the other hand, is the main cause of
relaxations. Here, it is crucial that the relaxed proof proves a useful relation, is sound,
and also efficient. These piece together nicely when the use of adjugate matrices is
accompanied by a good choice of challenge space, and we provide an analysis of our
technique with a family of commonly used challenge spaces. It is worth emphasising
that straightforward soundness proofs do not work, and one needs special tools such
as those introduced in this chapter to overcome the complications. Our one-shot proof
approach is detailed in Section 5.3.

5.2.2 CRT-packing supporting inter-slot operations

Let R = Z[X]/(X¢+ 1) and R, = Z,[X]/(X? + 1) for a usual choice of power-of-
two d. It is known that X% 4 1 factors linearly (and thus R, fully splits) for certain
choices of ¢ (e.g., a prime ¢ = 1 mod 2d) and, in that case, one can use NTT for
polynomial multiplication in R, in time O(dlogd). Assume that we choose such an
“NTT-friendly” q. For 1 < s < d where s is a power of two, let R((IO),...,R((]S_D
be the polynomial rings of dimension d/s such that R, = Rgo) X e X Résil) and
Rgl) = Z,[X]/(P%(X)) for some polynomial P®)(X) of degree d/s for all 0 < i < s
(which is obtained by the Chinese Remainder Theorem — CRT). We use these CRT
“slots” to store s messages in a single ring element. Thus, if we have k messages in
total, we can set the message vector dimension in a commitment as v = k/s (instead
of v = k in previous approaches).

This initial part of the CRT-packing idea seems easy, and indeed a possible appli-
cation of CRT in lattice-based ZKPs is mentioned in [LS18] to perform parallel proofs,
where there is no interaction between the messages in different slots. We are, on the
other hand, interested in applications such as range proofs requiring “inter-slot” oper-
ations between messages in separate CRT slots, and get a complete set of operations
(see [GHS12| for a discussion in the context of FHE).

First thing to note about the CRT-packing technique is that even if the messages to
be stored in CRT slots are short, the resulting element in R, representing s messages
need not be so. This makes the technique inapplicable to HMC, which require short
message inputs (at least in the general case). More importantly, there are two crucial
hurdles we need to overcome: 1) it is not clear how to enable inter-slot operations
and make the ZKP work in this setting, and 2) we need to make the proof one-shot
in order not to lose the factor A gained.

Let us write m = (my, ..., ms_1) where m € R, and m; € Rfj) for0<i<sifm
maps to (mo,...,ms—1) under the CRT-mapping. In general, to prove knowledge of
a message b, the prover in the protocol needs to send some “encoding” of the message
as f = Encg(b) := = - b+ p where = is a challenge and p is a random masking
value. Clearly, we do not want to send k encodings in R, as it does not result in any
savings. Instead, our idea is to send k/s elements in R,, each encoding s messages,
i a way that enables the verifier to “extract” all k messages out of them. When the
prover sends f = x - m + p (there may be multiple such f’s), for each 0 < i < s,
the verifier can compute f; = f mod (¢, P%D(X)) = z; - m; + p; as the extracted
encodings where x = (zg,...,zs—1) and p = (po, ..., ps—1). The main problem now is
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TABLE 5.1: The (minimal) asymptotic time and space complexities of lattice-based protocols

involving commitment to k = O(log ¢) messages. SBsis: M-SIS solution norm, ¢: modulus, &:

the number of protocol repetitions, n: module rank for M-SIS, v: message vector dimension

in a commitment, d: polynomial ring dimension, m: randomness vector dimension in a

commitment. Assume: log ¢ < log? Bsis/2 and degree-d polynomial multiplication costs O(d).
To optimise both costs, one would set n = v in all cases.

Multi-shot One-shot |One-shot + CRT
Formula IiZé()\),U:k k=1lv=k| k=1v=0(1)
Space UMC || k(n + v)dlog g| O(A\?log? Bsis) |O(Alog? Bsis)|  O(Mlog? Bais)
Time UMC || x(n+v)md | O(A2log? Bsis) |O(Mlog? Bsis) |O(Mlog? Bsis/ log q)
Space HMC kndlog q O(M\21og? Bsis) |O(Alog? Bais) N/A
Time HMC || kn(m +v)d 6()\2 log? Bs1s) 6()\ log? Bs1s) N/A

that f;’s are encodings of m;’s, but under possibly different x;’s, which circumvents
interoperability of distinct f;’s. For example, the sum f; + f; for ¢ # j does not result
in an encoding of the sum of messages under a common challenge z if z; # ;.

To overcome this problem, our idea is to choose the challenge z = (z,...,z) for

T € ﬂf;ol R,(;) such that all extracted encodings are under the same challenge x. This
means x must be of degree smaller than d/s and thus the challenge space size is
possibly greatly decreased.? To make the proof one-shot, we choose the challenges to
be polynomials of degree at most d/s — 1 with coefficients in Z, such that pl/s = 22X
(i.e., there are 22X challenges in total).? Therefore, we need d/s - logp = 2\, which
is satisfied by choosing d/s = Ae? and logp = 2/¢2. We should also ensure logq >
logp = 2/e? = 2log? q/ log? Bsts. This holds assuming logq < log? Bss/2, which is
easily satisfied in most of the practical applications.

To have fast computation, we also set d = dsis = O(Xe?logq), and hence get
s = O(logq). Recall that we have k messages in total and s slots in a single ring
element. As a result, for k = O(logq), it is enough to have v = k/s = O(1). Overall,
we end up with the asymptotic costs in the last column of Table 5.1, where our
technique has a factor log ¢ saving in asymptotic computational time in comparison
to previous approaches without any compromise in communication.

An attractive example in practice where one would need a commitment to k =
O(log q) messages is a range proof on [0,2F — 1]. Let us take a range proof on £ €
[0,264 — 1] as a running example. In this case, our proof proceeds as follows. We
allow R, to split into at least 64 factors, and thus use a single R, element to commit
to all the bits of ¢ (so committing to all the bits of £ only cost a single commitment
with message vector dimension v = 1). In its initial move, the prover sends some
commitments and gets a challenge from the verifier. Then, the prover responds with
a single encoding in R, (or 64 small encodings that costs as much as a single element
in Ry). From here, the verifier extracts the encodings of all the bits, reconstructs
the masked integer value ¢ and checks whether it matches the input commitment to
£. In this setting, it is clear that we require operability between different slots, and
thus we set the encodings of all the bits to be under the same challenge z. For a

3We remark that earlier works [SSTX09, BKLP15] also considered choosing a challenge of degree
d/s for some s > 1 for the purpose of invertibility of challenges. However, our motivation here is to
make sure that x has the same element in all CRT slots.

“4In this chapter, we consider a challenge space size of 22 for A-bit post-quantum security.
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ring dimension d = 512, the infinity norm of a challenge can be as large as 23!, which
seems quite large.

An alternative to this approach is to use “norm-optimal” challenges from [LS18§]
(named “optimal” in [LS18]) such that the infinity norm of a challenge is set to 1, and
thus the overall Euclidean norm of a challenge is minimised. In this case, one needs to
set the ring dimension d > 256 to get a challenge space size of at least 2256, However,
this results in significantly longer proofs as shown in Table 5.2. The reason behind
this phenomenon is that one needs to encode 64 values and with the “norm-optimal”
challenges the cost of these encodings and the commitments grow too much. The use
of challenges with larger (even much larger) norm does not seem to cause significant
increase in the proof length, which can be explained as follows. To do a range proof
on 64-bit range, the modulus ¢ must be at least 264, Using UMC, where the message
part does not affect the hardness of finding binding collisions (in particular, M-SIS
hardness), such a large ¢ already makes M-SIS very hard and M-LWE very easy.
Therefore, having a challenge with a large norm only brings the hardness level of
M-SIS to that of M-LWE, and results in a very compact proof.

We also add for comparison a hypothetical idealised range proof scheme optimised
for proof length in Table 5.2, where for this scheme we only check two conditions: 1)
g > N and 2) M-SIS and M-LWE root Hermite factors are less than or equal to 1.0045.
More specifically, we go over all the values of the ring dimension d € {8, 16,...,1024},
logq € {log N,...,100} and initial noise distribution U ({—B, ..., B}) for B € {1, 2, 3},
and set the remaining parameters so that the above security condition (2) is satisfied.
Therefore, for the “ideal w/o CRT” scheme we do not check whether the soundness
proof of the protocol works with the parameters set. Even with this advantage given,
we see from Table 5.2 that our range proof, as expected, has approximately the same
proof length as “ideal w/o CRT”, and also achieves a significant speed-up as the ring
dimension as well as the number of FF'T levels supported is higher. One can see from
[LS18, Table 2| that going from 2 levels of FFT to 6 levels of FFT alone results in a
speedup of a factor more than 3.

When we allow the ring R, to split into more than 64 factors, then the 64 subrings
in which the message bits are encoded will not be fields and the structure of R, is lost
in these subrings. We are currently unable to make the soundness proof of the binary
ZKP go through in these subrings, whose structure is unclear. On the other hand, we
can make the binary proof work both in R, using our new result (Lemma 5.5) and
in any field. Thus, we allow R, to split into exactly log N fields for a range proof of
width N, which also gives the invertibility of challenges and challenge differences at
no cost.

The reason why the scheme with “norm-optimal” challenges cannot split into more
than 22 = 4 factors is because the invertibility of polynomials with coefficients as large
as 210 is required when one relies solely on the results of [LS18].

5.2.3 “NTT-friendly” tools for fully-splitting rings

|LS18] studies in detail how cyclotomic rings split and the required invertibility con-
ditions for short ring elements. A main motivation in [LS18| for the invertibility of
short elements can be sketched as follows. In the hope of proving knowledge of a
secret s (which is usually a message-randomness pair (m,r)) that satisfies a certain
relation g(s) = t for public homomorphic function g and public ¢, one-shot proofs can
only convince the verifier of knowledge of 5 such that ¢(5) = Zt, where T = x — 2’ for
some (distinct) challenges z,2’. If g is a commitment scheme and one later opens ¢
to a valid s’ such that g(s’) = ¢, then one can show that s’ = 5/Z using the binding
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property of the commitment scheme provided that z is invertible. In our protocols,
however, the relaxed relation proves knowledge of a secret message m such that

g (zm) = zt’
where ¢’ and t are the parts dependent on the message (see Definitions 5.6 and 5.14).
When one gets two relaxed openings (Zg, mo) and (Z1,m1), we have

/(= — 4/ (= = —_ —
romg) = :L'ot r1xomg) — xll'ot
g/(_ ) o g,(_ B ) _ — T1Togmgo = Tox1ma, (53)
g (Zymy) = z1t g (ToTymy) = ToT1t
due to the binding property of the commitment scheme. On contrary to the invert-
ibility requirement, if the norm of each term is small relative to ¢, which is often the
case, we use our new result Lemma 5.5 to show that,

.f‘o.fl(mo — ml) =0in Zq[X]/(Xd + 1) = mo = mj. (5.4)

That is, we can conclude the equality of two message openings even for non-invertible
challenge differences. The lemma only requires ¢ to be sufficiently large without
putting any condition on its “shape”, and thus enables the use of an “NTT-friendly”
modulus g. Next, we initiate our detailed discussion on the new techniques.

5.3 One-Shot Proofs for Non-Linear Polynomial Relations

In this section, we focus on lattice-based zero-knowledge proofs in a general frame-
work using homomorphic commitments, and introduce our techniques to get efficient
proofs. Even though such a setting is also mostly shared with DL-based Y-protocols
using homomorphic commitments, the main challenges described here are not encoun-
tered in those cases. Since our main concern is about the soundness of the protocol,
in this section, we omit the discussion about the zero-knowledge property, which is
later obtained using a standard rejection sampling technique. We always consider
homomorphic commitments when referring to “commitment” and assume that all the
elements are in a ring fA.

5.3.1 The case for linear relations (2-special soundness)

If we investigate the (underlying) one-shot Y-protocols from [Lyu09, Lyul2, BKLP15,
BDL 18], we see the following. The common input of the protocol is a commitment
C1 to the prover’s witness and the prover sends an initial commitment Cp.> Then, the
verifier sends a random challenge x +— C, which is responded by the prover as (f, z),
and (f,z) is used by the verifier as a message-randomness pair for a commitment
computation.® More precisely, the verification checks if Cy + xC; = Comg, (f; 2)
holds and f, z have small norm. This is equivalent to the structure represented in
Protocol 5.1 for k£ = 1. From here, when the extractor gets two valid protocol tran-
scripts (Co, o, fo, 20), (Co, 21, f1, z1) using the same initial message Cy, and different

5The reason behind indexing becomes clear in what follows.

5Tn certain proofs, the use of UMC allows the prover to respond only with the randomness part
z. In such a case, f need not be transmitted and can be assumed to be set appropriately by the
verifier.
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P((ck,C’g,...,Ck),(mk,'rk)) V(Ck,CO,...,Ck)

x x+—C

Frz e F(o) 1.z

IFI < T5, NIzl < T2
Co+$01++mkck;00mck(fa Z)

ProTOCOL 5.1: Structure of a (k + 1)-special sound Y-protocol. T, 7. € Rt are some
pre-determined values that vary among different proofs.

challenges xy and z1, the extractor obtains

Co + 20C71 = Comyy, (fo; Z())

CO n ;[;101 _ Coka (fl; zl) — (CEl .To)cl = COIIIC]C (fl fO? z1 Zo) . (55)
At this stage, it is not possible to obtain a valid evact opening of Cy unless (x1—x¢) ! is
guaranteed to be short due to the shortness requirements of valid openings for lattice-
based commitment schemes.” Unless ensured by design, there is no particular reason
why the inverse term (21 — z0)~! would be short. In the current state of affairs, the
largest set of challenges with short challenge difference inverses is monomial challenges
[BOK™14] used with ring variants of lattice assumptions. Here, only 2(z; — zo) ™! is
guaranteed to be short and thus the extractor can only get the openings of 2C7. As
discussed previously, for a ring dimension of d, the cardinality of the monomial chal-
lenge space is only 2d, which is typically smaller than 22 in practice. This small
challenge space problem causes major efficiency drawbacks in terms of both computa-
tion and communication as the protocol is required to be repeated many times to get
a negligible soundness error (that is, the same computation and communication steps
are repeated multiple times, resulting in a multi-fold increase in both computation
and communication). The situation is even worse in terms of the number of repeti-
tions when binary challenges or Stern’s framework [Ste96] is used where the protocol
is required to be repeated at least A times for A-bit security.

The idea for a one-shot proof is to make use of (5.5) without any inverse com-
putation by observing that (f; — fo, 21 — 2z0) is a valid opening of (x1 — z¢)C; as
long as f; — f, and z1 — 2z¢ are short, which is ensured by norm checks on f,z in
each verification. If one can prove that having this relazed case is sufficient and also
violates the binding property of the commitment (i.e., that it allows one to solve a
computationally hard problem), then the soundness of the protocol is achieved (with a
relaxed relation R’ as in Definition 3.6) with no challenge difference inverses involved.
This eliminates the need for challenge differences to have short inverses and enables
one to use exponentially large challenge spaces, resulting in one-shot proofs. The
main technical difficulty here is handling the soundness gap, where the extractor only
obtains an exact opening of (z1 — x¢)C; (rather than Cj, which is the commitment
to the prover’s witness).

"Recall that UMC allows an unbounded message opening, but still the randomness is required to
be short.



58 Chapter 5. One-Shot Algebraic Proofs and Applications

5.3.2 Generalisation to degree k > 1 ((k + 1)-special soundness)

As can be seen from (5.5), the 2-special sound case is quite restrictive as it only
allows witness extraction from linear (first degree) relations. On the other hand,
the ability to work with non-linear relations is a must in recent efficient proofs
[GK15, BCCT15, BCCT16, BBBT18], which renders the existing lattice-based one-
shot techniques inapplicable. Therefore, we generalise our setting, and suppose that
we have a degree-k polynomial relation ((k + 1)-special sound X-protocol), k > 1,
with the structure given in Protocol 5.1. Note that since the extractor only knows
that verification steps hold, unaware of how any component is generated, other steps
but those in the verification is not important. Therefore, we write all the Cj’s as
a common input whereas in the actual protocol a subset of them can be generated
during a protocol run. The commitment to the prover’s witness (my, ry) is Ck.

The witness extraction, in this case, works by the extractor obtaining k£ + 1 ac-

cepting protocol transcripts for distinct challenges xg,...,x; with the same input
(Co,...,Ck), and responses (fy, 20), ..., (fr, 2k), represented as below.
1 =z :L'§ e 33§ Co Comeg, (Fo; 20)
I o 2y - 33:1 . C.l _ Com,y, (.f1§ z1) . (5.6)
1 xk xi e a:ﬁ Ck Comgy, (.ka k)

We have seen that using the aforementioned relazed opening approach, one can extract
a witness from a linear relation (5.5) in one shot. Now a natural generalisation is to
ask “Can we extract a witness from a non-linear relation (5.6) as in Protocol 5.1 in
one shot?”’

Naive approach and previous multi-shot approach. Denoting (5.6) as V-c = b,
the matrix V' is a Vandermonde matrix. A straightforward idea to obtain the openings
of Cj’s is to multiply both sides of (5.6) by V!, which gives ¢ = V=1 - b. From here,
using the homomorphic properties of the commitment scheme, we can get potential
“openings” of C;’s. However, one needs to make sure that V! exists over % and that
it has short entries so that these “openings” are valid. This is exactly the problem
addressed in Section 4.1.2.

The approach in Section 4.1.2 was by making use of monomial challenges from
[BCK*14]. Using the structure of V=1 in (3.4), we argued that the entries in 2¢V !
are short by the fact that doubled inverse of challenge differences (i.e., 2(z; — z;)™})
are short when monomial challenges are used. Thus, this approach still maintains the
drawback of requiring multiple protocol repetitions to achieve a negligible soundness
error, and does not address our question in this chapter.

One-shot solution. Now, let us see how we can develop a one-shot proof technique
for non-linear relations. Using (3.2), we multiply both sides of (5.6) by adj(V'), and
obtain

adj(V)-V.e=adj(V)-b = det(V)-c=adj(V)-b. (5.7)

Note that det(V') is just some scalar in R, and we obtain potential relazed “openings”
of C;’s as a result of the multiplication adj(V') - b. In particular, for the commitment
C}, of the witness, we have

k k k
det(V) . Ck = ZF@ . Comck (fz, ZZ') = Comck <Z Fi . fi; Zl“i . ZZ') s (5.8)
=0 =0

=0

where I'; = (—1)* [To<i<j<knjizi(®j — 1) by Fact 3.18. As a result, we get a relazed
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opening of Cf, or more precisely, an ezact opening of det(V) - Cy as (ry, ) =
(Z?:o Lifi, Zf:o Fizi> . Provided that the norms of 7y, and 7, are small, this gives a
valid opening and thus can be related to a hard lattice problem (M-SIS, in particular).
It is important to observe that 1 and 7; do not involve any inverse term and can be
guaranteed to be short by ensuring that I';’s are short. The opening of other C;’s can
also be recovered analogously, but the case for C}, is sufficient for our applications.

When k = 1, i.e., when the protocol is 2-special sound, det(V') = (x; — x¢) and
(Tp,T'1) = (—1,1). Therefore, we exactly obtain (5.5) as a special case of (5.8) with
k = 1. That is, we get the results of the previous approaches from [Lyu09, Lyul2,
BKLP15, BDL 18| as a special case of ours.

5.3.3 New tools for compact proofs

Let us analyse our generalised solution and introduce our new tools to get compact
proofs. The results can be easily used in other protocols that use a challenge space of
the form in (5.9) as they are independent of the low-level details of a protocol. Since
the most commonly used challenge spaces (e.g., in [BDL 18, BLO18, dPLS18, LN17,
LS18]) for one-shot proofs are special cases of (5.9), our results are widely applicable.

Let R = R = Z[X]/(X¢+ 1) and R, = Z,[X]/(X¢+ 1) for ¢ € Z*. For w < d
and p < q/2, let Cff)’p be the challenge space defined as

Cl‘ip ={x € Z[X] : deg(z) <d AN HW(z) =w A [|z|| _=p}. (5.9)

It is easy to observe that |[z[|, < pw for any = € Cg)’p and |Ci’p| = (3]) - (2p)™, which

is, for example, larger than 22°6 for (d,w,p) = (256,60, 1). We define ACff,,p to be the
set of challenge differences excluding zero.

Bound on the product of challenge differences.

Lemma 5.1. For any y1,...,yn € AC? . the following holds

w,p’

n

Hyi

=1

n

Hyi

i=1

< (2p)"-w"t,  and <Vd- (2p)" - w™ L.

oo

d

w,p?

lyll, <2pw for all y € ACS,J,. Therefore, using Lemma 3.19, we get

n
[
=1 |l

Therefore, we also have

Proof. Since [|z|| < p and |z]|, < pw for all x € Cj, ,, we have [ly[| < 2p and

n—1
< TT hwill, - lwall, < @p)" - w" .
=1

n n

[Twl| < V- |[Jwl|| <Vd-@p)-w
i=1 i=1 |l
U
Bound on the relaxation factor: det(V).
Lemma 5.2. Let k = (k;rl) = M For the (k + 1)-dimensional Vandermonde

matriz V' defined in (5.6) using the challenge space szl;,p in (5.9),

Jdet(V)]|, < (2p)% - w".
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Proof. By Fact 3.17, det(V') has k = (k;rl) multiplicands where each multiplicand is
in Acfw. The result follows from Lemma 5.1. O

Bound on the extracted witness norm: adj(V') x (openings of b).
Lemma 5.3. For k > 1 and (my,7) = (Zf:o Lifi, Zf:o Fizi) where T'; =
[o<i<j<knjizi(®j — x1), the following holds, for k" = k(k —1)/2,

!

o ||mg|| < (k+1)-d-(2p)~ cw® 1 max; I £;ll, and
o ARl < (k+1)-d-(2p)" - w1 max; ||z

Proof. Let k' = @ We have

k
gl = || SOTaf|| < (k1) - mac [Tef] < (k1) - V- ma T3] ma | £,
=0
<(k+1)-d-(2p)* w* ' -max||f;]|, (by Fact 3.18 and Lemma 5.1).
The bound for #; follows in a similar manner. O

Reducing extracted witness norm in proofs with non-linear relations. In
some proofs with non-linear polynomial relations such as our one-out-of-many proof,
the extractor obtains an opening with a relaxation factor y of some component that
is witness of a sub-protocol. Since the invertibility of y is not ensured, when this
opening is used in the non-linear polynomial relation, the relaxation factor also gets
exponentiated by the degree k > 1. In the end, instead of getting det(V') as the overall
relaxation factor, we end up with relaxation factor y* - det(V). We use the lemma
below to show that even though we cannot completely eliminate the extra term y¥,
we can eliminate its exponent k. This results in obtaining an extracted witness with
a smaller norm, and in turn, helps in getting shorter proofs.

Lemma 5.4. Let f,g € R=Z[X]/(X¢+1). If f-g* =0 in Ry, = Z,[X]/ (X% + 1)
for some k € ZT, then f-g =0 in Ry.

Proof. If k = 1, then the result is clear. Assume that k& > 2. Suppose that X¢ + 1
factors into n < d irreducible polynomials «q, ..., a, modulo gq. Let S be the set of
indices i such that g* = 0 mod (g, ;) and € = |S|. (Note that S may be an empty
set and € = 0).

(1) From the definition of S and the fact that f - g* = 0 over R;, we have f =0 mod
(q,c) for all j ¢ S.

(2) For any i € S, ¢* = 0 mod (g, ;) by the definition of S. Since q; is irreducible
modulo ¢, it is impossible to have this property without having g = 0 mod (¢, ;).

Thus, for all i ¢ S, f-¢g =0 mod (¢,«;) by (1). And, for alli € S, f-g = 0 mod
(¢, ;) by (2). By the Chinese Remainder Theorem, f - g = 0 over R,,. O

5.4 New Techniques for Faster Lattice-Based Proofs and
Application to Range Proofs
In this section, we go into the details of our new techniques to get computation-efficient

proofs. We first show a lemma that enables one to prove the following: if a product
of polynomials is equal to zero in R, and the norm of each factor is sufficiently small,



5.4. New Techniques for Faster Lattice-Based Proofs and Application to Range

Proofs 61

then there must be a factor which is exactly equal to zero. This result works for any
sufficiently large ¢, enabling the use of a modulus suitable for fast computation such
as an “NTT-friendly” modulus.

Lemma 5.5. Let fi,...,fn € R for somen > 1. If [}, fi = 0 in Ry and ¢/2 >
I f1ll - TTies I fill,, then there exists 1 < j < n such that f; = 0.

Proof. Using Lemma 3.19 and the assumption on g, we have

11
=1

Therefore, [[/_, fi = 0 holds over R. Since X¢ + 1 is irreducible over Q, (at least)
one of the multiplicand f;’s must be zero. O

<|fill, - H 1fll, < q/2.
- i—2

Note that Lemma 5.5 requires all the multiplicands to have bounded norm whereas
there is no such requirement in Lemma 5.4. Therefore, we are unable to use Lemma
5.5 for the purpose of the use of Lemma 5.4 described previously as there is no norm-
bound on a multiplicand in the place Lemma 5.4 is used (see how these lemmas are
used in the soundness proofs for more details). Lemma 5.5 is used in the binary
proof to argue that yoylygi)(y — Z)) = 0 in R, for some (non-zero) challenge differences
Y, Yo, Y1, Y2 implies b= yb for a bit b € {0,1} without requiring invertibility of any
challenge difference (see Section 5.5.1).

5.4.1 Supporting inter-slot operations on CRT-packed messages

Now, we can go into the details of our CRT packing technique. Define f = Enc,(m) =
x-m+ p € Ry as an encoding of a message m under a challenge x. This encoding
is widely used in proofs of knowledge as a “masked” response to a challenge x. An
important advantage of this encoding over a commitment is that the storage cost of
an encoding is at most dlog g whereas that of a commitment is ndlog g for HMC and
(n+v)dlog q for UMC. Therefore, for a typical module rank of, say, 4, a commitment
is 4x more costly than an encoding.

There are known methods to choose a modulus ¢ such that X% + 1 splits into s
factors, in which case, R, splits into s fields and we get R, = R((]O) X - X R((Is_l). In
the case that X?+1 splits into more than s factors, but we only want to use s slots, we
still have R, = RSIO) X - X Rés_l) where RE;) = Z,4[X]/(PW(X)) for some polynomial
P®O(X) of degree d/s. However, Rgi)’s are not a field in that case as P®)(X)’s are
not irreducible over Z,.

As discussed previously, when we use these s slots to pack s messages in a single
ring element, we have

f=Ency,(m)=xz-m+ p= (xomo+ po,...,Ts—1Ms—1 + Ps—1), (5.10)

where z = (xo,...,2s-1), m = (mo,...,ms—1) and p = (po,...,ps—1) in the CRT-
packed representation. In this case, parallel additions are easy as

Enc, ((mo, . ..,ms_1)) +Ency({(mg, ...,m._1)) = Enc,({mo+m{,...,ms_1+m%_;)).

Parallel multiplication is also possible as Enc,(m) - Ency(m’) = m-m/ - 2% + c12 + co
for cp,c; only dependent on m,m/, p,p’, all of which are known to the prover in
advance of his first move. Therefore, the prover can prove that the coefficient of z2
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is the product of m and m/, and thus proving the relation in parallel for all CRT
slots.® Addition and multiplication alone, however, do not provide a complete set of
operations (see [GHS12] for a discussion in the context of FHE). Given an encoding
of m, our main requirement is to have the ability to extract all encodings in the
CRT slots of m in a way that allows further operations among extracted encodings.
That is, all extracted encodings must be under the same challenge x, which translates

to requiring x = (x,...,x) for z € ﬂf;ol R((Ji). As a result, when we use s slots,
the degree of a challenge can be at most d/s — 1. With this, from an encoding
f = Encg({mo,...,ms_1)), anyone can extract encodings by computing

fi == f mod (¢, PY(X)) = z - m; + p; = Encg(m;)

for all 0 < i < s — 1. Conversely, given encoding Enc,(m;)’s for all 0 < i < s —1,
anyone can compute an encoding Enc,((mo, ..., ms_1)).

Even more, with this choice of the challenge z = (z,...,z) for z € ﬂf;& Rél), we
get invariance of the challenge under any permutation o on CRT slots. That is, for
any permutation o, we have o(Enc,(m)) = Enc,(o(m)). From here, one can perform
any inter-slot operation, and may even not require packing/unpacking of the messages
in some applications. In our application to the range proof, extraction of the slots
is sufficient and we refer to [GHS12| for more on permutations. In our approach, an
encoding and a commitment per message slot costs, respectively, at most dloggq/s
bits and (n + v)log q/s bits, which are much cheaper than a commitment to a single
message.

5.4.2 Using CRT-packed inter-slot operations in relaxed range proof

In this section, we introduce the first application of our ideas to X-protocols where the
proof is relaxed as described in Section 3.2.3. In all of our protocols in this chapter, the
prover aborts if any rejection sampling step (Algorithm 3.2) returns 0, and our proto-
cols in this chapter are honest-verifier zero-knowledge for non-aborting interactions.
For most of the practical applications, the protocol is made non-interactive, and thus
having only non-aborting protocols with the zero-knowledge property does not cause
an issue. Nevertheless, the protocols can be easily adapted to be zero-knowledge for
the aborting cases using a standard technique from [BCK ™' 14| as done in Chapter 4.

Our first application is a range proof that allows an efficient aggregation in the
sense that the prover can prove that a set of committed values packed in a single
commitment falls within a set of certain ranges. Let ¢ € ZT, £() [0, N;) be prover’s
values for 1 < i < ¢ and N; = 2% with k = ki +- - “+ky, and s be the smallest power of
two such that s > max{ky,...,ky}. For simplicity, we use base § = 2, but the result
can be generalized to other base values 8. The binary case gives the most compact
proofs in practice. Assume that R, = Z,[X]/(X? + 1) splits into exactly s fields
such that R, = R((IO) X e X R((Is_l) and Rt(;) = Z,[X]/(P%(X)) for some irreducible
polynomial P (X) of degree d/s for all 0 < i < s. Write £()) = (béi), e ,b,(fi)_l) in the
binary representation and define ﬁ((;)ti = <bg), e ,b,(c?_1>. The exact relations proved
by our “simultaneous” range proof is given in Definition 5.6. We show in Section 5.6.2
that the relaxed range proof is sufficient for an application in anonymous credentials.
Such a “simultaneous” range proof is useful when showing a credential that a set of
attributes such as age, expiry date, residential postcode etc. fall into some respective

8We believe this is the application of CRT mentioned in [LS18].
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ranges, and this can be achieved with a single commitment and a single proof using
our techniques.

Definition 5.6. The following defines the relations for Protocol 5.2 for T,T € R*.

((ck, V) (£<1> ..,M r)) ||'r|| <TA
Rerange(T) = { V = Comg; (£, Oip) A L0 N)V1<i< }
)

R (= (kD)@ (O, @ @) 7| <T A zedcyn |
range zV =Comygy (:UE( ),..., K(w), r) ALE € [0, N;) V1 < i <1

The full description of the range proof is given in Protocol 5.2 where the commit-
ment scheme is instantiated with UMC and ¢1, ¢2 are parameters determining the
rejection sampling rate. The first part of the proof (Steps 4 and 5 in the verification,
and its relevant components) uses the binary proof idea from [BCC™ 15| to show that

f;i) ’s are encodings of bits, but the proof is done in parallel CRT slots. Observe in Pro-

tocol 5.2 that f) = . (b((]i), ce bl(c?fl’ 05 Fi) 4 (a(()i), e ’al(c?—v 05 ki) = . s ) a?

crtl Ayt
where 05~ % denotes a zero vector of dimension s — k;. Therefore, we have, for each
1< <9,

Oz — 0y =22 691 -6 + 2 a9, (1 - 269 — (al)2.

crti crti crti

Since there is no 22 term (i.e., the coefficient of 22 is zero) on the left hand side of Step

5 in the verification, we get Egr)tl(l — Egzr)tl) = 0 when Step 5 is satisfied for 3 distinct
challenges x. This gives us

U0, (=1 0,078) =0 — o) =0 A (511

for each 0 < j < s—k;. This fact is then used to prove that bg.l)’s are binary. However,
since the proof is relaxed, we need to deal with more complicated issues and give the
full details in the proof of Theorem 5.8 below. The second part of the proof is a
standard argument to show that the bits b(()z), .. ,b,(c?_l construct a value ¢ for each
1<i<q.

Remark 5.7. The first rejection sampling at Step 14 of Protocol 5.2 is not necessary
as UMC allows unbounded-length messages. However, when rejection sampling is
done, the bitsize of f]@ 's are smaller than dlogq/s, which is the bitsize of a random

()

element in Ry’. Further, there is no mod q reduction in the prover’s response, and

also no mod PU)(X) at Step 13 of Protocol 5.2 since b() s are binary.

Theorem 5.8. Let Yrange = 4V3dopwBmd. Assume q > max{Ny,..., Ny}, d >
128,° R, splits into exactly s fields and UMC' is hiding and ~yrange-binding. Then,
Protocol 5.2 is a 3-special sound X-protocol (as in Definition 3.6) for the relations
Rrange(BVmd) and Riange(Vrange) with a completeness error 1 — 1/(u(p1)p(¢p2)) for
w() defined in Lemma 5.16.

Proof. Let k = ki + -+ + ky.
Completeness: The prover responds with probability 1/(u(¢1)u(¢2)) + € for |e| <
2.27100 by Lemma 3.16. Since there is at most kj +- - -+ k; = k-many 1’s in b and the

9The assumption d > 128 is put merely to use a constant factor of 2 as in Lemma 3.15 when
bounding the Euclidean norm of a vector following normal distribution.



64 Chapter 5. One-Shot Algebraic Proofs and Applications

Prange((ck, V), (€1, ... 00 p)) Vyange (ck, V)
17y, 7 — {—B,...,B}™

2 Ta, Td, Te Dg;‘iTz for Ty = pwBvV3md
3:fori=1,...,1% do

PG @)

ag s Ay, <—Dii;l for Ty = pVkw

50 al;=CRT ' (af",...,al) |, 0°7")
6: (0, =CRT'(6)”,...,0{)_,0°7")
7: B = Comcy (6821, - ,ng; rb)

8: A = Comcg, (aiigi, cey aiﬁz; ra)

9: C' = Comey (aiizi(l - 26&21), e ,aﬁﬁ)i(l - QEE;Q); rc)

10: D = Comygy, (—(a(l) P —(a(w))Q; rd)

crti crti

11: £ = Comg (€; 7¢) A,B,C,D,E

x x(—Cfg’p for d' =d/s

12: for ¢ € [1,],j € [0, k;) do
13: fj(z) =z b;-i) + a;i)
1

fcrt = (f(g >7"'7 Iijj)—l)

1
b= (b5, b )
14: Rej(fcrt,azb,@,p\/@)
15:2p =27y + 7T, 20 =T -Tc+ T4
16:z=x -7+ 7,
17: Rej((Zb,ZC,Z),ZE("‘E,,T'C,T),(,ZS2,T2)

If aborted, return L . Ferts 265 Zes 2

l:fori=1,...,% do

i — i i s—k;
20 fO =T (£, D 00R)
lzoll s llzells 2] < 2¢2T2Vmd
c 2B+ A< Comer (f<0>,---7f(w)§zb)
= (f(O)(x_f(O))w'wf(w)(x_f(w)))
:wC’-l—D;Comck (9; zc)

S oW

o Q

.2V + E = Comgy, (v; 2)

(o]

/

range- Lhe vectors e and v are defined below.

ProTocoL 5.2: YX-protocol for Riange and R
k}lfl kw_l

k1—1 kw—l
e , o .
e := ( > 23(1; ),..., > 23(15#))) , V= (J;O QJf; ),..., ng QJf;w)> over R,.

7=0 7=0
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rest is zero, there will be at most kw non-zero coefficients in b where each coeflicient
is in {—p,...,p}. Thus, we have

|zb]| = Hx@gﬂ, o b,(;i)_l)H < pVkw =T
Also, we have, using Lemma 3.19,

[2(re, 7o, 7) || < (|2 (ry, e, )| VM < x|, ||(7, 7))l V3md < pwBv3md = Ts.

Hence, by Lemma 3.16, the distributions of f]@’s are statistically close to DZ{STI and
those of zy, z., z are statistically close to Dgng2 (within statistical distance 27109 in
both cases). Therefore, since d > 128, by Lemma 3.15 except with probability at most

27128 we have

lzoll s |2l 5 ||2]] <2 papwBvV3md - vVimd = 2\/§¢2pw8md.

Steps 4 and 5 of the verification follow by a straightforward investigation. For the last
step of the verification, we have, for each 1 < ¢ < 1,

¥

ZQJf —xZQJb“ +Z2ﬂ =z 00+ 29a), (5.12)

7=0 7=0

Therefore, we get
Comgy, (v; z) — E = Comgy, (v — €; z — r.) =Comgy (3:6(1), ce ,:I:EW’); xr) =zV.

SHVZK: Assume that the protocol is not aborted. The simulator sets C' =
Comck (0; r.) and B = Comg (0; 73) for vc, 7 < {=B,...,B}™. Then, it picks

f (i) <—D¢/T forall 1 <7 <9and 0 <5 <k —1, andalsozb,zc,z<—D2)”2dT2

Then, it computes f = (f1),..., f®) as in the verification of Protocol 5.2. Fi-
nally, it computes A = Comg (f; zp) — 2B, D = Com (g; zc) — C and E =
Comg (v; 2) — V' where g, v are set as in Protocol 5.2. It outputs the simulated

transcript ((A, B,C, D, E),x, (f ., Zb, Zc, 2)) Where f_ := (fO ey éjll)

The distribution of simulated (f .., 2p, Zc, 2) is statistically close to the real dis-
tribution by Lemma 3.16 as argued in the completeness proof. Conditioned on
(frts 20y Zc, 2, x) and (B, C, V), simulated (A, D, E)’s distribution is exactly the same
as in the real case. Finally, the distribution of simulated (B, C) is computationally
indistinguishable from the real one by the hiding property of the commitment scheme
(i.e., due to M-LWE).
3-special soundness: Given 3 accepting protocol transcripts, we have

(A,B,C,D,E,x, f ., Zb, Zc, Z),
(A,B,C,D,Ed, ..,
(A,B,C, D, E.x", f

/ / /
Zy, 2oy 2,

// "
crt?zb7 cr® )7

with £ = (FU,..., f@), f = (FO, f0) and 7 = (f'O,..., f"¥) computed
as in the verification. We split the proof into two parts: binary proof and range proof.
Binary proof. By Step 4 in the verification, we have

xB + A = Com (f; zp), (5.13)
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'B+ A= Come (f; 2) , (5.14)
"B+ A= Comey (f'; 2) . (5.15)

Subtracting (5.14) from (5.13), we get (z —2’) - B = Come (f — f'; 25 — 2}). Thus,
for y := x — 2/, we get exact valid openings of yB such that

yB = Comgg (f —f 2z — zg) =: Comycy, (IA), fb) . (5.16)

Note that ||[#]| = ||zp — 2}|| < 4v/3p2pwBmd = Yrange, proving the claimed bound for
Riange- Multiplying (5.13) by y and using (5.16) gives

yA = Comyy, (yf; yzp) — vyB = Comgy, (yf — ab; yz, — "’“”"qb) (5.17)

= Comygg (a;_f’ —a'f; 2z — :c'zb) =: Comgg, (G; 7q) -

Observe that yf = zb+a by the definition of @. By the Chinese Remainder Theorem,
the equality holds in each CRT slot. Using Step 5 of the verification in a similar
manner, we get exact message openings é and d of yC and yD such that yg = zé+ d.
Writing these equations coordinate-wise in each CRT slot, we have the following for
alll1<i<ypand0<j<s—-1

f@ _ xl;(z') 4 &(.“ in RY, and (5.18)
yg] —yf ( f( ) = x¢; z)—I—al() in Réj), (5.19)

since all the challenges and their differences are the same in each CRT slot. Now,
by the Yrange-binding property of UMC, except with negligible probability, the PPT
prover cannot output a new valid exact opening of yA,yB,yC or yD in any of its
rewinds. Thus, except with negligible probability, responses with respect to 2’ and z”
will have the same form. That is, the following holds

uf{? =o'ty +a, vl = 1) = o)+ d, in RY.  (5.20)
y f]{/(l) _ ub(z) dg”, y f]{f(z) (z" — fj{/( )) _ x"ég-i) + ng)’ a

Now, multiplying (5.19) by y and using (5.18), we get

Y- (m-A§’)+ 5”) (yf (- )) = yf}" (ye — yf}")
= (@b} +a\) (yx — 2Bl — al") = (2b A“)( <y—A§”>—a<")> (5.21)
— 42 [Bgi)(y_ b( ))] +x [ l) }

and thus
z? [351) (y — 6§”)} +z [&gi) (y — 23§i)) — yé(z)] - (&g-i))2 - ycigl) =0 in R((Zj). (5.22)

Repeating the same steps of (5.21) with the equations in (5.20), we get two copies of
(5.22) where z is replaced with 2’ in one and with 2” in the other. That is, we have
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the following system
1z 22 ‘—(dg'i)y N @/dgz) ' ‘
Lo xlflz 'y —2b) —yd” | =0 i RY. (5.23)
1 z x bgl) (y _ bgl))

Since R((Ij ) is a field, the Vandermonde matrix on the left is invertible for distinct
challenges, and we get l;y) (y — 6§”) = 0, which implies b € {0,y} in a field, i.e.,

Qe‘ 2

W=yl for o) € {0, 1}. (5.24)

Range proof. By Step 6 of the verification, we have yV = Comg (v —v'; 2z — 2).
Multiplying v — v’ by y, we also know that

k1—1 ky—1
y-(o—v) = S 20w~y 2w -y )
j=0 Jj=0
k1—1 ky—1
= [ Y 2@ -2, Y 2@ ) | (by (5.18) and (5.20)),
=0 Jj=0
k1—1 ky—1
_ Z 27200 3T 2dy ) (by (5.24)).
7=0

Let us focus on a coordinate y/(®) of y(v—') for any 1 <i <. Since y = (y,...,y)
)s

and it is invertible in all R(j s, it is invertible in R,. Then, we have

Yl = 42 Z 2jb§-i) — 9 =y for some £@ € [0, N; — 1]. (5.25)

As a result, yV = Comgg (yﬁ(l), AR - z’) where ¢ . ¢(¥) are in the ranges
[0,N1),...,[0,Ny), respectively. Note that since ¢ > max{Ni,..., Ny} there is no

modular reduction performed when computing ijol 2J bgi). O

Extension to arbitrary ranges.

We assumed that a range is of the form [0, N) for N = 2*. Our range proof can
be extended to work for arbitrary ranges using standard techniques as follows. For
simplicity, let us assume that ¢ = 1, i.e., V is a commitment to a single value £. Our
discussion easily generalises to the case of committing to a set of values. Suppose that
we want to prove £ € [a,b) for b > a+1and a,b € Z. First, using V' = V—Comg (a; 0)
in the protocol proves that £ —a € [0, N), i.e., £ € [a, N + a) (this implies that we can
“shift” the range in any suitable way). Now, if b—a can be set so that b—a = N = 2F,
then we are done. Otherwise, we set 28 = N > b — @, and run another range proof
for V" = Com,y, (b; 0) — V. This proves that b — ¢ € [0,N), i.e,, £ € [b— N,b). As a
result, £ must be in the intersection of [a, N + a) and [b — N, b), i.e., £ € [a,b). Note
that the proved relations are relaxed as in Rj,q., but they indeed work in this sense.
Suppose that we have a range proof for Vi = V' — Com, (a; 0) for the range [0, Ny)
and another range proof for Vo = V' — Comyy, (b; 0) for the range [0, N2). Then, these



68 Chapter 5. One-Shot Algebraic Proofs and Applications

prove knowledge of (z1,/¢1,71) and (Z2, {2, 72) such that

Comck (flfl; ’IA"l) =V = fl(V - Comck (a; 0)) A 51 c [O,Nl),
Comyy, (Zala; T2) = ToVo = Zo(V — Comgy, (b; 0)) A £y € [0, N2).

Therefore, we have

7,V = Comgy, (T1(1 + a); 1) — 271V = Comyy, (Z2T1 (41 + a); 71) ,
oV = Comgy, (T2(€2 + b); 72) = 51Z2V = Comgy, (Z1Z2(l2 + b); 72) .

By the binding property on Z1Z2V, the committed messages Z2Z1 (¢1+a) and T1Zo(l2+
b) must be the same. That is, ZoZ1(¢1 + a) = Z1Z2(f2 + b), which implies that
{:= 4 +a = ly+ b since 1,2 € ACZ,{ IS, and thus are invertible when R, splits
into exactly s fields. Hence, ¢ € [a, N1 + a) N [b, N2 + b), which concludes that the

combination of the proofs behave in an expected manner.

Practical aspects of the range proof.

Let N = 8*, and assume we want to prove knowledge of an opening ¢ of V such that
V = Com(¢) and ¢ € [0, N). The generic way for such a range proof works as follows.
The prover publishes the commitments Com(¢;) to the digit £;’s of ¢, and proves
that each digit is in {0,...,3 — 1}, namely a set membership proof. The last step is
then to use the homomorphic properties of the commitment to check that these digits
construct V', i.e., Com(¢) =}, B7Com(¢;). Such a proof involves sending at least k
commitments and k£ masked randomnesses. The § value needs to be small, otherwise
the set membership proof becomes cumbersome (especially in the case of lattice-based
proofs), and in general § = 2 is set and thus & = log N. Doing a range proof for
values, at best, would multiply the number of commitments by . Therefore, the
overall cost would be proportional to at least v log Nndlog ¢ bits since a commitment
is of size at least ndlog g bits.

In our proof, on the other hand, the number of commitments and randomnesses
communicated is constant. More precisely, always 2 commitments' and 3 random-
nesses are sent, but their dimensions may vary. In total, the range proof length is
(2(n+wv)dlogq+1log N(d/s)Bf + 3mdB,) bits where By, B, < logq are the bit-
lengths of f;z)’s and z’s, respectively. We have v =~ 1 and m =~ 2n+1). Therefore, the
overall proof length growth is slower in comparison to the generic approach. In Table
5.2, we provide a comparison of our CRT-packed range proof with an idealised scheme
and one that uses the “norm-optimal” challenges with infinity norm 1 [LS18]. We can
see easily that our range proof provides much better computational efficiency without
any significant compromise in communication size. We also have the invertibility of
the challenge differences in ACff,{ ». In Tables 5.3, 5.4 and 5.5, we provide the full
parameter setting of the compared range proof methods.

ONote that this happens in the non-interactive case where 5 commitments reduce to 2 commit-
ments. It is standard to exclude from the proof output the commitments (A, D, E in our case) that
are uniquely determined by the remaining components.
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TABLE 5.2: Comparison of non-interactive range proof sizes (in KB). “Ideal w/o CRT” is a

hypothetical scheme optimised for proof length. FFT denotes the maximum number of FFT

levels supported. Our proof sizes can be slightly reduced at the cost of reducing the FFT
levels.

range width (V) N

232 N = 264
# of batched proofs () ‘

5 (d, FFT)|| 1 | 5 [ 10 |(d, FFT

)
with “norm-optimal”
challenges from |[LS18] )
Ideal w/o CRT|| 52 |113| 180 (32, 5)|| 86 | 201 | 302 (16, 4
Our Work: CRT-packed|| 58 |130| 202 | (512, 5)|| 93 | 216 | 319 | (512, 6

161|745 1484 | (256, 1

)
443 2131|4274 | (256, 2)
)
)

TABLE 5.3: The parameter setting of our range proof on [0,2!°¢" — 1] with CRT-packing

for 128-bit security. B = 1 for all cases. The root Hermite factor for LWE varies in between

1.00399 and 1.00493, and for SIS is =~ 1.0035. M-SIS and M-LWE dimension parameters are

nd and (m — n — v)d, respectively, for Tables 5.3, 5.4 and 5.5. Here it is harder to balance
the security as the dimension parameters increase as multiples of 512.

log N|| 32 32 32 64 64 64
ol 1] 5 w0 1] 5 | 10
Range Proof Size (KB)|| 58 | 130 | 202 93 | 216 | 319

module rank for M-SIS n 2 3 3 2 4 4
com. randomness vector dimension m 7 12 17 9 14 19
poly. ring dimension d|| 512 | 512 | 512 || 512 | 512 | 512

16 32 32 32 64 64

2 5 10 2 5 10
A 243 | g 246 | g 24T || g 267 | s 266 |y 267

num. of slots in CRT S
com. message vector dimension v
modulus q
Hamming weight of challenges wi 32 16 16 16 8 8
max. abs. coefficient of challenges p|| 128 |32768|32768(/32768| 23! | 23!

TABLE 5.4: The parameter setting of “Ideal w/o CRT” range proof on [0, 2!°8 N —1] for 128-bit

security. B =1 and v = ¥ log N for all cases. The root Hermite factor for SIS and LWE are

~ 1.0045. There is no additional assumption on the parameters to make sure that the binary

proof works. The only assumption is ¢ > 21°¢N and the parameters are set to make UMC
hiding and 7yange-binding.

log N || 32 32 32 64 64 64

vl o1 5 10 1 5 10

Range Proof Size (KB) || 52 | 113 | 180 86 | 201 | 302
34 89 92 52 | 210 | 213

107 345 508 275 847 1170

~ 932 | 938 | 938 || Ay 964 | o964 | o 964
~ 2 ~ 2 ~ 2 ~ 2 2 ~ 2

= 8w o 3 3
o
)
—_
>
—_
>
—_
o
o0
o0

128 | 32768 | 32768 || 32768 | 231 231
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TABLE 5.5: The parameter setting of range proof on [0,2!°¢ — 1] using “norm-optimal”

challenges with infinity norm 1 for 128-bit security. B =1 and v = ¢ log N for all cases. The

root Hermite factor for LWE is ~ 1.0045. For SIS, the root Hermite factor is in between

1.0030 and 1.0045. When the invertibility results of [LS18] are used, ¢ may actually need to

be larger to ensure that l;(y — l;) =0 in R, implies be {0,y}. But, we ignore this in favor of
the method.

logN || 32 32 32 64 64 64
vl o1 5 10 1 5 10

Range Proof Size (KB) || 161 | 745 | 1484 | 443 | 2131 | 4274
3 1 2 2 1 3

40 169 332 76 332 653
256 256 256 256 256 256
232 | 932 | 932 || o904 | 064 | 004

60 60 60 60 60 60

= 2o a3 S

5.5 Efficient One-Shot Proofs for Other Useful Relations

In this section, we apply our one-shot proof techniques to construct efficient ZKPs for
useful relations such as a binary proof, a one-out-of-many proof and a set membership
proof. We instantiate the commitment scheme with HMC in HNF in this section.

5.5.1 Relaxed proof of commitment to sequences of bits

Using our new techniques, we extend the multi-shot proof of commitment to bits
from Section 4.2.1 to a one-shot proof. The new protocol proves a weaker relation
but, the relaxation is tailored in a way that the soundness proof of the higher level
proofs (Protocol 5.4) still work. The protocol proves that a commitment B opens to
sequences of binary values such that there is a single 1 in each sequence, i.e., Hamming
weight of each sequence is exactly 1. The relations of our one-shot binary proof are
defined in Definition 5.9 where b = (bo,...,bk—15-1) for k> 1,8 > 2.

Definition 5.9. The following defines the relations for Protocol 5.3 for T,T € RT.

[ ((ck,B),(b,r)) : v <T A (bj; €{0,1} Vj, 1)
Roin(T) = { A B = Comg (b; 1) A (Zf;jol bji = 1Vj) }

Rl (=i (BRI <T A b {01359 A |
in y € ACL, A yB = Come (yb; #) A (X770 bji = 1V9)

The idea of the binary proof (combined with the CRT-packing technique) is already
used in Protocol 5.2. The condition on the Hamming weight is the difference to
Protocol 5.2 and is handled with a small modification. We describe the full protocol
in Protocol 5.3 where the commitment scheme is instantiated with HMC in HNF and
also summarise the results below. As before, the norms of some components in the
protocol are bounded separately in Lemmas 5.11 and 5.12.

Theorem 5.10. Let Y = 2pvVdw (16¢4p2d3 k3w B(B + 1) + 12¢3p*w? B2m?d?) ">
Assume that d > 128, q/2 > 27¢3pSw3d?*kB and HMC in HNF is hiding and ~oin-
binding. Then, Protocol 5.3 is a 3-special sound X-protocol (as in Definition 3.6)
for the relations Ryin(BvVmd) and R}, (4v/2¢opwBmd) with a completeness error
1-— m for p(-) defined in Lemma 3.10.
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Puin((ck, B), (b5 7)) Viin(ck, B)
1:a01,...,aKk-1,8-1 < Dngl for 71 = p\/@

2 1. {-B,...,B}™

3:Ta, T — Dg‘z”sz for Th = pwBv2md

4:for j=0,...,k—1do

B—1
5. aj0 :*E Qg
i=1

6: A = Comes ({aj,i}l?fl’ﬂ_l; Ta)

J,4=0

7:C = Comck ({a]-,i(l — ijyi)}?;:lbﬁ_l; ’PC)

8: D = Comcy ({7(aj7i)2}‘l;’;zlbﬁil; rd)

A,C,D

d
T 4 Cw’p

9: for j € [0,k),i € [1,8) do
10: fii=x-bji+aj
f1:=(fo1,-. ., fe—1,8-1)

b1 = (bo,1,---,bk—1,8-1)

11: Rej(f, xb1, ¢1,T1)

12:zp =27+ 7,
13:2zc=x-7rc+Tyg

14: Rej((2p, 2e), 2(r, 7c), 2, T2)

If aborted, return L . f1: 20, 2¢

l:for j=0,...,k—1do

2. fio=x— Zf;l fii

3t || f5.all < 2. TiVd V5, Vi #0
& ||fsoll < 26:TsV/Bd V)

5: |20l 12| < 262T2vimd

fo={fHasa

g:={fiile— i)} 28
6: 2B + A = Comey, (f; zv)
7: 2C + D = Comey, (g; z¢)

PROTOCOL 5.3: X-protocol for Ry and Ry, .
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Proof. Completeness: The main difference from Protocol 5.2 is that there is a sum

of f;i’s, which follow a normal distribution. By the discussion in Section 3.3.3, the

sum of discrete normal variables behaves as its continuous counterpart. That is, the
. . . B—1 R . d

distribution of ) ;| f;; is statistically close to D¢>1T1\/ﬁ' Hence, we have

I fiill <2 prpVEw - Vd = 2¢1pVdkw, Vj e [0,k), Vie[0,5), and

B—1 B—1
0l = ||z = fi Dt
=1 =1
< Vw+2- dipy/kw(B 1) - Vd = 2¢1p\/Bdkw.

The rest is analogous to the completeness proof of Protocol 5.2.

SHVZK: Assume the protocol is not aborted. The simulator sets C' = Comg (0; 7.)
for r. + {=B,...,B}Y™ and picks fii — Dngl forall 0 < j < k—-—1land 1l <
1 < 8 —1, and also zp,z. Dg@%. Then, given z, it sets fjo =  — Zf:_ll i
for all j = 0,...,k — 1. Finally, it computes A = Com (f; zp) — 2B and D =
Comgy (g; z.) — xC where f,g are set as in Protocol 5.3. It outputs the simulated
transcript ((A4,C, D), x, (f1, 2b, 2c)) where f; is set as in Protocol 5.3. The indistin-
guishability argument is as in SHVZK of Theorem 5.8.

3-special soundness: The proof proceeds almost identical to the soundness proof of
Theorem 5.8 up to Equation (5.23) except that when the commitment scheme is in-
stantiated with HMC in HNF, we need to bound the norm of the message-randomness
opening pair together to use the binding property argument. The exact opening of
yD has the largest norm-bound of

< =l +

Ybin = 2pVdw (16¢%p4d3k3w2ﬁ(ﬁ +1)+ 12¢%p2w282m2d2)1/2

as shown in Lemma 5.12. As in (5.18), (5.19), and (5.20), we have the following
equations, but now holding in R,

yfii= xBj,i + i, yfj,i(x - fj,i) = x¢ji + Czjﬂ"
yfjs = a'bji + dji, ufji@ = i) =a'ti+ i, in Ry, (5.26)
yfjlfl = ,j]j”éj,i —+ dj,l'a yf‘;fl (x// - ;:Z) - l‘,/éj,i + dj,’i?

Then, by the Ypin-binding property of HMC in HNF, we get below the same system
of equations as in (5.23) of the soundness proof of Theorem 5.8

1z 2 —(454)* — ydjs

1 o ;1:’22 | aji(y—2b:)—vyéj; | =0 in Ry.
1 7k T 7

Lot bj,i(y — bj.i)

Note that again all equations now hold in R, and there is no use of any invertibility
argument. Now, multiplying both sides of the above system of equations by adj(V')
where V is the Vandermonde matrix on the left, we get

det(V)bji(y — bjg) = (2" — ') (2" — x) (2" — 2)bji(y — bj) =0 in R,  (5.27)

We also know that

[B3d]| = 11635 = £53ll, < 2- V- 201pv/Bkw = 461pdy/Bruw, and
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<yl + o

Hy — b < pw + 4¢p1pdy/ Bkw =~ 4¢1pd+/ Bkw.
1

From here, we can further get a bound as

|~ 2~ 2biaty — b0 <
o =l Nl =, -l = al, - sl -l = b
< 2p- (2pw)? - (4¢1pdr/Bkw)?
_ 27¢%p5w3d2k5- (5.28)

Since q/2 > 27¢3pSw3d®kf3, one of the factors in (5.27) must be zero by Lemma 5.5
As Challenge differences are non-zero, this gives either l;] i OT Yy — l;j i 1s zero. Thus, we
get b;; € {0,y}. That is, b” = ybj; for bj; € {0,1} as needed for Ry,

Finally, for all j =0,..., %k — 1, by multiplying Step 2 of the verification by y, we
have the following

B—1 -1 -1 -1 -1
Yr = Z yfi= Z xbj; + Z aj; = Yx - Z bji + Z Q-
i=0 i=0 i=0 i=0 i—0

This holds for 2 distinct challenges x and 2/, and therefore

B—1
<me~—1> x— 1) (Zbﬂ—1> 2=0 inR,.
=0

Using Lemma 5.5 as above (the condition on the size of ¢ here is much weaker), we

B—1
get > bj; =1forall 0<j<k—1 as required. O
=0
Lemma 5.11. The vector g defined in Protocol 5.3 satisfies the following
lg|* < 1661p*d*k*w?B(5 + 1).

Proof. We use the bounds on the norm of f;;’s in the sequel (see Protocol 5.3 defi-
nition). For simplicity, we bound ||z — f; |l by the bound on ||f;oll as ||z| is much
smaller in comparison.

k—1p8-1 k—18-1 k—1
lgl* =D > Ifiile = i)l = Y0 > Miale = F)lI7 + Y I fsole = fr0)lI”
j=0 i=0 j=0 i=1 j=0
k—18-1
sz!\me lz = £l +ZdHfJ0H lz = foll®
=0 =1 7=0

< dk(8 —1) (2¢1p\/dkzw>4 +dk <2¢1p\/ﬁdkw)4
< dk (20pVaRw) - [(8 1) + 8] < 1601p"d* K B(5 + ).
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Lemma 5.12. The exact opening (ci, 7a) of yD in the soundness proof of Theorem
5.10 satisfies the following

Proof. For y =x — 2/, we have

1/2

d, fd)H < 2pVdw (166 p d3k3w?B(B + 1) + 1262p*w>B2m>d?)

yC = Come, (9 — ¢’ zc — 20) - (5.29)
Then, the exact opening (ci, 7q) of yD is obtained as follows

yD = Comgy, (yg; yzc) — xyC = Comey, (yg; yz.) — Comey, (g — ¢'; zc — 21)
= Comyy, (:Ug —2'g; vz, — :L"zc) — Comyy, (xg —zg'; xz. — :EZ/C)

= Comgy, (29’ — 2'g; 2z, — 2'z.) . (5.30)
Without loss of generality, assume that |[(zg’, z2.)| > |[(2'g, 2'z.)]|.

|

< 2pViu - | (¢, 1) = 20V (|l + |=2))

(d.70)|| = [[(eg' — 2'g. 22, — o'z)|| < 2||(xg’, 220)|| < 2V ] - || (g, 20)]

o\ 1/2
< 2pVdw (16¢%p4d3k3w25(ﬁ +1) + (2\/§¢2pw6md) > (by Lemma 5.11)

1/2

= 2pVdw (16¢11p4d3k3w25(6 +1)+ 12¢%p2w282m2d2) (5.31)

O

Remark 5.13. Note that, when bounding ||z.|| in the proof of Lemma 5.12, we use
the norm bound in Protocol 5.2°s verification, which is a stronger case than that in
Protocol 5.3. The norm bound of z. in Protocol 5./ to be described is the largest
one, and (5.31) becomes 2pv/dw (16¢%p4d3k3w2ﬁ(5 +1)+ 12¢%p2k82m2d2w2k) V2 s
ing that bound. We consider the strongest bound when instantiating the parameters
for the ring signature in this chapter, which builds on Protocol 5./.

5.5.2 Relaxed one-out-of-many proof

Our one-shot one-out-of-many proof has the same structure as the one-out-of-many
proof in Section 4.2.2. The main differences of the one-shot proof are the use of an
exponentially large challenge set, the relation the verifier is convinced of and some
tweaks to the rejection sampling. The challenging part here is the soundness proof of
the protocol. We use our new tools, namely Lemmas 5.1, 5.3 and 5.4, from Section
5.3 to make the soundness proof work.

Let L = {Py,...,Py_1} be a set of public commitments for some N > 1. The
prover’s goal is to show that he knows an opening of one of these P;’s. As before,
we assume that N = ¥, which can be easily satisfied by adding dummy values to
L when needed. Suppose that the prover’s commitment is P, for some 0 < ¢ < N.
Observe that Zf\i 61 0¢,;P; = P;. The idea for the proof is then to prove knowledge of
the index ¢ with Zz‘]\i_ol d¢,iP; being a commitment to zero. Writing ¢ = (fo, ..., lk_1)
and ¢ = (ig,...,ix—1) as the representations in base 3, we have dp; = Hf;é d¢;.4;- The
prover first commits to the sequences (¢, 0, - - ., d¢; g—1) for all 0 < j < k—1, and then
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uses Protocol 5.3 to show that they are well-formed (i.e., they construct an index in
the range [0, N) as in the range proof). Let us define the proved relations next.

Definition 5.14. The following defines the relations for Protocol 5.4 for T,T € R*.

((ck,(Py,...,Pn-1)),(L,7)) :
Rl/N(T) - { Le[0,N) A H?"H < TN/\ ng = Comgg, (05 7) }’

/ (7~): ((Cka(P()a'--aPN—l))v(yaEa"z)) : ZE[OaN) N ||72H§7A—/\
/N yPp = Comg, (0; #) A y is a product of elements in ACz‘f,’p '

From Protocol 5.3, the prover’s response contains f;; = :céem +aj; for a challenge
x. Considering the product p;(x) := H?;& fji;, we see that, for all i € [0, N — 1],

k—1 k—1 k—1 k—1
pi(@)=]] (@S¢, +ajs,) = [T 2 00, + D _wiga? = beaa® + Y piga?,  (5.32)
Jj=0 Jj=0 Jj=0 j=0

for some ring element p; ;s as a function of £ and a;;’s (independent of the challenge
x). Since £ and a;;’s are known to the prover before receiving a challenge, he can
compute p; ;’s prior to sending the initial commitment. Since p; is the only such
polynomial of degree k, in his first move, the prover sends some E;’s that are tailored
to cancel out the coefficients of the terms 1,z,...,2" !, and the coefficient of z* is
set to the prover’s commitment Py using Zz‘]\i_ol 074 F;. The full description is given in
Protocol 5.4.

Theorem 5.15. Let v )x = (k + 1)27+2/3¢Bmd*wp™*! for ' = k(k —1)/2 and
k=k(k+1)/2. Assume d > 128, ¢ > 27¢2p°w3d?k3 and HMC in HNF is hiding and
y-binding for v = max{ypin,y1/n}. For p(-) defined in Lemma 3.16, Protocol 5.4 is a

(k' 4 1)-special sound X-protocol (as in Definition 3.6) for the relations Ry x(Bv'md)
and Rll/N(’Yl/N) with a completeness error 1 — 1/(pu(p1)(p2)) where k' = max{2, k}.

Proof. Completeness: Step 1 of verification follows from the completeness of Pro-
tocol 5.3. For bounding the maximum norm of masked randomnesses in Step 11 of
prover’s computation, we have

k—1 k—1 k—1
whr =3 aip,| < |otr ]| + S lletpy | < Vimd - [ ot + S atnll
j=1 j=1 ==l

k—1
< Vmd- {2} |7+ lell] o]

Jj=1

k—1 k
<vVmd- | (pw)*B + Z(pw)jB = B\/mZ(pw)j.
j=1

j=1

Denote ' = zFr — Z?;% mjpj. Then, we have
1/2

[, are, ey = (I rs, zrol? + [']?)

2\ 1/2

< (pr\/M)er B\/@i(pw)j
j=1
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Pin((ck, (Po,...,Pn—1)), (£,7)) Vin(ck, (Po,...,Pn_1))
1y {—B,..., B}

20 = (000,0,---,00,_1,8-1)

: B = Comgy, (8; 75)

: A,C, D < Puin((ck, B), (8,7p))

D po — Dg;dT2 for T = Bp*w*v/3md

:for j=0,...,k—1do

p; — {-B,... B} if j #£0

N-1

E; = Z pi,i Pi + Comeg (0§ Pj)

1=0

N o g & W N H

®

using p; ;’s from (5.32) A,B,C, D, Ey,...,Ex

x « C?

w,p

9: fl,zb,zc < Pbin(x)
10: Rej(f, 201, ¢1,pVEkw) for §1 := (dey,1,-- - (5gk_17[3_1)

k—1
11: =z Z:Ek'r'—ijpj
j=0
k=1
12: Rej((zb’ Zecy z)7 (Z'T'b, QL"I“C,l‘k’T' - ijpj)7 ¢27T2)
j=1
If aborted, return L . JFi, 20, 20,2

1: Voin(ck, B,x, A,C, D, f1, zb, Zc) 1

?
2 ||z, 2]l | zell < 2V3¢2Bmdp*w”

N—1/k—1 k=1
3: Z (H fj,ZvJ)Pi E;z’=Comgi (0; z)
3=0

i=0 \j=0

ProTocoL 5.4: ¥-protocol for R, N and R'l/N. Step 5 of the verification (norm checks on
Zp, Zc) in Protocol 5.3 is skipped when Vi, (ck, B, z, A, C, D, f1, zp, Z.) is run.

. 2\ 1/2
< | 20*p*B*md + B*md (pw)?
j=1
. 29\ /2
< | B*md - |2uw*p* + Z(pw)j < Bu*p*v/3mad.
j=1

Therefore, for Ty = Bw*p¥v/3md, the distribution of z, z, 2. are statistically close to
Dgﬁﬂ2 by Lemma 3.16. Hence, by Lemma 3.15, we have

Iz, |1zl 5 |2l < 2- qSQBwkpkv 3md - vVmd = 2\/§¢>25’mdwkpk.
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For the last verification, we have, for Py = Comg (0; 7),

N-1 k-1 . N-l k—1
Hf]1] Pi_ZEjl'J: sz Pz Z(sz,jp + Comgy, (0 p]))
=0 7=0 7=0 =0 7=0 \ =0
N-1 k—1N-1 k=l
= Z pi(z)P;— pi,jpix]_zxj - Comgy, (05 p;)
i=0 j=0 i=0 j=0
N-1 k—1 ' k=1
= P; | pi(x) — Zpi,jx” - Z:cj - Comgy, (05 p;)
i=0 §=0 §=0
N-1 k—1
P(th — Zx] Comgy, (0 p]) k.op,— Zx] Comgy, (0 p])
i=0 Jj= J=0
k—1
= Comg; | 0; 2% -7 — ij -pj | = Comgy (05 2) .
§=0

SHVZK: Assume that the protocol is not aborted. A, B,C, D, f1, z, z¢, 2 are sim-
ulated as in the case of Protocol 5.2 where zp, 2.,z are sampled from D" 2T2 for

Ty = BpFw*v/3md. The simulator also samples E, ..., E,_q + U(Ry) and computes
FEy in the way to ensure that the last verification step is satisfied. Then, the simulated
transcript is output as below

((A7 B7 Cu -Da {E] §;8)7$7 (.fla Zpy Ry Z))

The simulation of E1, ..., Ex_1 is computationally indistinguishable from the real case
by M-LWE assumption. The rest of the indistinguishability argument is the same as
in SHVZK of Protocol 5.2.
(k' + 1)-special soundness: Assume that k > 1. Given (k + 1) distinct challenges
xo, ..., Tk, we have (k+ 1) accepting responses with same (A4, B,C, D, Ey, ..., E;_1).
Suppose that (fgo),z(o)), e (fgk),z(k)) are part of the responses with respect to
challenges xg, . . ., xk, respectively. Setting y = x1—x¢, we first use 3-special soundness
of Protocol 5.3 to extract exact valid message openings l;jyi and a;; of yB and yA,
respectively. We know that l;jyi = yb;; for bj; € {0,1} and only a single one of
{bj0,.-..bjs—1}1s 1 for each j € {0,...,k—1}. Now, we construct the representation
of £ in base 8 as follows. For each 0 < j < k —1, the j-th digit ¢; is the integer ¢ such
that bj . = 1. It is easy to construct the index ¢ from here using its digit ¢;’s.
Recalling equations in (5.26) from the soundness proof of Protocol 5.3 that use
Ybin-binding property of the commitment scheme, we have, for all 0 <n <k — 1,

yfy ) = wbii + g = wy - by + g

Now compute p;(x,) = y* H;:é f]( M = HJ ~0 yfj H] 0 (yxnb] i; + @) for each
1=0,...,N—1. By the construction of £, pe(xy) is the only polynomial of degree & in
xy for all 0 < n < k — 1. Then, we can multiply the both sides of the last verification
step by y* and re-write it as below

N— k—1 k—1
Z Pi(xy) Py = > y"Ejad = af - y* P+ Ejz) = Comg (0; ykz(")) , (5.33)
i=0 =0 =0
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where Ej’s are the terms multiplied by the monomials :c%’s of degree at most k—1 and
are independent of x,. Equation (5.33) is exactly the case described in (5.6) and the
verification of Protocol 5.1 in Section 5.3 with Cj, = 3*P,. By the discussion in Section
5.3, we obtain exact openings of det(V)y*P, as (0,4*#) where 7 = Zf:o ;2 for
I = (—1)** [o<i<j<knjizi(®j — z1), ie., we have

det(V)y* P, = Comgy, (0; ykf'> — ¢* - (det(V)P, — Comgy, (0; 7)) = 0

(by Lemma 5.4) = y - (det(V)P; — Com, (0; 7)) = 0
= det(V)yPy = Comg (0; y7°) . (5.34)

In the end, we have an exact opening of det(V)yFP, as (0,y7). This randomness

opening is a factor y € ACi‘ip larger than what we have in Lemma 5.3. Thus, using

Lemmas 5.1 and 5.3, we conclude, for ' = k(k —1)/2 and k = k(k +1)/2,

()

ly# || < (k + 1)d(2p)" ' w" max < (k+ 1)d(2p)"~ Huw - 2v/3¢aBmduwtp*

< (k + 1)2°2/3go Bmd?w p .

Recall that we assumed k£ > 1. When k = 1, Protocol 5.3 still needs 3 challenges
for its soundness property. As a result, Protocol 5.4 is at least 3-special sound. O

5.5.3 Relaxed set membership proof

Suppose the prover has a commitment C' and wants to prove knowledge of a message
opening m of C' such that m € § = {wy,...,vny_1}. Such a set membership proof
can be constructed from one-out-of-many proof as in [GK15]. The protocol works as
follows. Both the prover and the verifier set P; = C' — Com,, (v;; 0) in the one-out-
of-many proof, and run that protocol. This proves knowledge of (y,¢,#) such that
yPy = Comgg (0; #), which gives

yPy = y(C — Comgg, (vg; 0)) = Comgy, (0; 7),
= yC = Comg (0; 7) + yComey, (ve; 0) = Comey (yvy; 7). (5.35)

As a result, our set membership proof convinces the verifier of the following statement,
for some 7 € RT,

m_{((ck, (v, ..., vN_1),0), (y,£,7)) : £ €[0,N) A |7 g”r/\}‘ (5.36)

R, = . . )
yC = Comg, (yvg; 7) Ay is a product of elements in ACffW

mem

5.6 Applications to Advanced Cryptographic Schemes

5.6.1 Ring signature

The construction of ring signature from one-out-of-many proof follows the same strat-
egy as in [GK15, BCCT15] and Section 4.3. The users commit to their secret keys
and these commitments represent the public keys. A set of public keys is then used
as the set of public commitments in the one-out-of-many proof. The prover proves
knowledge of an opening of one of the commitments (i.e., knowledge of a secret key
corresponding to one of the public keys used to construct the signature). The main
difference from |GK15, BCCT15] and Section 4.3 is that we show that our relaxed
proof is still sufficient.
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Construction

Let N = F for 2 < 8 < N, k > 1 and ¢,B with B < ¢ be positive integers. Let
CMT = (A, B,C, D, Ey, ..., Ex_1) and RSP = ({fx Yol 2, zb,zc> be the initial

commitment and prover’s response from Protocol 5.4, respectively. Also, denote C
as the challenge space defined in (5.9) and CMT* = (B,C, Ey,..., E_ 1) as a subset
of CMT. Our ring signature uses Fiat-Shamir heuristic [F'S86] to make Protocol 5.4
non-interactive and is defined as follows.

e RSetup(1*): Run G + CKeygen(1*) of HMC in HNF and pick a hash function
H:{0,1}* — Cq‘f,yp. Return the commitment key ck = G and H as pp = (ck, H).

e RKeygen(pp): Sample r < {—B,...,B}"¢ and compute P = Comg (0; r) for
the all-zero vector 0. Return (pk, sk) = (P,r).

o RSign op.sk(M,L): Parse L = (Py,...,Py_1) with P, = Com, (0; sk) for £ €
[0, N). Proceed as follows.

Generate CMT by running Py /N ((ck, (Po, - .., Pn-1)), (¢, sk)).
. Compute x = H(ck, M, L,CMT).

. Compute RSP by running P; /x(z) with CMT.

. If RSP =1, go to Step 1.

. Otherwise, return ¢ = (CMT*, 2, RSP) .

e RVerify, (M, L,0): Parse L = (Fy,...,Py_1), 0 = (CMT",2,RSP) and CMT" =
(B,C,FEy,...,FEr_1). Continue as follows.

Ot W N =

1. Compute A, D and Ej so that Steps 6 and 7 in Protocol 5.3, and Step 3 in
Protocol 5.4 are satisfied.

2. Set CMT = (A, B, C, D,EQ, ceey Ek:—l)-

3. If © # H(ck, M, L,CMT), return 0.

4. Return the output of V; x(ck, (FPo, ..., Py—1), (CMT, z,RSP)).

Correctness and anonymity properties of the ring signature follows easily from the
completeness and SHVZK of Protocol 5.4, respectively. In particular, for ¢1 = ¢o =
15, we have 1/(u(¢p1)p(p2)) > 1/5. Therefore, an accepting transcript is produced by
Protocol 5.4 with probability at least 1/5. Thus, the expected number of iterations
in RSign is 5, which is O(1), for ¢ = ¢o = 15. Unforgeability of the ring signature
is stated in Theorem 5.16.

Theorem 5.16. If HMC in HNF is hiding and ~y-binding where v = max{bin, V1/n}
Jor in and vy )N defined in Theorem 5.10 and Theorem 5.15, respectively, then the ring
signature scheme described by (RSetup, RKeygen, RSign, RVerify) is unforgeable
with respect to insider corruption in the random oracle model.

Proof (Sketch). The idea for the proof is similar to that in Proof of Theorem 4.15, but
the challenge space is exponentially large in this case and no parallel repetition of the
underlying protocol is required in the ring signature. Assume that there exists a PPT
adversary F that can forge a ring signature in polynomial time and non-negligible
probability. This gives rise to an adversary A which can break the binding property
of the commitment scheme, and thus solve M-SIS problem.

A creates an invalid public key pky, such that pk, = Comg (1,0,...,0; r) for
r < {-B,...,B}™, which cannot be detected by F due to the hiding property of
the commitment scheme. Then, it runs F until k£ + 1 forgeries in total with distinct
challenges are obtained where CMT* part of the signature (and thus CMT) is the same
for all forgeries and pky is not corrupted. This can be done in polynomial time using
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TABLE 5.6: The parameter setting of our ring signature with a root Hermite factor < 1.0045
for both M-LWE and M-SIS. B =1, ¢; = ¢2 = 15 for all cases.

N| 2 8 64 212 221
(d, w, p)|(256,60,1) (256,60,1) (128,66,2) (128,66,2) (128,66, 2)

(n,m)| (4,12)  (4,13)  (10,28)  (13,32)  (22,46)

k5| (1L2) (L) (1,64 (2,64  (3,128)

q ~ 253 ~ 258 ~ 259 ~ 260 ~ 277
Signature Length (KB) 36 41 58 103 256
Public Key Length (KB) 6.63 7.25 9.22 12.19 26.47
Secret Key Length (KB) 0.38 0.41 0.44 0.50 0.72

the Forking Lemma in [BPVY00]. Then, A runs the extractor of Protocol 5.4 to get an
exact valid opening (0; s) of y - pk; for some public key pk; where y is the relaxation
factor in Definition 5.14. With 1/poly(A) probability, i = ¢ as F can only make
polynomially many queries to PKGen oracle. As a result, ((y,0,...,0;yr), (0;s8)) is
binding collision pair for the commitment scheme since (y,0,...,0) # 0. O

Concrete parameters

As mentioned before, we set our parameters to make the easiest cases of M-SIS and
M-LWE hard against known attacks in practice and aim for 128-bit “post-quantum”
security A = 128. We set (d,w,p) so that |CZ | > 22°. Similar to recent lattice-
based proposals [BDLT18, LN17, dPLS18|, we too consider an error distribution of
U{-1,0,1}%), ie., B = 1 for M-LWE problem. We set ¢1 = ¢ = 15 so that
the acceptance rate of the rejection sampling is more than 1/5. Practical security
estimations are done as summarised in Section 3.2.2 for a root Hermite factor of
around 1.0045. We make sure that the commitment scheme is ypin-binding and vy /N~
binding. The full parameter setting is given in Table 5.6 for various ring sizes.

Asymptotic signature length

We neglect any loglog (multiplicative/additive) terms (both in A and N) through-
out our analysis in this section and work with the challenge space 03}71. Security of
Bs1s-M-SIS in dimension nd and modulus ¢ with fgig ~ ¢ against BKZ-reduction at-
tack with root Hermite factor § [MR09| requires nd > log q/(4logd). Using the BKZ
root Hermite factor from [ADPS16] with logd = Q(1/)) for security parameter A,
we get nd = Q(Alog q). Balancing the same security level for “dual” attack on LWE
[ADPS16], we get m = O(n) and md = Q(Alogq) (recall that the LWE dimension
parameter is proportional to (m — n) - d). Take k& = O((log N)/t) for a parameter
1 <t <logN to be optimised. As a result, we have § = N1/k = logN/k — 0(2Y).
To be a one-shot proof, we require 2% (3}) = 20V Then, choosing d = O(X) and
w = O(M\logA) is sufficient. Finally, we need ¢ = O(wkzkmdQ) for M-SIS secu-
rity!!. Therefore, logq = O(k*logw + log(md)) = O(((log N)/t)*log()\/log \) +
log(Alog q)) = O((log?® N log \) /t?). Using these, we can also find

log(kw) = O(log(log NA/(tlog A))) = O(log A), and
log(wmd) = O(log(A\?/(log AMog q)) = O(log \).

"This is due to 7, /N, which grows asymptotically faster than vyuin.
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Now, for the signature size |o|, we have

|o| = O(kndlog q + kBdlog(kw) + mdlog(wmd))
(Mog q(log N log g/t + log ) + Alog Alog N2' /t)
(Mog N (log? g/t + 2' log A/t))
(
(

Mog N (log* Nlog? \/t? + 2t log A/t))
Aog Mog N (log* N log A/t° + 2t /t)).

0
)
)
O

Taking t = O(1), we can get |o| to be quasi-linear in A and poly-logarithmic in NV, i.e.,
lo] = O(Mlog? Mog® N). However, if we set t = (log N)%/?, then log? Nlog \/t° =
log A(log N)?/3 and this term is roughly of the same size as or larger than 2¢/t for all
practical N values such as N < 23, Therefore, we can say that the signature length
in practice is proportional to Alog? Alog® N where ¢ ~ 1.67 for N < 239, Hence, for a
fixed security level, the signature length grows slightly faster than logarithmic in N,
which also matches the signature length growth for the values provided in Table 5.6.

Computational efficiency

To estimate the computational efficiency of the ring signature, we look at that of the
one-out-of-many proof in Section 5.5.2, and consider the efficiency in terms of degree-
256 polynomial multiplications in R, denoted by poly256_mult. We assume that a
standard PC has a CPU running at 3 GHz.

Let us take a medium-sized number of ring participants as N = . Our ring
signature in this case can be instantiated with (d,w,p) = (256,60,1), n =6, m = 15,
q~2% k=2 5=32 B=1, ¢; = ¢ = 15 (signature length is 89 KB). Then, the
commitment key dimensions are 6 x 79 where the first 6 x 6 part is the identity matrix.
Therefore, each commitment computation requires at most 6-73 = 438 poly256_mult
(this can be further optimised when the committed message is zero or binary-valued).
Offline signing. To compute A, B, C, D, there will be 4 - 438 = 1752 poly256_mult
in total. To compute E;’s, we need to perform around k-n-N +k-n-m = 2-
6-2042.6-15 = 12468 poly256_mult (the computation of pi,; takes at most 1
poly256_mult for k = 2). Setting ¢1 = ¢2 = 15, the expected number of iterations
due to rejection sampling will be 5. Therefore, the initial step for the prover is
dominated by 5 - (1752 + 12468) ~ 26 poly256_mult on average. According to the
NTT implementation of [Chul8]|, for polynomial degree 256 and 51-bit modulus, NTT
transformation costs about 8000 cycles and pointwise multiplication costs about 1000
cycles. Note that the user public keys and the commitment matrix can be stored in
the NTT domain, and thus the number of NTT transformations are much less than
that of the pointwise multiplications in our scheme. In particular, the number of NTT
transformations is in the order of k-(m+f) (kB transformations for ap, ..., ax—18-1 €
R,’s and (k + 4)m transformations for the randomnesses 74,7, ¢, Td, P0, - - - 5 P—1 €
Ry") whereas that of pointwise multiplications is in the order of kn(N + m) (due to
Step 8 of the prover). Therefore, the cost of pointwise multiplication is the dominant
part in the computational cost of signing, and it can be done in about 1000 -2'6 ~ 226
cycles, i.e., in about 20 ms on a standard PC. This phase can be easily computed
offline.

Note that we need to sample 3md coefficients from a wide discrete normal distri-
bution to construct the vectors py, 74,74 € Ry, which is repeated 5 times on average
due to rejection sampling. For the concrete parameters with N = 210, this means
sampling less than 58000 coefficients in total with a standard deviation around 222.

210
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Figure 3 and Table 4 in [ZSS19] show that one can sample 1024 Gaussian coefficients
in less than 2'® cycles independent of the standard deviation. Thus, Gaussian sam-
pling with a cost of about 58 - 218 < 224 cycles will not be a bottleneck for offline
running time.
Online signing. The response phase of the prover requires about (k+2)m polynomial
multiplications, which is only 4 - 15 = 60 poly256_mult. When repeated 5 times on
average, it would take only around 100 us on a standard PC. This phase can be treated
as the online signing phase and is very fast.
Verification. The verification time of the ring signature is dominated by the last
verification step in Protocol 5.4, which takes around (k—1+4n)-N+k-n+n-m = 7270
poly256_mult. Note that there is no additional factor due to rejection sampling here.
This would take about 2-3 ms with the same assumptions.
The reported signing/verification running times of [KKW 18] with the same N =
is 2.8 seconds. Also, extrapolating the computational efficiency results of NTRU-
based ring signature from [LAZ19| (without linkability), the running time for sign-
ing/verification would be around 700-800 ms (where the signature length is about
14 times larger than ours). Therefore, our ring signature scheme also outperforms
[KKW18| and [LAZ19|, which are the only two works providing concrete running
times, by a large margin in terms of computational efficiency for medium-sized rings.
For smaller ring sizes, the scheme in [KKW18] does not seem to get noticeably
faster. For example, for N = 27, the running times of signing and verification go down
to 2 seconds, i.e., not even reduced by a factor of 2 over the case N = 20, In our
case, the offline signing and verification times would be reduced by a factor of more
than 8 as N is reduced by a factor 8 and k would be set to 1.

210

5.6.2 Privacy-preserving credentials

In an anonymous credential system, there are three entities: organisations, that are
able to issue credentials, users, who can obtain and show credentials, and verifiers,
who verify the user credentials. Our goal here is to enable an efficient way for users
to get a credential containing a set of attributes and later use it to prove that some
of the attributes satisfy certain properties without revealing the attribute itself. We
provide privacy for credential attributes by revealing only that they satisfy a certain
relation, but we do not provide unlinkability between multiple showings or issuing,
which is left as an interesting open problem for future work. In fact, linkability is a
desired property in some applications such as e-voting and e-cash systems. Also, user
anonymity can be obtained to some degree by using pseudonyms. Let us a give a
simple example scenario. The user, Alice, wants to apply for a job that only considers
applicants of age between 18 and 33, and from a European country. Then, she obtains
a credential from her state government with these (and possibly more) attributes. The
goal in this scenario is for Alice to convince the employer that she is eligible for the
application without revealing the full details as she may not end up getting the job.
The privacy of the credential attributes is achieved by revealing only the fact that
some attributes satisfy a certain relation. Let us first describe our security model and
then see how we can tackle this problem using our tools.

Let RPoK(C) be a relazed proof of knowledge where the verifier is convinced
that the prover knows (y,7) such that yC = Com (0; #) and y is invertible. Fur-
ther, let IIp(C') be a protocol that proves knowledge of (y,7n,#) such that yC =
Comyy, (ym; 7), y is invertible and 7 satisfies some property P, denoted by m € P
(recall that the relaxation factor in our range proof is invertible). Now, the game
between a prover and a challenger works as follows.
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1. The prover sends a message m and a commitment C' along with RPoK(C’) where
C’" = C — Comg, (m; 0).

2. Then, the challenger chooses a property P that can be proven by some protocol
IIp, and sends IP to the prover.

3. Finally, the prover sends IIp(C).

The prover wins if m ¢ P.

Theorem 5.17. If the commitment scheme Comgy, (x; %) is y-binding (for appropri-
ately set ), and RPoK(C") and Ip(C) are sound with an invertible relazation factor,
then no PPT adversary can win the above game with a non-negligible probability.

Proof. Let A be a PPT adversary that plays the above game and sends m and C in
the first move. Let C' = C' — Comg, (m; 0). By the soundness of RPoK(C’), A must
know (y, #) such that

yC' = Comgy, (0; #) = y(C — Com (m; 0)) = Comgy, (0; 7)
= yC = Comyy, (ym; 7). (5.37)

Now, by the soundness of IIp(C'), A must also know (y/, ™/, #') such that ' € P and
y'C = Comgy, (y/m; 7). (5.38)
Multiplying (5.37) by 3 and (5.38) by y, we get

y' - (yC) = Come, (y'ym; y'?) and y- (y'C) = Come, (yy'm'; y#')
=  Comgg (y/ym; y'ﬁ) = Comgy, (yy’n”’l/; y'F') . (5.39)
By the binding property of the commitment scheme, 3'ym = yy'r/, and thus m =
1’ € P since y,y are invertible by assumption. O

Remark 5.18. A similar argument as in Theorem 5.17 can be used to strengthen the
proved relations in our relaxed protocols as follows. A relaxed proof for a property P
combined with an exact proof of knowledge (i.e., proving knowledge of (m,r) such
that C = Comgy, (m; 1)) proves that the prover knows an exact valid opening of C
and that this opening (without any relaxation) satisfies P. However, such lattice-
based exact proofs of knowledge are not currently very efficient. Furthermore, the
wertibility assumption of the relaxation factor can be circumvented using Lemma 5.5
provided that the relaxzation factor and the message m have bounded norm, i.e., we
can infer m =m' from yy' (m —m’) =0 in R, using Lemma 5.5.

Going back our scenario, m in the above game represents the set of attributes.
Alice applies to get a credential with the set of attributes in m, and obtains a signature
on C after passing the relaxed proof of knowledge. In her application for the job, she
first shows that C' is signed by an authority and that her age attribute is the range
[18,33), and the expiry date and country code attributes are in some valid ranges
(using a single relaxed range proof). Here, the ranges for all the other attributes but
these three are set so that they are trivially satisfied (for example, the range is [0, 232)
if they are unsigned and represented by 32 bits). Seeing a signature on C and the
range proof, the employer is convinced that Alice is eligible to apply.

All of our proofs except for one-out-of-many proof has the structure represented
by IIp where the property P changes for each proof. For example, a similar idea can
be also used with the set membership proof. In that case, the public set S in the
protocol needs to be set so that it covers all the possible options for the attributes
that Alice does not want to reveal any information about.
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5.7 Discussion

The clear advantage of the new techniques and tools introduced in this chapter is that
they do not require protocol repetitions for soundness amplification. As a result, we
are able to overcome the 5()\2) barrier in both the asymptotic proof length growth and
the computation time, and can construct very short and fast proofs from lattices. We
believe that overcoming of this barrier is an important milestone in the construction
of efficient advanced ZKPs from lattices.

Having efficient building blocks in turn paves the way for an efficient and scalable
ring signature scheme based on standard lattice assumptions. One can see the effec-
tiveness of the new techniques by looking at the dramatic improvements of the new
ring signature scheme in comparison to the prior art (see Table 1.1).

A limitation, on the other hand, is that we can only get relaxed proofs. That
is, the proved relations additionally involve a (possibly non-trivial) relaxation factor.
However, we also show how to handle the relaxation in ZKPs’ application to higher
level constructions and show that they are still useful in practice despite their relaxed
nature. Another example of this is given in the next chapter, where we show how to
construct an efficient blockchain confidential transactions protocol based on similar
relaxed proofs.

If we compare the proofs in this chapter and those in the previous chapter, we
can see an important difference in relation to the relaxation factor. Firstly, as men-
tioned before, the relaxation factor in the previous chapter is a fixed publicly known
value, whereas in this chapter, we only know that it is either a challenge difference
or a product of challenge differences with its exact nature known only to the prover.
Furthermore, the growth of the norm of the relaxation factor with the polynomial
relation degree k in this chapter is greater than that in the previous chapter. This in
turn creates an advantage for the methods in the previous chapter as the extracted
witness length growth is slower in the polynomial relation degree k, but this advantage
in favour of the prior methods from Chapter 4 is negated by the quadratic dependence
of the proof length growth on the security parameter.

Throughout the chapter, our focus has mainly been on proving relaxed relations.
As briefly touched upon in Remark 5.18, it is indeed possible to strengthen our relaxed
proofs by combining them with an ezact proof of knowledge. This method would
enable one to construct, in particular, exact binary, range and set membership proofs
(with larger proof sizes). Although current exact proof constructions from lattices do
not seem to offer a satisfactory solution in terms of practical efficiency, there has been
very recent exciting works [BLS19, YAZ'19] that aim to design more efficient exact
proofs. It is therefore plausible to expect further developments in the construction of
exact proofs, and hence strengthening our relaxed proofs would become cheaper as
the cost of an exact proof of knowledge decreases.
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Chapter 6

Blockchain Confidential
Transactions from Lattices

As stated previously in the introduction, zero-knowledge proofs are a fundamen-
tal tool used in numerous privacy-preserving applications, and they have recently
become a crucial part of privacy-aware blockchain-based applications such as pri-
vate/anonymous cryptocurrencies, e.g., Monero and Zcash. As seen in the previous
chapters, when coupled with commitments, ZKPs allow users to prove useful state-
ments without leaking private information. For example, Monero uses the RingCT
protocol [Noel5]| to realise confidential transactions. However, the currently deployed
solutions in these systems do not provide post-quantum security. Quoting again
from Zcash’s FAQ page |Teal9], the developers “plan to monitor developments in
postquantum-secure components, and if/when they are mature and practical, up-
date the Zcash protocol to use them.” Therefore, there is an evident need to design
quantum-secure alternatives of currently deployed privacy-preserving protocols, which
brings us to the main goal of this chapter: introduce a practical post-quantum RingCT
protocol based on computational lattice problems (in particular, M-SIS and M-LWE).

As one may recall from Chapter 2, the main challenge in the construction of ef-
ficient lattice-based advanced protocols such as RingCT comes from the difficulty
in realising suitable underlying ZKPs efficiently. Thankfully, the tools developed in
the previous two chapters can be used as important building steps towards the con-
struction of an efficient post-quantum RingCT protocol. Of course, straightforward
combination of the already designed ZKPs does not result in a very efficient scheme
and we still need to come up with new techniques specifically crafted for our target
RingCT construction, which is exactly what is done in the upcoming sections.

We start the chapter by giving an overview of MatRiCT, our efficient, scalable and
post-quantum RingCT protocol, in Section 6.1. Then, a high-level summary of the new
techniques introduced in this chapter is given in Section 6.2. Our formal definitions for
RingCT-like cryptocurrency protocols and comparative discussions between the new
definitions and the prior ones are provided in Section 6.3. Later in Section 6.4, the
full algorithmic details of MatRiCT are discussed, where we split MatRiCT into sub-
procedures, each of which is summarised as a pseudocode. We introduce an improved
soundness proof for the underlying binary proof used in MatRiCT in Section 6.5. The
security proofs of MatRiCT are given in Section 6.6, where we show that MatRiCT
satisfies correctness, anonymity and balance properties defined in Section 6.3. We
then discuss the parameter choices and implementation details in Section 6.7, where
an evaluation of MatRiCT is also provided. Section 6.8 covers a discussion about
a parameter choice regarding the serial numbers used in MatRiCT. The extension of
MatRiCT to provide auditability is detailed in Section 6.9, where our novel extractable

!This chapter is mainly based on [EZS119].
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commitment scheme, the crucial tool enabling the auditability feature, is introduced.
More discussion on the ring and group signatures, which are constructed as sub-blocks
of MatRiCT, is provided in Section 6.10.

In this chapter, the commitment scheme is always instantiated with HMC (i.e.,
using a completely random commitment matrix G).

6.1 Overview of MatRiCT

One of the most important features of MatRiCT is that no wide range proof is required.
The general structure of the whole system is as follows. We work over two cyclotomic
rings R, = Zy[X]/(X¢+ 1) and R; = Z4[X]/(X? + 1) where q is a small modulus (of
about 31 bits) and ¢ is large modulus (of about 53 bits). Note that both moduli are
much smaller than 64 bits in bit-length even though we allow the transaction amount
to be of 64 bits.

A user secret key sk is a random short vector over R, and the user’s public key
is generated by using sk as the randomness of a commitment to zero. When minting
a coin to represent an amount without revealing its value, we do not commit to the
integer amount, but instead commit to the bits of the amount over R,. Therefore, a
standard argument stating that the sum of input coins equals the sum of output coins
is not sufficient for the balance property as the addition is done over Z,. Instead, we
introduce a novel balance proof as sketched in Section 6.2.

To spend some of her accounts, each of which is a pair of a public key and a coin,
a user Alice proceeds as follows. She mints her coins and computes some “corrector”
values to be used in the balance proof. These corrector values help Alice prove that
the sum of input amounts equals the sum of output amounts, and they are binary
when there is one input account and at most two output accounts. For simplicity, let
us assume that is the case for now. To hide her identity, Alice gathers other accounts
to be used in a ring signature. Suppose Alice wants to spend M of her accounts while
hiding herself among N users, in which case she gathers M - N accounts (including
those of her own), seen as an M x N matrix. Then, she chooses an index ¢ € [0, N —1]
and places her own accounts on the /-th column. Below is an illustration of the matrix
constructed by Alice.

actpo | - acto ¢ = (pko,s, o ) ©o- | actogN-—1
A, = : : .

actyr—1,0 | -v- | acty 10 = (Pkps—10CNm—1) | - | aCty 1 N1

After this initial setting, Alice computes an aggregated binary proof over R; where
she proves that 1) all minted output coins are commitment to bits, 2) her index ¢ is
properly encoded by some bits in some ring elements, and 3) the “corrector” values are
properly encoded as bits in some ring elements. Here, our scheme crucially benefits
from this efficient aggregation. Alice then provides M ring signatures for her accounts
to be spent, and also proves that the “corrector” commitment is of special form such
that the commitment does not contain any value (i.e., the committed message rep-
resents zero). Finally, she runs another ring signature on commitments Py, ..., Py_1
where

o N input coins in ” ”
P = Z(output coins) Z <i—th columm ) + (“corrector” com.).
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Observe that Alice knows all the secret values that constructs Py, and the corrector
commitment is constructed in a way that P is a commitment to zero over R, when the
sum of input (integer) amounts equals the sum of output (integer) amounts. Recall
that Alice also proves corrector commitment contains no value. Finally, she computes
serial numbers as commitments to her secret keys used under a new commitment key
and proves that this is indeed the case. This step is to prevent Alice from double-
spending.

For auditability, we allow the auditor to extract Alice’s index since she already
proves that her index £ is properly encoded in some commitment. For this, we require
an extra tool: an extractable commitment compatible with our construction (see
Section 6.9.1).

An important feature of auditable MatRiCT is that users can choose a specific
auditor from a set of possible auditors or can even choose to have no auditors, all
within the same environment. Therefore, the user chooses an auditing option 4, where
i = 0 indicates no auditor (i.e., full anonymity) and ¢ > 0 indicates auditing by the
i-th authority (i.e., conditional anonymity).

6.2 Overview of New Techniques

6.2.1 Improved ring signature

The ring signatures from previous chapters consist mainly of two parts: 1) a binary
proof on the signer’s index, and 2) a one-out-of-many proof on the set of public
keys. We show that the two verification equations in the binary proof can be batched
together, which reduces the number of commitments and the randomnesses to be
communicated by half and thus the binary proof’s cost almost by half. Let us recall
the general idea for the binary proof from previous chapters that build on the ideas
from [GK15, BCCT15].

Suppose that we want to show b is a bit. Let B = Com(b; %), A = Com(a; *) and
f =a-b+ a for some masking value a and a challenge x where Com is homomorphic
commitment.” Then, one verification equation shows that f is well-formed by checking
xB + A = Com(f; ¥). The other equation proves that the coefficient of #? in the
product f-(z— f) = 2% [b(1 — b)] + z [a(1 — 2b)] — a? is zero by checking Com(f - (x —
f); *) = C + D where C' = Com(a(1 — 2b); *) and D = Com(—a?; %) are set by the
prover. Thus, the latter verification equation proves that b(1 — b) = 0, which implies
(under certain conditions) that b is binary.

In the ring signature, we do not make use of the commitments A, B,C, D, other
than for showing that f “encodes” a bit b. Therefore, the prover can set B =
Com(b, a(1 — 2b); *) and A = Com(a, —a?; *), and the verifier can equivalently check
xB + A = Com(f, f(x — f); *). That is, since both verification equations are effec-
tively linear in z, they can be batched together. This ensures again that f = b+ a
and that the coefficient of 22 in the product f - (z — f) is zero. Now we do not need
to have the commitments C, D at all, and also do not need to communicate a masked
randomness for a second verification. The gain in the communication cost follows
from here. This idea works both in the DL setting (and thus applies to all protocols
using the proof systems from [GK15, BCCT15]), and in the lattice setting as we do
not exploit any special property of the commitment scheme other than the standard
binding property.

2In the real proof, multiple binary proofs are batched by committing to all the bits b;’s together
as B = Com(bo, b1, . ..; %), which we ignore here for simplicity.
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Second, we show that by using two sets of compatible parameters for the two parts
of the ring signature, one can significantly reduce the signature length. Here, it is
important to choose the parameters carefully as the two parts are not completely
independent. In our setting, the binary proof requires a much bigger modulus than
the one-out-of-many proof. This is due to both the hardness of the underlying M-SIS
problem and also to make the binary proof go through in a ring R; with zero divisors
where b(1—b) = 0 may not imply b € {0,1} (unlike in the field Z;). Therefore, we use
a large modulus § for the binary proof, and a small modulus ¢ for the one-out-of-many
proof (and also the other parts of the protocol). In addition to reducing the proof
length, this also reduces the user public key size. Since public keys play a central role
in the whole blockchain system, the overall advantage is two-fold. The new binary
proof additionally has the advantage that the condition on the modulus to make the
binary proof go through in the ring R4 is much weaker than the one in Chapter 5.
Using the soundness proof from Chapter 5, one would need to set ¢ to be of more
than 70 bits whereas we use around a 53-bit modulus ¢ in this chapter.

6.2.2 Efficient rejection sampling for binary secrets of fixed Ham-
ming weight

Recall that the prover’s binary secrets are encoded as f = x - b+ a where b is a secret
bit, a € Ry is a masking element and « € R; is a challenge received (computed) after
a is sampled. For our commitment scheme to be binding, f needs to be of small norm
and thus we cannot choose a randomly from R;. In this case, a standard technique
to make sure that f does not reveal information about the secret is using rejection
sampling [Lyu09]. Suppose that we sample a < {—B,...,B,}? and ||z - bl <p
for all possible z and b values where B, > p € Z'. The idea for the rejection
sampling in [Lyu09] is to make the distribution of f uniform in a box by aborting
the interactive protocol (or starting over in the non-interactive case) if the maximum
absolute coefficient of f is greater than B, — p.

Now, when b = 0, we know independent of the challenge x that f will be equal to
a. Therefore, in this case, one may sample a directly from {—(By —p), ..., B, — p}?
in the first place to make sure that f = x - b+ a is not rejected. Still, the distribution
of f conditioned on passing the rejection sampling check is identical to the uniform
distribution on {—(By — p),...,Bs — p}?, thus simulation-based security aspects re-
main untouched. However, the number of zero secrets affects the overall acceptance
probability and thus such a rejection sampling leaks side-channel information. For ex-
ample, proving knowledge of secret bits 1,1, 1, 1,1 is likely to take longer than proving
knowledge of secret bits 0,0,0,0,0 as the latter is never rejected while the former is
rejected with some non-negligible probability.

In our protocol, the user index is represented in unary, i.e., the bit sequence
representing the user index has a fized number of zeros and ones. Therefore, the above
technique of sampling the masking value from the accepted distribution in advance
does not leak additional information as the prover’s goal is to prove that there are
exactly k ones in the secret bit sequence for some publicly known k € Z*. Hence,
the technique is applicable and allows us to increase the acceptance rate significantly
without needing to sample these components from a wider interval. To illustrate,
when N = 200, the bit sequence representing the user index ¢ is the ¢-th unit vector,
i.e., has 199 zeros and a single one. Therefore, if the acceptance probability for a single
secret bit is P, then the overall acceptance probability using our technique is still P
instead of P?%°, which would be the case using the previous standard technique.
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We also note that the technique trivially extends to the case where the secret
sequence has a fixed number of zeros and some other elements (which may not be
binary) as we do not make use of the fact that nonzero secrets are equal to 1.

6.2.3 Novel balance proof

Suppose we want to prove that

M—-1 S—1
Qing = Qout,i (61)
=0 =0
for some input amounts QAin,0y « + + 5 Ain, M —1 and output amounts Gout,0 -+ + » Qout,S—1

where M,S € Z*. The general idea to prove (6.1) while hiding the amounts is to
commit to each amount value using a homomorphic commitment scheme, and then
show that 1) each committed value is in a valid positive range, and 2) the sum of out-
put commitments minus the sum of the input commitments is a commitment to zero.
For the lattice-based schemes, there do not exist a range proof that is significantly
shorter than the generic approach: first, prove that some masked values encode bits,
and then that these bits construct the committed integer. One important detail that
especially has an effect for the lattice-based schemes is that (6.1) must hold over Z,
not just Z,.

Now, let us see how our balance proof works. Assume we want to work in base 8 >
2 and the amounts are represented by r digits. Then, we can write a = Z;;(l) B alj]

for any amount a with the digits a[j]’s. Hence, we get
M-1r—-1 S—1r—-1

Zalnz—zaoutzﬁ ﬁalnz ZZﬂ aoutz
=0 j5=0 =0 7=0

r—1 r—1
<:>Zﬁjzamz Zﬁjzaoutz
r—1
<— 0= Zﬁj (Z aoutz Z alnz ) ) (62)
r—1 M-—1
0= 2/8] (Z Aout z Z amz ‘|’ Cj — ﬁcj—ﬁ-l) (63)

=0

for ¢g = ¢, = 0 and any corrector values ci,...,c.—1 € Z. Therefore, instead of
using the general idea that mandates a very large modulus, we can proceed as follows.
Setting 8 = 2, for each amount, we commit to its bits as

Cin,i = Com(aini[0], ..., ains[r — 1]; *),
C’out,i = Com(aout,i[0]7 -+ Qout i [T - 1]; *)

Then, we also create a “corrector” commitment C' = Com(co — 2¢1, ..., ¢r—1 — 2¢p; *)
with ¢g = ¢, = 0. Finally, we prove that 1) Ciy;’s and Coyti’s are commitments to
bits, 2) Zf:_ol Couti — Zf‘i 0_1 Cin; + C is a commitment to zero, and 3) C' is well-
formed as above. These guarantee that 1) the opening message for any commitment



90 Chapter 6. Blockchain Confidential Transactions from Lattices

to an amount represents a unique value in a positive range [0,2" — 1], 2)

S—1 M—-1
0="> aoualil = Y ainalil +¢; — 2¢j11 (6.4)
i=0 i=0

for any j € {0,...,7 — 1}, and 3) C does not add any value in this representation.
Therefore, we prove (6.3) and equivalently (6.1). Since a range proof already decom-
poses a value to its bits, from a practical perspective, we replace the reconstruction
part of the range proof by the proof that shows C' is well-formed. Importantly, though,
we do not need to use a very large modulus since the modulus just needs to be large
enough to guarantee that (6.4) holds over Z, which is a very weak condition in a
practical RingCT system.

The reason why we cannot simply use (6.2) is that, when amounts are represented
by commitments to their bits, the addition of the commitments adds the corresponding
bits over Z, where g > 2. Therefore, for Bits(a) denoting the bits of a positive integer
a,

Com(Bits(aq); %) + Com(Bits(az); *) # Com(Bits(a; + a2); *),

and hence the proof does not work without the corrector C.

6.2.4 New extractable commitment

Our extractable commitment can be seen as a bridge between an LWE-based encryp-
tion, and a SIS-based commitment scheme with a “full trapdoor”,; i.e., the commitment
matrix A is constructed in a way that a trusted party knows a matrix G such that
G - A = 0 mod ¢q. The disadvantage of an encryption scheme is that it does not allow
compression (since there is unique decryption). As a result, it is inefficient to encrypt
long messages whereas we want to have a compact commitment to long message vec-
tors, i.e., we require a compressing commitment. The most promising candidate for
this task is HMC, which can be seen as a commitment to the hash of the message while
still preserving the algebraic structure. Now, if one puts a full trapdoor to HMC, then
the recovered information via annihilating the randomness part with the trapdoor
would be only the hash of the message, not the message itself. Then, one still has
to recover the original message from here. Additionally, putting a full trapdoor often
requires more aggressive parameters than those sufficient for the system without the
trapdoor.

These bring us to our idea of using a “mini trapdoor”. Suppose that C' = Ar+Bm
is a commitment to a message vector m with a randomness vector r and a uniformly
random matrix B. T/he idea now works as follows. We construct A an as LWE matrix

such that A = o7 where t = A'"s + e for some secret s and error e known

only to the message extractor and A’ is uniformly random. To extract a message
from C, the extractor computes ((s, —1),C), which is equal to —(e,r) 4+ (b, m) for
b = (s,—1)" B. Then, the idea is to let the extractor iterate through all the possible
messages m’ and compute {(s,—1),C) — (b, m’). For the correct message, the result
will be ¢/ = —(e,r), and for an incorrect message, it will be a random element in
the ring R, since B is an independent uniformly random matrix and m — m’ # 0.
Therefore, we can set the parameters so that [|((s, —1),C) — (b,m/)|| _ is small only
for the correct message with an overwhelming probability, which allows the extractor
to recover the message. Furthermore, from M-LWE problem, A is computationally
indistinguishable from random, and thus hiding property of HMC can still be used.
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TABLE 6.1: Notations for the RingCT formal model.

S the blockchain state
act = (pk,cn) | an account comprised of a public key and a coin
M,S>1 the number of spender’s input and output accounts, resp.
N >2 the number of accounts to hide a single input account
Rin the set of spender’s real accounts

Kin = (SKin, | the set of spender’s account secret keys ask = (sk, cnk, amt)
CKin, Amt;,) | with a secret key, coin key & amount

the set of all input accounts arranged as a M x N

Ain matrix where the i-th row contains R;,|[i]
PKout the set of output public keys with |PKoys| = S
CNout the set of output coins with |PKyyt| = S
Amtout the set of output amounts with |[Amte,| = S
CKout the set of output coin keys with |CKoyt| = S
Aout the set of output accounts with |Agyt| = S

II the proof output

SN the set of serial numbers

tx a transaction tx = (A, PKout, CNout, IT, SN)

\% the set of all valid amounts

6.3 Formal Definitions for RingCT-like Cryptocurrency

Protocols

In this section, we describe our formal definitions for RingCT-like protocols. First,
we introduce the notation used specifically for the security model in Table 6.1. The
blockchain state S consists of two lists: 1) a list of registered accounts act = (pk, cn),
indicating a public key pk is paired with a coin cn, and 2) a list of all verified trans-
actions. We assume that S is properly updated among all users at all times.® The
following tuple of polynomial time algorithms define RingCT protocol.

pp +— Setup(l’\) : given the security parameter A, output the system parameters
pp, which is assumed to be an implicit input to all the remaining functions.

e (pk,sk) + KeyGen() : output a public-secret key pair (pk, sk).
e s < SerialGen(sk) : on input a secret key sk, output a serial number s associated

to sk.

(cn,cnk)/ L+ Mint(amt) : on input an amount amt, if amt € V, output a coin cn
and its coin key cnk. Otherwise, output L. If cnk is given as an input, then Mint
computes a deterministic function such that cn = Mint(amt, cnk).

(act,S) + AccountGen(pk,cn,S) : on input a public key pk and a coin cn, register
an account act = (pk, cn) to the blockchain state S. Output act and updated state
S.

0/1 + CheckAct(pk,cn,S) : on input a public key pk, a coin cn and the blockchain
state S, output 1 if (pk,cn) is a registered account in S. Otherwise, output 0. In
the case that the input has a set of pairs of (pk,cn), then output 1 if all (pk,cn)
pairs are registered accounts in S. Otherwise, output 0.

(tx, CKout) < Spend(Ain, Rin, Kin, PKout, Amtoyt) @ on input Ay, Rin, Kin, PKout,
and Amtoy as in Table 6.1, mint output coins by running (CNoys, CKout)

3In practice, this is managed by a consensus algorithm, which is outside the scope of this work.
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TABLE 6.2: Structure of the list £ used in the RingCT security model.

| L:]] pk [ sk | s (serial #) | cn | cnk [ amt [ IsCrpt |

Mint(Amtyyt). Generate the serial numbers by running SN «+ SerialGen(SKj,)
and a proof IT. Output (tx, CKout) = ((Ain, PKout, CNous, IT, SN), CKoyt ).

e 0/1 < IsSpent(SN,S) : on input a set SN of serial numbers and the blockchain
state S, if there is a collision in SN or if a serial number appears both in SN and S,
output 1. Otherwise, output 0.

e 0/(Aout,S) «+ Verify(tx,S) : on input a transaction tx as in Table 6.1, if
IsSpent(SN,S) = 1 or CheckAct(Ai,,S) = 0, output (). Check the proof II and
output () if not valid. Otherwise, run (Agut,S) + AccountGen(PKyut, CNoyt, S)
and add tx to S. Output Aoyt # 0 and updated S.

One of the most important differences of our definitions to RingCT 2.0 [SALY17]
and 3.0 [YSLT19] is that some of the functions take the blockchain state S as an input
to capture the inherent stateful nature of a blockchain environment. However, this
important piece is completely missing in RingCT 2.0 and 3.0, and sometimes used
implicitly in the definitions without having it as an input. For the tuple of algorithms
that define the protocol, we additionally have the functions SerialGen, CheckAct
and IsSpent, which do not exist in RingCT 2.0 or 3.0. Therefore, in the correctness
definitions of RingCT 2.0 and 3.0, there is no restriction on input accounts being
unspent whereas there should be such a restriction (see our correctness definition
further below).

We consider an account as a registered public key and coin pair on blockchain.
Therefore, our Spend algorithm does not output accounts as the transaction would
not have been validated at that point yet. Hence, Verify takes public key and coin
pairs as inputs, and outputs the accounts if the input transaction is valid. On the
other hand, Spend algorithms in RingCT 2.0 and 3.0 directly output accounts. Also,
Mint algorithm in RingCT 2.0 and 3.0 take a public key as an input, but does not
make use of it.

6.3.1 Security Definitions

Towards getting a “cleaner” model, we only use the single list £ in Table 6.2 instead
of five lists as in RingCT 2.0 and 3.0. The list £ is seen as a database for which any
of the following can be used as a unique identifier of a row: a public key, a secret key,

a serial number, a coin or a coin key. Retrieving a row in £ is denoted, for example,

by L]pk] for some public key pk. Then, L[pk].cnk denotes the coin key associated with

the public key pk. IsCrpt denotes the “is corrupted” tag.

Oracles. The oracles accessed by an adversary A are defined below.

e PKGEN(i) : on the i-th query, run (pk;, sk;) + KeyGen(), s < SerialGen(sk;) and
output pk;. Add (pk;,sk;,s) to £ where IsCrpt tag is set to zero and the remaining
fields are left empty.

e MiINT(amt) : run (cn, cnk) < Mint(amt), and output cn.

e ACTGEN(pk,amt,S) : run (cn,cnk) <«  Mint(amt) and (act,S) <«
AccountGen(pk,cn,S). Insert (cn,cnk,amt) to L[pk] and output (act,S).

e CORRUPT(act) : For act = (pk,cn), if L[pk] cannot be found, return L, indicating
failure. Otherwise, update L[pk].IsCrpt to 1, and output L[pk].sk, L[pk].cnk and
L[pk].amt. Alternatively, the input may be either pk alone or cn alone. In the

4CKout along with the output amounts are delivered to the recipient(s) privately.
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former case, only £[pk].sk is returned, and in the latter, L]cn].cnk and L[cn].amt are
returned.

e SPEND(Aipn, Rin, PKout, Amtoyt) @ Retrieve from £ all account secret keys Kj, as-
sociated to Rj,. Run (tx, CKoyy) + Spend(Ain, Rin, Kin, PKout, Amtoyt) and B <
Verify(tx,S). If B =0 (i.e., the verification fails), return L. Otherwise, return tx
and, for each 1 < i < |PKgy|, update the coin, coin key and amount information in
L[PKout[?]] with CNoys[é], CKout[] and Amtoye[i], respectively.

We let ORC denote the set of all oracles defined above together with the random
oracle. With respect to the positioning of the accounts in Ry, inside A;,, we define
two flavours of properties for RingCT: 1) with shuffling and 2) without shuffling. In
the latter case, all the accounts in R;, are restricted to be in the same column, which
provides a somewhat weaker level of anonymity as described in [YSLT19]. We give
our definitions for the former case, and it is trivial to get the latter by imposing the
aforementioned restriction on Rjj,.

Correctness

Informally, correctness requires that any user is able to spend any of her honestly
generated unspent accounts, which has honestly generated keys and coins with a valid
amount.

A RingCT protocol is said to be e-correct if the following holds for
any pp < Setup(1*), any M,N,S € Z%, (pkg,sko),...,(pkys_1,5kar—1) <
KeyGen(pp) such that IsSpent(SerialGen(sk;)) = 0 for all i = 0,...,M —
1, any amto,...,amty—1,amtout,0,---,aMtous,5—1 € V such that Zij\io_lamti =
Zf;ol amtoyt,i, any set PKgyy of arbitrarily generated output public keys and any
set Ai \ Rin of arbitrarily generated decoy accounts,

Verify(tx,S) # 0 :

Pr
(tX7 CKout) — Spend(Aim Rin, Kin, PKout, Amtout)

>1—c¢

where cn; = Mint(amt;, cnk;) for some cnk;’s in the domain of coin keys,
act; « AccountGen(pk;,cn;) for i = 0,...,M — 1, Ry, = {actg,...,actpr—1},
Amtoy, = {amtout0,...,amtout,s—1}, Ain and tx are as in Table 6.1, and K;, =
{(sko, cnko,amtp), ..., (skasr—1,cnkps—1,amtpr—1)}. If € = 0, then the protocol is said
to be perfectly correct. If € = negl(\), then it is said to be statistically correct.

Observe from the above correctness definition that the spent input coins may not
be generated honestly, but the input amounts and coin keys are in the correct domains.
Indeed, the input coins spent by a user, say Alice, are the output coins of a previous
transaction and thus are generated by another user, say Bob. Therefore, Alice cannot
guarantee that Bob generated the coins honestly. However, Alice also receives the
coin keys and amounts for these coins and can easily check if they are in the correct
domains and whether the coins can be spent. Therefore, the correctness property
alone does not guarantee that any received coins can be spent. This aspect can be
captured in a security property (such as availability), which could require any coin
output by a werified transaction to be “spendable”. As in prior models RingCT 2.0
and 3.0, our model does not include such an availability property.

In the correctness definition of RingCT 3.0, the amounts are randomly sampled
from Z,. However, in our case, the correctness requires any amount in the valid range
V to be able to be spent.
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Anonymity

Informally, anonymity requires that the real spender’s accounts are hidden among the
uncorrupted (i.e., never been queried to CORRUPT) accounts as long as there are at
least two sets of uncorrupted input accounts that can be successfully spent.

A RingCT protocol is said to be anonymous if the following holds for all PPT
adversaries A and pp < Setup(1?)

Pr[A wins the game Exp:Anonymity| < 1/2 + negl(\),

where Exp: Anonymity is defined as follows.

L. (Ain, PKout, Amtoy, R?  RL st) < A9RC(pp) : Ais given pp and access to all oracles,

m? m?
and then outputs two target sets of accounts to be spent as (Ain, PKout, Amtoyt, RY

1 n?
Ry, st) where

e st is some state information to be used by A in the next stage,
o Ai, PKout and Amtgyy,t are as in Table 6.1,

e RY 'RL C Aj, such that both R) and R} contain exactly one account from each
row of Ai,.
2. (tx, CKf)ut) < Spend(Ajy, an, Kfn, PKout, Amtoyt) for i = 0,1 : Both sets R?n and

Riln of real input accounts are spent with the arguments specified by A where

e K! is the set of account secret keys of the accounts in R retrieved from L for

i=0,1.
If Verify(tx;,S) = () for some i € {0, 1}, then set txg = tx; =L.
3. b+ {0,1}
4.0 — AORC(txy, CKE ., Amtd  Amtl  st) : A is given access to all the oracles, the

state st, one of the Spend outputs, and the input amounts in K?n and Kiln. Then,
A outputs a guess for the real input of the Spend output provided.

A wins the game Exp:Anonymity if the following holds

e all public keys and coins in Rion and Riln are generated by PKGEN and MINT, re-
spectively, and all accounts in RY and R} are generated by ACTGEN,

e all public keys in PKyy; are generated by PKGEN,

e txg #L and txy #L,

e 10 account (including its public key and coin) in RY, or R} has been corrupted (i.e.,
queried to CORRUPT),

e (-, R! -, +) has never been queried to SPEND for i = 0, 1,

e b =b.

Note that the adversary is restricted to corrupting at most N — 2 accounts in any
row of A;, by making sure that R?n and Riln have all uncorrupted accounts. Further,
instead of having two sub-definitions as in RingCT 3.0, we define a single anonymity
experiment that covers different attack scenarios. Our definition is based on an in-
distinguishability argument, which makes it easier to extend the anonymity proofs of
the ring signature used as a building block. Moreover, in our anonymity definition,

only the accounts in Rj, are assumed to be honestly generated, not all those in Ay,.

Balance

Informally, balance requires that no adversary can spend a set A of accounts under
his control such that the sum of output amounts is more than the sum of the amounts
in A.
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A RingCT protocol is said to be balanced if the following holds for all PPT adver-
saries A and pp « Setup(1*)

Pr [A wins the game Exp:Balance] < negl(\),

where Exp:Balance is defined as follows.

L (tX17Amtc1>ut7CKc1)ut)> e 7(tXt7Amtgut7CKgut) = AORC(pp) : The adversary A is
given access to all the oracles ORC together with pp, and outputs a set of ¢ trans-

actions where

o tx; = (AL, PK ., CNE L T, SNy) for i = 1,... ¢,
e Amt, .’s and CK{ ’s are sets of output amounts and coin keys, respectively, for
uncorrupted output public keys with |CK{ .| = |Amty | < |PK? | = |[CNg | for

all i€ {1,...,t}.
2. B; « Verify(tx;,S) fori =1,...,t.

A wins the game Exp:Balance if the following holds

e for all i € {1,...,t}, all public keys and coins in A are generated by PKGEN and
MINT, respectively, and all accounts in Aiin are generated by ACTGEN,

* ﬂ?:l SNi =0,

e B;#(foralli=1,...,t¢,

5'—1 " M-1 "
e there exists a j* € [1,¢] such that Y Amt,[i] > > amtiy; where S' = |[Amt/ |,
i=0 i=0

M = |SNj«|, amtj, ; = L[s;].amt for all s; € SN;« if s; € £ and L[s;].IsCrpt = 1, and
amti, ; = 0 otherwise, '
e for any i € [1,t] and 0 < j < |PK{yl, if Llpk; ].IsCrpt = 0 for pk; ;

PKGu L], then CKiy[i] = Llpk; ].cnk, Amtgy[j] = Llpk; ;].amt and CNgy[j] =
Mint(Amt? ,[i], CK! . [1]).> That is, for all uncorrupted output public keys, the

corresponding output coin key, output amount and output coin provided by the
adversary are correct.

In Exp:Balance, the output of the adversary does not include information about
the output coin key or output amount for the corrupted output public keys. The
reason that the adversary needs to output such information for uncorrupted output
public keys is that the honest recipient checks whether the output coin key and output
amount are in the correct domains and construct the coin. Clearly, the adversary may
corrupt all the output public keys, in which case, he would not need to output CKgyt
or Amtgyt.

Attack scenarios of the balance model.

1. Forgery: The attacker tries to create a valid proof where (at least) one of the real
spent accounts is not corrupted. This is captured by setting an input amount to
zero if no corruption occurs with respect to a certain serial number.

2. Unbalanced input and output amounts: The attacker tries to create a trans-
action where the sum of input amounts being spent does not match the sum of
output amounts. This is captured by letting the attacker corrupt all the input
accounts.

SWithout loss of generality, we assume that the indices for corrupted public keys are the last ones
so that the indexing matches.
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3. Double spending: The attacker tries to spend an account twice with distinct
serial numbers. This is captured by setting an input amount to zero if the respective
serial number is not in L.

Our balance definition is presented as a single experiment rather than having sub-
definitions. For example, RingCT 3.0 has three sub-cases of balance: unforgeability,
equivalence and linkability. Further, the unforgeability definition in RingCT 3.0 re-
quires all input accounts in Ay, to be uncorrupted. However, in this case, a natural
forgery attack where the attacker has control over a single input account (which may
not even be the real spent one) is excluded from the model. In our balance defini-
tion, on the other hand, the adversary wins the game -among other cases- if there
is only a single uncorrupted account for which a valid serial number is generated by
the adversary. Further, our balance definition allows an adversary to output a set of
transactions (where one transaction can possibly be an input to the other), while only
the linkability definition in RingCT 3.0 allows just two transactions to be output.

In RingCT 2.0/3.0 formal models (and also in LRCT v2.0), there is an additional
property, non-slanderability. It states “it is infeasible for any malicious user to produce
a valid spending that shares at least one serial number with a previously generated
honest spending” [SALY17]|. Although non-slanderability could be a requirement in
some applications of a linkable ring signature where the users are punished if a signa-
ture is detected to be generated twice using the same secret, we do not believe that is
the case in the RingCT setting. The reason is that if someone generates a spending
that has the same serial number with a previously generated one, then simply the
second spending does not verify and thus ignored with no punishment in regards to
the first spending. Hence, even if an attacker succeeds in winning the above non-
slanderability game, there is no harm to honest users nor is there any gain for the
attacker.

In our formal definitions, we aimed to explicitly state our assumptions so that
the model can further be easily strengthened in future by removing some of them.
For example, a potential extension is to remove the assumption in Exp:Balance that
the input coins are generated honestly. This would require using the soundness of
the preceding transaction proofs (in addition to the “current” one), complicating the
balance analysis even further. Thus, in this work, such an assumption is included as
in RingCT 2.0 and 3.0.

6.4 MatRiCT: Efficient, Scalable and Post-Quantum Con-
fidential Transactions Protocol

TABLE 6.3: Identifiers for MatRiCT.

Notation ‘ Explanation ‘
Cyclotomic rings R, = Z,[X]/(X?+ 1)

Bq, g of degree d = R; = Z4[X]/(X?+1)
n,n height of commitment matrices in R, and Ry, resp
m,m randomness vector dimensions in R, and R4, resp

N = g% | ring size of ring signature (and anonymity set size)

l spender’s column index with 0 </ < N
T bit-length of an amount, i.e., amt € V = [0,2" — 1]
B max. absolute coefficient of initial randomness
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6.4.1 Description of MatRiCT

We describe the full details of MatRiCT in this section. We specify the functions
Setup, KeyGen, SerialGen, Mint, Spend and Verify. To simplify presentation,
the part concerning the corrector values in Spend is shown for the case (M,S) =
(1,2) in Algorithm 6.8 and we discuss in the text how the general case can be easily
accomplished. Let us go over the description of each algorithm one-by-one and fix
the notation in Table 6.3. We assume that r-bit precision is always sufficient for the
amounts (even when they are summed)® and that valid amounts are used to call the
functions. It is trivial to return an error when that is not the case.

In general, there are 3 commitment keys G, G and H used in the system where
H (defined over Ry) is used only in the serial number generation, G is used for the
commitments over R4 in binary proof and G is used elsewhere for the commitments
over R,.

Algorithm 6.1 SamMat(p/, v, ¢, n’,m’, str)

INPUT: g for some seed p/ € {0,1}%%; v,¢/,n/,m' € Z*; str is an optional
auxiliary input string.

n' X (m/+v)

1. G < Sam(p/,str) where G € R,
2: return G > G can be output in the NTT domain.

Algorithm 6.1 generates a random matrix from a small seed p using an extendable
output function Sam (modelled as a random oracle in the security analysis). It also has
an auxiliary input string str so that different matrices from the same seed can be gener-
ated. Calling the function with the same seed p and same string str results in the gen-
eration of the same entries. For example, running A <+ SamMat(p, v1, ¢, n1, m, str)
and B <+ SamMat(p, v2, q, n2, ma, str) with n; < ng, m; +wv1 < mg + vy results in two
matrices A and B where A is a sub-matrix of B.

Algorithm 6.2 Setup(1*) A is the security parameter

Choose integer parameters k, 3,7, n, m, f, 1, d, q, § such that N = g*
Set w, p such that |Cz‘f,7p] > 2256

p {0’ 1}256

Pick a hash function # : {0,1}* — CZ ,

return pp = (p, H, k, B, r,n,m,n,m,ns,d,w,p,q,q)

Algorithm 6.2 sets the system parameters. Here, for ease of presentation, we
assume the ring size to be fixed to some N. The range of the hash function is defined
as the following challenge space

Cff,’p ={z €Z[X]:deg(z) =d— 1A HW(z) =w A |[z]__ = p}.

This is the same set defined in (5.9) and |CS | = (i)(?p)“’. Thus, given d, one can
easily set (w, p) such that |Cf,lj’p| > 2256,

5We do not assume here that summing multiple amounts of, say, 264 —1 is impossible. To be more
explicit, r can be set as the smallest integer such that MAX mt - MAX;o < 2" — 1 where MAX,m:t is the
maximum amount possible and MAX;, is the maximum number of input/output accounts allowed.
But, the amount is still represented in r bits. Recall that our protocol does not have the disadvantage
of requiring a modulus greater than 2" — 1 and a few more bits of precision can be added at almost
no cost.
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Algorithm 6.3 KeyGen(pp)

1: G < SamMat(p,0,¢q,n, m,“G”)

2 r« {-B,...,B}m

3 ¢c=G-rin Ry > Commitment to zero under ck = G
4: return (pk,sk) = (¢, 7) > Can be output in the NTT domain

Algorithm 6.3 generates a public-secret key pair. The secret key is random vector
over R, with infinity norm B, and the public key is a commitment to zero with the
secret key used as the randomness.

Algorithm 6.4 generates a serial number for a given secret key. The serial number
is a commitment to zero using the secret key as the randomness under the commitment
key H. Observe that the height of the commitment matrix here is set to n.

Algorithm 6.5 implements minting a coin, which is computed as a commitment to
the bits of an input amount. The commitment key used here is the same as the one
in KeyGen.

Algorithm 6.4 SerialGen(sk) for a secret key sk € R
1. H < SamMat(p, 0, ¢, ns, m,“H”)
2. ¢=H -7 in Rj* where r =sk € R > Com. to zero under H
3: returns=c > s can be output in the NTT domain
Algorithm 6.5 Mint(amt) for amt € [0,2" — 1]

1. G < SamMat(p,r,q,n,m,“G”)

2 1« {=B,...,BY™ (by,...,b_1) < Bits(amt)
3: C'= Comg (bo, - - -, br—1; 7) in Ry where ck = G
4: return (cn,cnk) = (C, r)

Since Spend algorithm is very long, we split it into multiple parts, Algorithms 6.6,
6.7, 6.8 and 6.9. Spend starts by setting some parameters in Algorithm 6.8. These
settings are done to accommodate different parameters while keeping the acceptance
rate of the rejection sampling similar. In Step 7, we compute the corrector values ¢;
where the division by two is always exact by the following lemma.

Lemma 6.1. Let A, B be two sets of non-negative integers and a = (a[0], ..., a[r—1])
be the representation of a non-negative integer a in base f>2. If Y c,a=> .pb,
then for any B > 2, there exists co, ..., € [—(|B|—1),|A| — 1] with co = 0 such that

> ali] = bli) = Beirr — ain
a€A beB
Further, ¢, = 0 if the result of the sum is of at most r digits in base .

Proof. Let 8 > 2. For any set A of non-negative integers and any 0 < i < r where r
is the maximum number of digits needed to represent elements in A, we can write

(Z a>m —ci+ Beipr =Y _ alil (6.5)

acA a€A

for the carries cy, ..., ¢ and ¢y = 0 since there is no carry for the least significant bit.
Now, fix A, B as two sets of non-negative integers where the sum over A equals the
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sum over B. Clearly, the following holds

(Z a)[i] = (Z b)[i] (6.6)
a€A beB

for any 0 <14 < r. Using (6.5) and (6.6), for any 0 < i < r, we get

> ali] = > bli]

acA beB
. i " . / /
= (E Q)M — ¢ + By — (E b)[l] + ¢ — Beipa
acA beB
_ " / 1" ’
= —(¢; —¢;) + B(ciy1 — i),
for some carries ¢, ¢f), . . ., ¢, ¢l where ¢, = ¢{j = 0. Defining ¢; := ¢ — ¢, with ¢g =0

concludes the first part. Note that due to ¢/, ¢, being carry values, ¢/ € [0, |A] — 1]
and ¢, € [0,|B| — 1], and thus ¢; € [-(|B| — 1), |A| — 1].

When neither of the sums exceed r digits, ¢, = ¢/ =0, and thus ¢, = 0. O

After computation of the corrector values, the spender mints the output coins, and
runs an aggregated binary proof using Algorithm 6.6. The idea for the binary proof is
the same as in Section 5.5.1, but we apply our efficient rejection sampling technique
for binary secrets of fixed Hamming weight and the binary proof here proves a slightly
different relation given in Lemma 6.3. In general, Algorithm 6.6 takes ¢ sequences of
bits where each sequence has s; elements, and the masking values for each sequence
is sampled from &5;. Also, each sequence has a flag Bool; to indicate whether the
sequence has a fixed Hamming weight, in which case the masking values for zero bits
are sampled directly from the accepted distribution of rejection sampling. Note that
for the case of Hamming weight equal to 1, there is always exactly one element in
{agj ), .. ,ag)} not sampled from the accepted distribution.

Defining d; ; as the Kronecker’s delta, Step 14 of Algorithm 6.8 computes the unary
representation of the spender’s index £ in base £, which has a fixed Hamming weight.
Therefore, the flag Bool; is set to True for these sequences. Then, we also add the
corrector values and the output amount bits to the array b, which is then input to
the binary proof. The most common cases for the number of input/output accounts
are (M, S) = (1,2) and (M, S) = (2,2). For the former case, the corrector values are
binary as they are simply the carries in the sum of two output amounts. Therefore,
the steps given in Algorithm 6.8 are sufficient. In the latter case, we can prove that
the corrector values are differences of some bits cin i, Cout,i, Which are the carries from
the sum of two inputs and the sum of two outputs, respectively.

In general, however, the corrector values can fall in a larger interval [—(M —1),.S —
1], and in that case, one needs to prove that they are indeed in that interval. This
can be done using a standard range proof, where the range width is only M + .5 — 1,
which is expected to be very small. In fact, we do not need to prove that they fall
exactly in [—(M — 1), S — 1], but can alternatively prove that they are in a range of
width 2! for I = [log(M + S — 1)]. There are standard methods to “shift” the range
at no cost (see Section 5.4.2). As mentioned in Section 6.2, as long as (6.4) is ensured
to hold over Z, the corrector values can be set freely. The final part of Algorithm 6.6
is committing to all the values.

Steps 26 and 27 of Algorithm 6.8 are used to prove that the corrector commitment
C is well-formed, i.e., does not contain any value with respect to the representation
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Algorithm 6.6 BinaryCommit > Commitment Step of Binary Proof
INPUT: t € Z*,; {(sj,Boolj,(b(()j),...,bg)_l),Bj) ;;%] where s; € Z*,Bool; €
{True, False}, bl(j) € {0,1}; B, Bz € Z.

OUTPUT: (rq,m), (A4, B), {(aéj), . ,,agjll) ;;%) where 7,7 € R?, A, B e Rg‘
and o) € R;.

i

—_

ck = G + SamMat(p, v,q, i, 1, “Gbig”) for v =2+ (S04 s;)

2: rp < {-B,..., B}dm

3: g {_Bbig; - ,Bbig}d'm

4: for j=0,...,t—1do > Iterate over each bit sequence
5: if Bool; = True then > The case of HW being 1.
6: if b(()j) =0, then i* = -1 > Out of [1,s; — 1] by default
7: else i* < {1,...,s; — 1} and agﬁ) —{-Bj,...,B;}¢

8: fori=1,...,5; —1landi# " do > ¢ starts from 1.
9: if b,gj) =0, then az(-j) —{=(Bj —p),...,B; — p}¢

10: else agj) «~{-Bj,...,B;}¢
11: end for ‘
12: a(()]) =— ngl al(-j)
13: else
14: fori=0,...,5;—1do > ¢ starts from 0.
15: agj) — {—Bj,...,Bj}d
16: end for
17: end if
s end 08y © (D
t— t—
19: b= (bo yee >bst,1—1)v a= <a0 yeee ,a8t71_1>
0 0 —1 1
20 ¢ = (af’(1=260"), ... ali T (126571 )
0 -1
21: d = (—(a((] ))2,...,—(a§i71)_1)2>

22: B = Comy (b, c; 1), A = Comg, (a,d; 74) in Rq’? with ck = G

23: return (rq, 1), (A, B),{(aéj) ...,ag)_l) ;;%]

of the amounts. After that, the spender runs M ring signatures to prove ownership
of an account from each row of A;j,. Here, she also computes a serial number for each
account spent. Finally, another ring signature is run to prove that the balance is
preserved by showing Zf:_ol CNout,i — Zf\igl cn; ¢+ C'is a commitment to zero for the
same index ¢ € [0, N — 1]. Note that all ring signatures are run using the same vector
p, and thus the indices of the spender’s accounts are the same in all rows (notice
also that Verify, Algorithm 6.10, uses the same f;;’s in the verification of the ring
signatures at Steps 22 and 28).

The main part of the ring signature is summarised in Algorithm 6.7, which follows
the same blueprint as the one-out-of-many proof in Section 5.5.2, but again proves a
slightly different relation given in Lemma 6.8. Additionally, when the ring signature
is used to prove knowledge of a user secret key, Algorithm 6.7 also outputs elements
Fy, ..., Fy_1 tobe used in verification of the serial number. p; ; € p input to Algorithm
6.7 are defined as in (5.32). The computation of p; ;’s is summarised in Algorithm
6.11 for £ < 2. The final step of Algorithm 6.8 is hashing all the information up to
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Algorithm 6.7 RingCommit > Commitment Step of Ring Sign.
INPUT: GenSerial € {True,False}; (Fy,...,Py-1) where P € Ry;
(P0,0;- - -, PN—1,k—1) Where p; j € Ry; B, Brigi € Z.

OUTPUT: (po, - 7pk—1)7 (Eo, Fo,..., Ekfl,kal) where p; € R;n, Ej S Rg
and Fj € Rys. Fj’s are omitted when GenSerial = False.

ck = G < SamMat(p, 0, ¢, n, m,“G”)
if GenSerial = True, then H < SamMat(p, 0, ¢, ns, m,“H”)
po < {—Brigk: - - -, Bigx 4™
for j=0,...,k—1do
pj < {—B,....B}y™ if j#£0
R; = Comygy, (O; pj) in Ry
E; =31 pijPi+ R in R?
if GenSerial = True, then F; = H - p; in Ry*
end for
if GenSerial = True, then return (pg,...,p_1), (Eo, Fo, ..., Ex—1, F—1)
: return (pg,...,pPr_1), (Fo,..., Ex_1)

— =
= O

that step, where the hash function is modelled as a random oracle.

The second part of Spend (Algorithm 6.9) is comprised of the spender’s masked
responses of the underlying ZKP. Each bit input to the binary proof is masked by the
corresponding a € Ry, and the rejection sampling technique from [Lyu09] is applied.
The general idea works as follows. If we have a vector y = s+ v where s is the secret-
dependent part and v < {—B,..., B} for some B,t € Z*, then rejection happens
when [|y||_ > B —||s|| _. To have a small rejection probability, we set B =c-||s||__ -t
for some constant c.

Additionally, Spend also restarts if the norm of some f;o or g is “unexpectedly
large”. This is done in order to use tighter bounds when computing M-SIS hardness.
The bound on fjo comes from the fact that a;¢ is the sum of uniformly sampled
elements and thus its distribution converges to a Gaussian distribution. It is hard
to formally bound the probability of having a rejection due to Step 20, and thus the
bound T, on ||g|| is computed experimentally so that the chance of restarting due
to Step 20 is less than 1%.” However, this does not raise a security concern as the
same bound is also checked by the verifier and thus ensured to hold for any accepting
transcript. The masked randomnesses are similarly computed as in the one-out-of-
many proof in Section 5.5.2 and the same rejection sampling idea as above is used.
The output part CKyye of Algorithm 6.9 is transmitted to the recipient(s) privately
along with corresponding output amounts and is not revealed publicly. This can be
trivially accomplished by encrypting this information with the recipient’s public key.

The verification (Algorithm 6.10) of a proof performs the same norm checks as in
Algorithm 6.9, computes the “missing” components not output by Spend and then
checks whether the hash output matches. The missing components are those that are
uniquely determined by the rest and thus need not be transferred.

Remark 6.2. For our concrete parameters, f1, fjo’s and f. remain the same when
seen as elements in either Rq or Ry since their infinity norm is smaller than q/2 < ¢/2.

"Observe here that Ty is a factor 4d smaller than the theoretical bound in Lemma, 6.5.
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Algorithm 6.8 Spend-I

INPUT: M,S € Z%; An = (actog,...,acty—1n—1) where act;; =
(pk; j,cni ;) is an account; £ € [0, N — 1]; (askoy,. .., asky—1,¢) where ask;, =
(T175,ani’g,amtin7i) € Rgn X R;n X ZJ’_; PKOUt = (pkout,()?"‘apkout,s—l) where
Pout,i € Byys (aMtout, - - -, aMtoug, 5-1) Where amtou; € [0,27 — 1].

B, = [20 - pkd], B, = [p(S+ 1)rd]

Ty = d® (BikB(B+ 1) + Bir(S +1)) /(4d)

Buig = [1.2- (M + S + 1)Bpwmd], Bbig =[8-(M+ S+ 1)Bpwmd)|

Bpigx = [1.2- (M + S+ 1)B(pw)*md]

Bl = [24- (M + S + 1)B(pw)*md]

for i =0,. r—2do >cg=c =0

covn = (et 55 amt 1] — 205 amt 1) /2
end for
fori=0,...,5—1do
(CNout,i, CNkout i) <— Mint(amtoyt ;)

: end for
: CNout = (Cnout,07 sy Cnout,S—l)
: CKout = (anout,(b ooy Cnkout,5— 1)
: b:{(ﬁ,True, (533-,07"-)6@3‘,,3 )7 a)}j:é
: b=bU (r —1,False, (c1,...,¢-1), By)
: for j=0,...,5—1do
b = bU (r, False, Bits(amtqoyt 5), Br)
: end for
: ¢k = G + SamMat(p, r, q,n,m,“G”)
PP {—B, . ,B}d'm7 rq {_Bbig7 . ,Bbig}d'm
: (Tasmp), (A, B), (a0, -+, QGk—1,8-1,0c,1s- - - Ger—1, ag?&’o, e ,agit_;)_l) —

BinaryCommit(k +1+5,b,B, Bbig) > aco = Ger =0
22: fori=0,...,5—1do
23: ( ) — { Bblg) Ceey Bbig}d'm
24: Gi = Comygp <aggt70, e agt 1T Pl )> in Ry
25: end for
26: C' = Comgy, (g — 2¢1, ..., 1 — 2¢p; T¢) In Ry
27: D = Comgy, (aco — 2ac 1,5 Gep—1 — 20cr; Tq) in Ry
28: Compute p = (po,0,--.,PN—1,k—1) using Alg. 6.11 with (¢,a00,...,ar-1,5-1)
29: fori=0,...,M —1do
30: s; = SerialGen(r; () > Not recomputed if restarted
s (o ) (ED O g0 g0
RingCommit(True, (pk; o, - - -, Pk; n—1), P; B, Bbigx)

R R e T e T e T = T o O e
S © ® DU AW~ O

[\V]
—_

32: end for
33: for j=0,...,N—1do
34: P; = Z OcnoutZ—ZMolcn”—i—Cin Ry
35: end for
s6: (", pMh (B, EM)Y
RingCommit(False, (P, ..., Pnv-1),p, B, B{Dig,k)
37w = H(A,B,C, D, EY, ... ,EM FO, . EM) Go,. . Gs 1,50, i sar1, A,

PKout7 CNout)
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Algorithm 6.9 Spend-II > No mod ¢ or ¢ in this function!

OUTPUT: CKout, Ain, PKout, CNout, SN and 1T as below where F\”, ... F(M) ¢

Ry Be Ry OB, .. EM e R: zect, f e RV f e RIS,

zZp € Rq y ¢y Zout,0y - -+ -y Rout,5—15 % (0)7 sy R (M) € Rgl

1: for j=0,...,k—landi¢=0,...,6—1do

2: iji = w(ng’i +aj;

3: end for

4: fori=1,...,r—1do

5: fei=xCi+ac;

6: end for

7. for j=0,...,5—1and¢=0,...,r—1do

8: foutz_x'amtOUt][]+a<()]11)tz

9: end for

10: f1=(fo1,--» fr—1,8-1) > fjo's are excluded
11: if [[f4]| _ > Ba — p, then Go to Step 20 of Alg. 6.8

12: fr = (fc,la cee 7fc,7"71a f(g?l%,()a ) (5557«1_)1)

13: if [|f,|| . > B, — p, then Go to Step 20 of Alg. 6.8

14: for 5 =0,...,k—1do

15: if || fjoll > Bay/d(B — 1), then Go to Step 20 of Alg. 6.8

16: end for

17: g = (foo(z — f0,0)s - fi—1,8-1(2 — fr—1,8-1))

18 g=gU(fer(z — fe1), s fer—1(x = fer-1))

19: g=gU (féﬂz,o(x - féﬁ%,o% e cht rl (= (Eft 7“1)1))
20: if ||g|| > /Ty, then Go to Step 20 of Alg. 6.8
21: zp = xrp + 7y > Mm-dimensional
22: if 2] > Bbig — Bpw, then Go to Step 20 of Alg. 6.8
23: Zo =T+ Ty
24: fori=0,...,5—1do
25: Zout,i = TTout,i + Tg) where Tout,i = anout,i
26: end for
27: if ||(2¢, Zout,05 - - - » Zout,5—1)|| > Bbig — Bpw, then Go to Step 20 of Alg. 6.8
28: fori=0,...,M —1do
29: 20 = xkr@g — Zk L arjpg )
30: if [|20]| > Buigx — B(pw)¥, then Go to Step 20 of Alg. 6.8
31: end for
32: z(M) = :Ukng — Zf;é mjng) where 757 = Z;S;ol Tout,i — Zij\ial cnk; e + Te
33: if Hz H Bligr — (M + S+ 1)B(pw)*, then Go to Step 20 of Alg. 6.8
34: return CKout,Am, PKout, CNout, SN = (so,...,sp—1) and

II = (B>C,E£O)a-- E]E;Ml)vF( )7"'7F]§7M1)7'/E7flafrazbazmz(o)v"'7Z(M)azout,07
~7zout,571)

6.5 Improved Special Soundness Proof for the Binary Proof

Before going into the technical details of the soundness proofs, we remark the fol-
lowing. Even though we prove separate statements regarding the extracted openings
of different components of the full protocol, the openings are indeed related. First,
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Algorithm 6.10 Verify
INPUT: M,S € Z"; Ain = (actop, .. .,acty—1,n—1) where act; ; = (pk; j;cn;j) is
an account; PKouy = (PKout, 05 - - - » PKout,5—1); CNout = (CNout,0; - - -, CNout,5-1); II =
(B,c,E, ... EM FO ,F,ﬁﬁﬂ),x,fl,fr,zb,zc,z@),...,z<M>,z0ut,0, o

zout,Sfl); SN = (sg,--.,Sp—1)-
OUTPUT: True/ False

if [|f1]| _ > Ba — p, then return False
if [|f,|l > B, — p, then return False
Parse f1 = (fo1,..-, fi—1,8-1) as in Alg 69
Parse f, = (fql, ooy fer—1, féuto, ce Outr 1) as in Alg. 6.9
for j=0,...,k— 1 do
fijo=1a~ E iy J,
if || fjoll > Bay/d(B8 — 1), then return False
end for
Compute g as in Alg. 6.9
if |lg|| > /Ty, then return False
Cif |zl > l’;’big — Bpw, then return False
:if ||(zes Zout,0, - - - ,zout,g,l)Hw>Bbig — Bpw, then return False
- if H(z(o), . ,z(M_l))HOo > Bpigx — B(pw)¥, then return False
. if Hz(M)HOO > Bl — (M +S+ 1)B(pw)*, then return False
c f=(fo0,--s fkm1p-1) U f, ) > fjo’s are included.
: A= Comge (f,g; 2p) —xB in Ry
D = Comgy, (fc,O - 2fc,1’ cees fc,rfl - 2fc,r; Zc) —zC in RZ where fc,O = fc,r =0

e e e e e
N U A W N RO

18: for i =0,...,5—-1do

19: G; = Comyy, (fout 0 fout r—1) Zout 1) — XCNoyt,; 1N RZ]‘

20: end for

21: for [ =0,...,M —1do

22: (l) [Zl 6 (Hf;& fj7ij) pklyi] — Comyy, (0; z(l)) - Zf %E(Z)xj in Ry
where i = (ig,...,i,k—1) in base 8

23 Fy) =abs— H-20 -5 FVed in R

24: end for

25: for j=0,...,N —1do

26: P; = Z 0 CNout i — Zf‘ial cn;j+ Cin Ry

27: end for

28: E(()M) = [Zz]i_ol (H;:é fj,z‘j> 7,:| — Comgy, (0 2 ) Zk 1E )27 in Ry

29: if = # H(A,B,C,D,EY,... . EM F . F®" 1>,G0,...,Gs,l,so,...,sM,l,

Ain, PKout; CNoyt ), then return False
30: return True

there is a single extraction procedure that is used to extract the openings of all com-
ponents. Therefore, all the relaxation factors are determined by the same challenges.
In particular, the relaxation factor is exactly the same element y when it is simply a
challenge difference in Awa. That is, for example, y in Lemmas 6.3, 6.6, and 6.7 are
exactly the same. Moreover, when the relaxation factor is a product of elements in
ACw p» then one of the multiplicands in the product is equal to the y in Lemmas 6.3,
6.6, and 6.7.

Also, as in the ring signature or one-out-of-many proof in Chapter 5, different parts
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Algorithm 6.11 Compute p; ; for k € {1,2}

INPUT: f, ap,0y---,a—1,4—1
OUTPUT: P0,0;---3sPN-1k—1 € Rq

1: if £k =1 then

2: fori=0,...,N—-1do

3: Pi,0 = Q0,ig > i = (ig,...,ik—1) in base
4: end for

5: return (pO,Ua s 7pN—1,0)

6: else if £k = 2 then

7 fori=0,...,N—1do

8: Pi,0 = Q0,ig * 1,5y

9: Pi, 1 = Otg,i0 * @16, + 0014y Q0,3

10: end for

11:  return (poo,po1;---,PN-1,0,PN-1,1)
12: end if

of the protocol uses the same components. For example, the binary proof proves that
all f’sin (fy, f,) encode some bits, and they are later used both in the ring signature
and also to prove that the corrector commitment C' is well-formed. Since the full
special soundness proofs for similar underlying protocols used here have already been
shown in Chapter 5, our goal in the proofs here is to point to the main technical differ-
ences and to show how the extracted opening norms are bounded, which is important
for choosing parameter.

Lemma 6.3. Assume that the following holds
e (/2 > max {2pwdl3f(p + By), 2pw83dﬁ} for By = max{B,, B},

. 1/2
o HMC is Ypin-binding for vpin = 2pVdw <Tg + Bzigfnd) .
For an input commitment B € Rg‘, a commitment key ck and proof output (A, x, f{, f,,
zp), our binary proof in this chapter proves knowledge of (y, b, é,#) such that

y e ACL
yB = Comgg (yb, é; 7),

All coordinates b; of b is in {0,1},

¢ is uniquely determined by y, f1, f,,x and b,

For the first k3 coordinates by, . ..,bx—1,3-1 of b,

5-1
> b =0,
=0

i.e., there is only a single 1 in {bjg,...,big_1} for all0 <i<k—1,
”(ybv é? 'f') H < “Ybin -

Proof. The proof uses the standard norm relations in R = Z[X]/(X¢ + 1) as given
in Lemma 3.19. As in the special soundness proofs of Theorems 5.8 and 5.10, for 3
distinct challenges x, 2/, 2"/, the extractor of the interactive binary proof is given three
accepting protocol transcripts as

(AvBaxaflvfrvzb)v (67)
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(A, B,2', f1, f1. 21), (6.8)
(A, B, 2", fi, 7 z}). (6.9)

Since they are accepting transcripts, we have from Step 16 of Algorithm 6.10

xB+ A = Comy, (f,9; ), (6.10)
2B+ A = Comygy, (f’,g’; zg) ) (6.11)

where f and g are as defined in Algorithm 6.10. Let y = x — 2’ and take the difference
of the above two equations. We get

yB = Com, (f = f.9—d's 2 — 2, (6.12)
yA = Comyy (acf’ —2' f,xg —a'g; vz, — x'zb) ) (6.13)

Defineb=f—f,a=xaf —2'f,é=g— g and d = g’ — z'g. From here, we have
yfi = xb; + a; € Ry, (6.14)
ygi = yfilx — f;) = vé; + d; € Ry, (6.15)

for any coordinate f; of f and any coordinate g; of g. Further, for any coordinate
fi # [0 of f, we have

lyfile = f)ll . < llwll, 1fall, = = fill , < 2pw - dBy - (p+ By),

where By = max{B,, B,}. Now, for the coordinates f;o of f, we have

lyfiolx = fioll . < llyll, I foll Iz = fjoll

< 2pw - Bo/d(B — 1) - (pv/w + Ba/d(B — 1))

~ 2pwl’j’2dﬂ.
Therefore, since the following holds
/2 > max {2pwdBys(p + By), 2pwBidp} (6.16)

the equations (6.14) and (6.15) hold over R for any coordinate of f and g.
By Lemma 6.6 further below, we know that the Euclidean norm of (&, d, xz,—12'z})

(i.e., the opening of yA) is bounded from above by Yin = 2pVdw (Tg + Bgigmd> 1/2.
The same bound clearly holds for the opening of yB by ignoring the factor x. Then,
using Ypin-binding of HMC, the steps continue exactly as in the soundness proofs of
Theorems 5.8 and 5.10 with a crucial difference: the equations now hold in R, not Rj.

As a result, for any coordinate @ of @, any coordinate b of b and any coordinate ¢ of

¢, we get
1 z 22 *
1 o 2?2 || a (y - Qb) —yé | =0 iR, (6.17)
" 12 ~ ~
1 2" =z b(y — b)

where the entries marked with * are not relevant for our analysis. Denoting the
left-most matrix by V and multiplying both sides by the adjugate matrix V as in
Theorems 5.8 and 5.10, we get

~ ~

det(V)b(y — b) = (2" — 2') (' — z) (" — 2)b(y —b) =0 in R. (6.18)
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Again note the difference from the proofs of Theorems 5.8 and 5.10 that (6.18) hold
in R, not R;. By Lemma 5.5, one of the factors in (6.18) needs to be zero. Since

the challenge differences cannot be zero, we get either b=0or Yy — b = 0. That is,
b € {0,y}. This proves that all coordinates of b are in {0, y} as required for the binary
proof. In other words,

b= yb for b € BIN c {0,1}*, (6.19)
yfi = yxb; + a; € R, (6.20)

for any coordinate f; of f where b; € {0,1}. Further, by Step 6 of Algorithm 6.10, we
have

B-1
fio=2=>_ fii 51
=1
zﬁ_l — fj,()_fj/"o::E—.’L’—‘Z;(fj7 sz).
1=
fio=12"— Z fii
i=1

Since b = f — f = yb with all the coordinates of b in {0,1}, we get

ybjo =1y — Zybj,i — yzbj,i =y = ij,i =1, (6.21)

since y # 0.
Now, using the fact that (6.17) holds over R in a similar fashion, we also get for
any coordinate @ of @, any coordinate b of b and any coordinate ¢ of é

d(y—QB)—yé:O == yé:d(y—2l;>:d(y—2yb). (6.22)
From here, by Lemma 5.5 and definition of a, we have
a(l —2b) = (zf —2'f) (1 —2b)
(:U f—uyb)—x f) (1 —2b) (by the definition of b= yb)

of —yab—a'f) (1-2b) = (yf — yxb) (1 — 2b)
y(f — xb)(1 —2b).

The above proves that é is determined by y, f,x and b where f = (f, f,)- O

¢

6.6 Security Proofs for MatRiCT

We first prove/recall some auxiliary lemmas that will be used to prove the balance
and anonymity properties of MatRiCT.

6.6.1 Auxiliary lemmas

The following lemma shows that any element in AC{f,’p is invertible in R, when ¢ is
chosen in a certain way. The result is a direct corollary of [L.S18, Corollary 1.2].

Lemma 6.4. If ¢ > (2pvVK)X and ¢ = 2K + 1 mod 4K for some 1 < K < d where
K is a power of 2, then any y € ACfll,,p is invertible in Ry.
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Lemma 6.5. The vector g defined in Algorithms 6.9 and 6.10 satisfies the following
lgl* < d® (BEkB(B+1) + Br(S + 1)) .

Proof. We use the bounds on the norm of f,’s in the sequel (see Algorithm 6.10).
For simplicity, we bound ||z — f.|| by the bound on || f.|| as ||z| is much smaller in

comparison.
k—1p8-1 r—1
2 2 2
lgl* = _> M fiile = Fl” + D I feilw = fea)l
j=0 i=0 i=1
S—1r—1 )
+ ZZ outz out z)
7=0 =0
k—1p8-1 k—1
2 2
| £ = H0IF + Y ol = fo)
7=0 =1 7=0
r—1 S—1r—1
+Z”fcz fcz H +Z outz ou)tz)
=1 7=0 =0
k—1p6-1
ZZdHfJJH |z = f;, z” +Zd||fy 0” |z = f;, 0||
7=0 =1 Jj=0

. 2

+Zd||fcz|| e feill? +ZZd
<an(s - 1) (5, f) 4 dk (Ba\/%)
(1) (B,Vd) " +dsr (B.Vd)

< dk (Ba\/&)4 [(B—1)+ 5] +d (B,\/&>4 [ — 1+ Sr]
<d® (B3kB(B+ 1)+ Brr(S +1)).

out %

vl -

O
Lemma 6.6. The extracted opening (a,#,) of A for A defined in Algorithms 6.8 and
6.10 satisfies the following

I(@.70)| < 2V (T, + Bhind) .

Proof. For two accepting transcripts with respect to different challenges z, 2" € Cw o
we have

xB+ A= Comy (f,g; 2p), (6.23)
'B+ A= Comy (f,4'; z3) (6.24)

where (f,zp) and (f’, z}) are responses with respect to challenges = and 2/, respec-
tively, and g and g are constructed from f and f’, respectively, as in Algorithm 6.10.
From here, as in Lemma 5.12, the extracted opening (a,#,) of yA for y = x — 2’ is as
follows

yA = Com,y, (xf’ —2'f,xg’ — 2'g; vz} — :U'zb) . (6.25)
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Assume ||(zg’ ,a:zb)H ||(x'g, z'zp)|| without loss of generahty Also, note that the
norms of f and f’ are much smaller than that of g and g’, respectively. This is due
to the fact that a coordinate of g is about the square of a coordinate of f. Therefore,
for simplicity, we neglect xf’ — 2’ f in the rest. We have

(@, 7a)|| = ||(zg' — g, 2}, — 2'2)|| < 2||(zg’,22})||
<2Vd|lz| - [[(g", 2)|| < 2pVdw - [[(g" 23|

1/2
Vaw (|lg']]° +11=4]%)
1/2
< 2pvdw <Tg n (Bbig\/md)2>
= opVdw (Tg + Bﬁigmd> 2 (6.26)

O]

Lemma 6.7. The extracted opening (&é,7.) of C for C defined in Algorithms 6.8 and
6.10 satisfies the following

(&, 7)]| < 2 (9rB2d + Byymd) ">

Further, the same bound as above also holds for the Fuclidean norm of an extracted
opening of cnoyg; for any 0 < i < S5 — 1.

Proof. Analogues to Lemma 6.6, the extracted opening of C satisfies

yC = Comygy (fC — s ze — z’c) , (6.27)
where fc,O = fcm = é() = fé,r = 0> fc = (fC,O - 2fc,lv e 7fc,7“—l - 2fc,7“)7 and
flc = ( é,() - Qfé,l’ SR é,r—l - 2fé,7’)'

Note the fact that all of polynomials f.o, fr. g, fer—1, fo—1 are upper-bounded
by the same real value, which is used in the sequel. Assume without loss of generality

that [|(f., zc)|| > H(f’c,z’c)H~

o)l = |(Fo = Floze — 20| < 201(fer 20|

2 (I fe0 = 2ot fors = 2+ 21)

2 (82 oo St |2+ ze?)

2(9 r—1)(BVd)? + (Bbigwm?)”

< 2 (9rB%d + B,md) " (6.28)

l(¢,

| /\

IN

For any 0 <i < S — 1, an extracted opening of cngyt,; is

Y - Chout,; = Com,y, (fout,i - ff)ut,i; Zout,i — z:)ut,i) . (629)

We have ||Z0Ut7iHOO < Bbig and H-fout,iHoo <B,. Ther6f0rea (fout,i_fgut,w ZOUtvi_Zgut,i)
can be upper-bounded as above easily. ]

Lemma 6.8. Assume that ¢ > (2pvV'K)X and ¢ = 2K +1 mod 4K for some 1 < K <
d where K s a power of 2. On input a commitment key ck and a set of commitments
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(Po,...,Pn_1), the underlying one-out-of-many proof of our ring signature proves
knowledge of (y, ¥, +) such that

e Lc{0,...,N -1},

e yP;, = Comg (0; 7),

e y is a product of k elements in AC{‘E)J, for k = k(k+1)/2, and ||y| < Vd-(2p)Fw"1,
o |[F|<(k+1)-d- (2p)n’wn/_l md - max{Byig.p, Bg)ig,k}‘

Further, the proof is k'-special sound where k' = max{k + 1, 3}.

Proof. The first three properties and the fact that one-out-of-many proof is k’-special
sound directly follow from Theorem 5.15, and the remaining property is shown in
Lemma 6.9 below. O

Lemma 6.9. Let ' = k(k —1)/2. For any 0 < i < M — 1, the extracted opening
(0,7;) of pk;, for the real spender’s public key pk;, defined in Algorithms 6.5 and
6.10, and the extracted opening (0,7pr) of Py for Py defined in Algorithms 6.8 and
0.10 satisfies the following

17| < (k+1)-d - (2p)~ w* ' ByigpV'md,
|[#u] < (k+1) - d- (2p)% w™ ' By, pV'md,

provided that ¢ > (2pvVK)¥ and ¢ = 2K + 1 mod 4K for some 1 < K < d where K
is a power of 2. Further, if k = 1 and the same assumption on q holds, we have

7]l < 2Bpig,xVmd,
17| < 2B, xVmd.

Proof. By the assumption on ¢ and Lemma 6.4, any y € ACﬁ,’p is invertible. The
extraction of our one-out-of-many proofs (the underlying ZKP of the ring signature)
will not have an additional y factor that appears in the special soundness proof of
Theorem 5.15. Therefore, we can directly use the results in Lemma 5.3, which gives
for K" = k(k—1)/2 and any 0 <i < M — 1

’

|7l < (k+1)-d- (2p)" - """ - B,

where B, is an upper-bound on the Euclidean norm of any z(®. Hence, using the
bound from Algorithm 6.10, we have

17l < (k+1)-d- (2p)* - w" ™' - ByigiVmd.

Similarly, the following is obtained by replacing Bjg x with B{)ig’k in the norm z()

Pl < (k+1)-d- (2p)" - w1 Bl o Vmd.

When k& = 1, then the verification equations for the ring signatures are just linear
equations. Therefore, the extracted openings are simply obtained by looking at the
difference of two verification equations with respect to different responses as in the
proof of Lemma 6.6. That is, #; = zél) — zgl) where z(()l), zgl) are two responses with
respect to different challenges in the protocol’s witness extraction. Hence, when k& = 1,

we have

|7:]] < 2BpigxVmd,
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1Par]l < 2Biig g Vmd.

Observe that when &k = 1, x¥* = 0. Therefore, the general bound gives ||7#;|| <
2(d/w)Bpig kv md, which is slightly looser then the above bound (note that we always
have 1 < w < d since w is the Hamming weight of degree d — 1 polynomials). O

6.6.2 Correctness

The correctness of MatRiCT follows from the completeness of the underlying ZKP,
and MatRiCT is perfectly correct. The settings of A, D, E(l)7 FO(Z), E(()M) forall0 <1<
M — 1 are all done analogous to Protocol 5.4. All the norm checks will be successful
as they are all also done in Spend algorithm. Also, the underlying one-out-of-many
proof allows decoy public commitments not to be well-formed as in Protocol 5.4, and
therefore the given correctness requirements are satisfied.

6.6.3 Anonymity

Lemma 6.10. (Anonymity) Let A be a PPT adversary, AdvﬁWE be the advantage of

A over solving M-LWE,, _n,_pn, m.q8 and AdVﬁWE2 be the advantage of A over solving
M-LWEp, i m.q.8- The advantage of A against Ezp : Anonymity without shuffling is at
most

AdvA"0 < AdvEWE: 4 (i 4 1) - AdVEWVE.

Proof. The proof uses the simulation of the underlying ZKP of our construction where
the indistinguishability is either due to an M-LWE assumption or rejection sampling.
We use the following succession of games.

Gamey : This is identical to Exp: Anonymity without shuffling.

Game; : First, the challenger simulates the response where the rejection sampling is
applied. In Algorithm 6.9, it replaces all the coordinates of f; by uniformly random el-
ements in g, _,, all the coordinates of z; by uniformly random elements in uBAbigf Bpw
all the coordinates of z. by uniformly random elements in 4z, —Bpw, all the coordi-

nates of z(¥) by uniformly random elements in UB iy~ Bpw)r forall 0 <o < M —1, and

all the coordinates of z(™) by uniformly random elements in LLB{)i L~ (M+5+1)B(pw)*-
This game is perfectly indistinguishable from the previous game dugﬁ to rejection sam-
pling.

AdvGamer _ pgyGame: _ g

Game; : In Algorithm 6.6, the challenger replaces B by a uniformly random element
in Rg. This game is computationally indistinguishable from the previous game by
M-LWEy;,— .4,8 hardness as in the hiding property of the commitment scheme.

Adv§amer - Adv§ame:| < AdviVE:,
Games : In Algorithm 6.8, the challenger replaces C' by a uniformly random element

in Ry. This game is computationally indistinguishable from the previous game by
M-LWE,,_y.m,q,5 hardness.

Adv§eme — AdvGames| < AdvIWE,
Gamey : In Algorithm 6.4, the challenger replaces serial number s;’s by a uniformly

random element in Ry* and the public keys pk; ,’s in Ry (i.e., the (-th column of Ay, ) by
a uniformly random element in Ry for ¢ = 0,..., M —1. This game is computationally
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indistinguishable from the previous game by M-LWE,,,_,,_,, m ¢,58 hardness due to the
following observation.
k; .
Let G’ = ( g > We have < Ps?,g > = G’ - r;y where 7;; is the secret key
(
corresponding to the public key pk; . Since G’ has the same distribution as a com-
mitment key ck output by CKeygen, the hiding property argument for the commitment
also holds with respect to the combined matrix G’ € Rén+ns)xm. Also, note that no
CORRUPT or SPEND is allowed to be queried for these public keys, and the distribu-
tion of the secret keys r; ¢ is identical to that in M-LWE definition since the public
keys in R;, are assumed to be generated honestly by querying PKGEN.

AdVS{z"meg — Advf{'ame4 <M- AdvaWE.

Games : In Algorithm 6.7, the challenger replaces R; by a uniformly random element
in Ry, and F; by a uniformly random element in Rps for all 1 < j < k — 1 (if
GenSerial = False, then only R; is replaced and the argument still works). This game
is computationally indistinguishable from the previous game by M-LWE,,_,,_y, m.¢.5
hardness due to a similar discussion as above.

AdvGames — AdvGames| < (M 4 1)(k — 1) - AdviVE.

Gameg : In Algorithm 6.7, the challenger replaces E; by a uniformly random element
in Ry for all 1 <j < k—1. This game is perfectly indistinguishable from the previous
game as R; is uniformly random in Ry and independent of the summation in Step 7
of Algorithm 6.7.

AdvGames _ pqyGames| _

Note that Mint is completely independent of all the inputs to Spend except for
output amounts, which is already known to A. Also, output coin keys CK,y are
always generated independently and uniformly at random. Therefore, in Gameg, the
output of Spend is independent of Ry, K;, and Amt;,, and thus also independent of
b. Hence, A has probability 1/2 of outputting ' = b in Gameg. O

6.6.4 Balance

K
Lemma 6.11. (Balance) Assume that q > (2p\/ﬁ> and ¢ = 2K + 1 mod 4K for

some 1 < K < d where K is a power of 2. Let k = k(k +1)/2 and 6 be a positive
real number such that the Fuclidean norm of any product of k — 1 elements in ACg’p
is at most 0. If M-LWE,,_n—n, m,q8, M-SISy mir.q2y and M-SIS; piv.g.24,, are hard
where v =2 (k(f—1)+r—1+ Sr),

. 1/2
Yoin = 2pV/dw (T, + Bygind)  and

(k+1)-d- (2p)~w*~'vmd - max{Byigr, By 1},

1/2
OVd-(S+1)-2 (9r83d + B%igmd>

Y = max

then no PPT adversary can win Ezp:Balance without shuffling with non-negligible
probability.

Proof. First, due to the M-SIS assumptions, HMC is y-binding when instantiated with
parameters n,m, ¢, B and vpi,-binding when instantiated with parameters n,m, g, B.
We separate the proof into three cases.
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Case 1 (forgery): Let gforge be the event that A wins the game in a way that
there exists s;+ € SNj» with 0 < ¢* < M —1 and 1 < j* < ¢ such that s; € £
and L]s;+].IsCrpt = 0. In this case, the proof follows as in the unforgeability proof of
Theorem 5.16, which is sketched below.

D creates an invalid public key pk, for PKGEN({) query such that pk, =
Comgy, (1,0,...,0; r) for » «+ {—B,...,B}*™. pk, is computationally indistinguish-
able from a valid public key by M-LWE,,,_, », 4 5 hardness assumption. D runs .4 until
gforge occurs k' = max{k + 1,3} times in total with respect to distinct H outputs
and the same H inputs where

e the indices j* and 7* are the same for all &’ gforge events,
e pk, € Afn and it is not corrupted.

k'-special soundness of the underlying one-out-of-many proof holds when HMC is ~-
and 7pip-binding, which is satisfied if M-SIS,; ;1 4r.¢,2y and M-SISj s40,6,2+,,;, are hard.
Therefore, there exists a PPT extractor that recovers an opening (0, s) of a public
key pk, in the i* row of Af; such that y - pk,, = Com (0; s) where y € AC{‘fj’p is
some relaxation factor with ||y| = vd(2p)*w" ' < ~ and ||s|| < v by Lemma 6.8.
With probability 1/(M - N), pk, = pk,. Hence, y - pk, = Comg (y,0,...,0; yr) =
Comgy (0; 8) = y - pky. Since (y,0,...,0,yr) # (0,s), this violates the y-binding
property of the commitment scheme and also gives a solution to M-SIS,, ;,, 4,24, Which
gives a contradiction.

Case 2 (double-spend): Let £9.onq Pe the event that A wins the game in a
way that there exists s;« € SNj» with 0 <4 < M —1 and 1 < 5% < ¢ such that
si« ¢ L. Assume that the assumptions in the statement of the lemma hold and
ngspend happens. We show that this gives a contradiction. Since the transactions
output by A are valid, we have from Algorithm 6.10

N (k=1 k—1
G20 = Z H Jii; | Pkix s — ZE](-Z*)zj, (6.30)
i=0 \ j=0 Jj=0
k-1
H - 20 = ghs; — Z Fj(l*)xj, (6.31)
=0

where pk;. ; is an honestly generated public key for all 7 € [0, N —1]. Again using the
extractor of the underlying ZKP as in Case 1, D, who runs A multiple times, obtains
a witness s such that

y - pki- ¢ =G - s, (6.32)
y-si- = H - s, (6.33)

for some 0 < ¢ < N — 1 where y is a product of  elements in ACS | with [jy|| < v
and [[s|| < v by Lemma 6.8. Since pk;. , is an honestly generated public key, we also
have

pki*vg =G- Ty

= Y Pk =G -yry (6.34)
Sy = H - Ty

for some vy € Ry* with [[ry|| = B where s; = L[pk;« ¢].s. Using (6.32), right side of
(6.34) and 7-binding of HMC with respect to G, we get s = yry. Then, from (6.33),

we get
y-spc=H-yry — spx=H-ry (6.35)
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since y is invertible because all its factors are invertible by Lemma 6.4. From right
side of (6.35) and left side of (6.34), we conclude that s;« = sy € £, which gives a
contradiction.

Case 3 (unbalanced amounts): Let &, palanced P€ the event that A wins the
game in a way that for all s; € SN« where 0 < ¢ < M —1,s; € £ and L[s;].IsCrpt = 1.
Assume that the assumptions in the statement of the lemma hold and there exists a
PPT D who runs A.

As in Case 1, D runs A until €, pajanced Occurs &' = max{k + 1,3} times with
respect to distinct H outputs and the same H inputs where the index j* is the same
for all ¥’ events. Then, it uses the extractor of the underlying ZKP of the j*-th
transaction to obtain the following, for all i € [0, 5 — 1],

z-C = Comg, (Tco — T2¢1, ..., TCr1 — T2¢Cr; T¢), (6.36)
T - Choyt,i = Comyy, (:Ebgu)t s+ - ,:T:bgiu)t -1} Tout Z) , (6.37)
y - Py = Comg, (0; 7), with Py = Z CNout,j — Z cnjg+C (6.38)
where
eco=c,=0andcy,...,c,1 € [—(M —1),(S -1)],2
® T C Acgl,p,
e y is a product of x elements in ACff)’p where one of its factors is £ by Lemma 6.8,
e |r|| <~ by Lemma 6.9,
. H(a’:co —Z2c1,...,ZC_1 — T2¢, 7| < v/((S 4+ 1)8Vd),
H bOut 0 - xbggt 1> Tout,i ‘ <~/((S+ 1)9\/&) by Lemma 6.7,
OutJE{O 1} for alli € {0,...,S — 1} and all j € {0,...,r — 1}.

Multiplying (6.36) and (6.37) by v’ = y/Z, we get
y - C = Comgyg (yco —y2¢y, ..., Ycr_1 — Y2c; y/rc) , (6.39)
Y - Chout,; = Comey, (ybé?um .. 7yb(()gt o1 Y Tout Z) , (6.40)
where
| (yeo — y2e1, ... yer—1 — y2¢r,y're)|| < /(S + 1), and

Hybout 0 7yb<()3t7~ 17y Tout,i|| < v/(S +1).

Since the input coins are generated honestly, we also have
cnj ¢ = Comey, (bip, - - -, biy—15 Ti) (6.41)

where ||r;|| = Band b;; € {0,1} foralli € {0,...,M —1} and all j € {0,...,7—1}.
Substituting (6.39), (6.40) and (6.41) into (6.38), we get

8Here, we assume the general case where the spender proves that ¢;’s are in [—(M — 1), (S — 1)],
and need not be necessarily binary.
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5-1
Z (Comck (ybc()lgmoa e 7ybc()23t7r_1§ ylrout,i))
i=0
Come (0; 7) = A1
e T — Z (Comey, (ybio, - - -, Ybir—1; Y73))
=0

+ Comgy, (yeo — y2¢1, - - ycr—1 — y2¢,; y're) -

Observe that the input of the commitment on the left hand side has Euclidean norm
at most . Similarly, after using the homomorphic properties of the commitment
scheme, the input of the commitment on the right hand side has norm at most v (here
we neglect the norm of (yb; o, ...,ybir—1,yr;) as that is much smaller in comparison).
Then, using y-binding property of HMC, we get

M—1
0= yZboutj —y Z bij +ycj — y2cjq1 (6.42)
=0 =0

for all j € {0,...,r — 1} with ¢y = ¢, = 0. By the assumption on ¢ and Lemma 6.4,
y is invertible in R4, and thus we have’

M-1
0= Z b — D bij i — 251, (6.43)
=0

where with ¢y = ¢, = 0. Since HMC is 7-binding, we have ¢ > v > max{4M,4S}.
Hence, (6.43) holds over R. Since all the values are just integers, (6.43) in fact holds
over Z.

By the definition of Exp:Balance, the sum of the amounts in AmtOut (i.e., the
amounts corresponding to uncorrupted output public keys) can be at most the sum of
the amounts in all output coins. Using this fact, we look at the following sum where
amti, ; = E[si].amt fors; = SN]‘* [’L]

§'—1 S5—1r—1 M-1r-1
Z Amt? [i] Z amti < > Y 20— Z > 2
0 j=0 i=0 j=0
; 1 " Mjl r—1
= Z 2/ (Z boutj Z biaj) = sz (20j+1 - cj)
i=0 j=0

= g 2j+1cj+1 — ZQjcj =2"¢c, — o
j=0 7=0

=0, sincecy=c, =0.

The above implies that
S'—1

M-1
Z Amtout < Z amtiy 4,
=0

9We note here that (6.43) can also be obtained without using invertibility of y. In that case, one
can argue that the infinity norm of the right-hand side of (6.42) is smaller than ¢/2, which would be
easily satisfied. That implies that (6.42) holds over R. Then, by Lemma 5.5, either y = 0 or (6.43)
holds. Since y # 0, (6.43) must hold.
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which gives a contradiction with the winning assumption of A in Exp:Balance. [

Remark 6.12. Note that in Lemma 6.11, the factor 0v/d can be taken to be 1, when
k = 1. This is due to fact that in this case, kK = 1, and thus y = . Hence, there is
no need to do cross multiplication to have (6.36), (6.37) and (6.38) multiplied by the
same relazation factor y.

6.7 Implementation and Parameters

In our implementation, we target any anonymity level 1/N for N < 1000, 64-bit
precision for amounts (i.e., 7 = 64) and the most common transaction settings where
there are at most two input/output accounts (i.e., M,S < 2). For all these settings,
the following parameters are sufficient: B = 1, (d,w,p) = (64,56,8), ¢ = 23! —
218 123 11, g = (22" -2 +1)- (2% - 22 1 1), k=1, ns = 1, (n,m) = (18,38)
and (n,m) = (32,65). With these parameters, a single public costs 4.36 KB and a
single serial number costs 248 bytes. The rationale behind the parameter setting is as
follows.

First, our experimental analysis shows that d = 64 is the best choice to optimise
the proof length. Having set d = 64, we get (w,p) = (56,8) to have about 256-bit
‘H output. Again we follow the same methodology from Section 3.2.2 to measure the
practical security of our scheme, aim for a root Hermite factor of § ~ 1.0045 for both
M-LWE and M-SIS, and choose B = 1.

From our security assumption M-LWE,,, _,_,,_ m 4.5, We can see that the efficiency
of our scheme degrades with increasing ns; as M-LWE gets easier. Indeed, having
a small ng does not affect the anonymity or balance properties. Therefore, we can
simply set ng = 1. We discuss the implications of this choice in more detail in Section
6.8. Then, we set the remaining parameters to make sure that M-LWE and M-SIS
assumptions hold with § =~ 1.0045.

q is chosen to allow R, to split into 4 factors while having y = x — 2’ (challenge
differences) invertible in R, for any z,2’ € Cip. This follows from the results of
[LS18] as given in Lemma 6.4. The other modulus ¢ is chosen to have two “NTT-
friendly” prime factors p; and ps so that both R, and R, fully splits, allowing efficient
polynomial multiplication using NTT. All these primes p1, p2 and ¢ are chosen to have
a form similar to 251 — 2%2 4+ 1, which enables the fast modulo reduction technique in
[Seil8] for the input smaller than 2172 times the modulus. By using this technique,
we only apply one modulo reduction at the end when computing ) x;, z; € Ry or
x; € Rg, such as in the commitments.

To reduce the number of NTT transformations, SamMat samples uniformly at ran-
dom directly from the NTT domain'’. In addition, all commitment outputs (including
pk and cn) are in the NTT domain (i.e., without any inverse NTT during commitment
computations). However, since the secrets (notably a, r, and p) are involved in the
norm checks of Spend in Algorithm 6.9, and norm checks are also required for the
output f and z of Spend during Verify, we keep these elements in their normal do-
main and perform NTT when computing the commitments. Therefore, only forward
NTT is needed and we eliminate all the inverse NTT from the implementation.

To accelerate the norm checks and avoid unnecessary overhead during the rejec-
tion of Spend in Algorithm 6.9, we adapt the early-evaluation rejection technique in
[RGCB19]. In particular, we check the infinity or Euclidean norm and restart immedi-
ately during each ring element computation of f,., g, and all z’s. However, for f;, we

What we mean by NTT domain for R, is the four factors it splits into.
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FIGURE 6.1: Proof length growth (including the cost of serial numbers) with anonymity set
(ring) size.

need to hide what index may give a rejection due to the application of our rejection
sampling technique for fixed Hamming weight binary secrets. Therefore, a restart
happens only after f; is completely iterated over. In addition, since T} is larger than
64 bits, we use the GMP library [GT15] to compute ||g|| and make the comparison.

To implement the NTT efficiently, we adapt the techniques discussed in [Scol7]
for both factors R, and R,, of R; during the NTT butterfly computations, notably
the lazy Montgomery reduction. However, for multiplication in R, since the input
would be reduced to [0,2q — 1] in the lazy reduction, the intermediate value during
multiplication reduction may exceed 64 bits for the input less than 4¢%. Thus, we
use the full Montgomery reduction for R, instead. In addition, we also adapt the
constant-time comparison techniques similar to [Scol7] in our NTT implementation
and uniform samplers (e.g., {—B,...,B} or {—Buig, ..., Bpig}) for the secrets.

In our implementation, we use the AES-NI hardware instructions on Intel CPUs
[Gue09] to implement the pseudorandom generator and use the SHAKE-256 [NIS] to
implement the hash function H. We compile our implementation by using GCC 8.3.0
with the compiler switch -03 -march=native during the benchmarks.

The concrete proof lengths of MatRiCT are compared with the prior art in Ta-
ble 6.4, and the computational evaluation of MatRiCT is given in Table 6.5, where
the running times are the average number of cycles in 1000 runs divided by 3 - 10°.
Asymptotically, the proof generation and verification times are O(M - N) as M ring

TABLE 6.4: Proof length comparison (in KB) of “post-quantum” RingCT proposals, support-
ing multiple inputs/outputs.

Anonymity level 1/10 1/100
#inputs — #outputs|| 1 — 2 222 12| 22
LRCT v2.0 [TKS*19]||>8000| >10000|>50000| >70000

MatRiCT: Chapter 6 93 110 103 120

LRCT v2.0 [TKST19] || PK Size: 100 KB|Modulus: ~ 219
MatRiCT: Chapter 6 ||PK Size: 4 KB|Modulus: < 2°3
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TABLE 6.5: Running times (in ms) of MatRiCT at 3 GHz.

Anonymity level 1/10 1/100 1/1000
#inputs — #outputs||l > 22 > 2|1 - 2(2 —=>2(1 = 2|2 =2
Key Gen. 2 2 2 2 2 2

Transaction Gen. 242 375 360 620| 1858| 3514
Verification 20 23 31 40 146| 223

signatures are run, each with O(N') computation. Further, we show in Figure 6.1 that
MatRiCT proof length scales very slowly with anonymity set size. The proof length
scales linearly with the number of input accounts as shown in Figure 6.2. Asymptoti-
cally, the proof length grows poly-logarithmically in N (due to the use of an improved
variant of the ring signature from Chapter 5) and linear in M, i.e., [II| = O(M -log® N)
for a small constant c.
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FIGURE 6.2: Proof length growth with the number of input accounts. Proof length also
includes the cost of serial numbers.

6.8 Implications of Small Dimensional Serial Number

Recall that for the commitment matrix H € Rgsxm, a serial number is computed
as s = Compgr(0; sk) where sk is a secret key. Choosing ns = 1 here with d = 64
actually makes M-SIS easy to solve with respect to H. However, one can see from the
balance proof (proof of Lemma 6.11) that the adversary needs to find a witness either
for (pk,s) together or for pk in order to break the balance property. Since we make
sure that the public key commitments are binding, there is no issue in the balance
proof. Similarly, from the anonymity perspective, the serial number alone will clearly
hide the secret key as we show in the anonymity proof (proof of Lemma 6.10) that
(pk,s) together still hides the secret key. Moreover, even with ny = 1, the output
space of 1-dimensional commitments is sufficiently large (in particular, ¢¢ ~ 2316 for
our parameters) that there is a negligible chance for two random secret keys to result
in the same serial number.
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What may indeed happen is that, for a given s, an adversary can find some short
vector 7’ such that r’ # sk and s = Compg (0; ). In this case, it must hold that pk =
Comg (0; sk) # Comeg(0; ') as otherwise we would get a solution to M-SIS;, 1, 4.2+
with respect to G where v = max{|r’||, ||sk||}. Hence, the adversary still cannot
create a valid transaction without having pk’ = Comg(0; ') as one of the public
keys of the real spent accounts in R;,. Therefore, he first requires an account to be
created with pk’ and then he can spend that account with the serial number s. If
he can succeed in this before the honest user whose secret key commits to the same
serial number s, then this would prevent the honest user from being able to spend
her account. Note that the attack works only when the attacker guesses/knows the
serial number of an unspent account, and only results in a violation of availability (as
the honest user can no longer spend her account). The chance of a correct guess is
negligibly small as the output space is too large, which leaves knowledge of an account
serial number before it is ever spent as the only viable option for the attacker. This
whole attack scenario in general does not seem very likely to happen. Nevertheless,
stronger security against such an attack can be easily accomplished by increasing ng
so that M-SIS is hard with respect to H, which requires increasing m, and possibly
n and/or q.

6.9 Extension to Auditable RingCT

In this section, we introduce our novel extractable commitment scheme from lattices
and explain how to use it to add auditability to MatRiCT.

6.9.1 Extractable commitment scheme

We extend HMC to allow message extraction. All the previous algorithms, CKeygen,
Commit and COpen, that define the commitment remain the same, and we introduce
how to put a trapdoor to a commitment key.

e CAddTrapdoor(ck) : Let ck = [A||B] € Rnx(mﬂ) where A = [ A for A" €

!/
-
(’I’L*].)X m n—1 m td
Ry and a € Rj". Sample s+ Ry, e« 2, and set A [ ] where

t=A""s +e. Output (ck'd,td) = (A", (s, e)) where s = (s, —

We next introduce how the extraction works when the committed message comes
from a relatively small set. Let Awa be the set of differences of all challenges in
ng,p except for the zero element. When a commitment key with a trapdoor is used
to generate a proof, the ZKPs we use prove knowledge of an opening (y, m,r) of a
commitment C' such that

yC = Comg, (ym; r) = A¥r + Bym. (6.44)

From here, we can try to eliminate the randomness by multiplying both sides by the
secret key s. However, the message extractor does not know what ¥ is. For an honest
user, we simply have y = 1 and we restrict our discussion here to this case. However,
we note that, for a similar Fiat-Shamir protocol, it has been shown in [LN17]| that
a valid approach in general is actually trying random y € ACff] p» and the expected
number of iterations until an acceptable y is reached is the same as the number of
random oracle queries made to generate the proof. We believe that the same technique
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(which is also used in [dPLS18]) and [LN17, Lemma 3.2| can be applied in our case
and we leave its detailed investigation to future work.

Now, suppose that y = 1. We can rewrite (6.44) as C' = A%r + Bm. From here,
the extraction proceeds as given in Algorithm 6.12.

Algorithm 6.12 CExtractSM(C, td)
INPUT: C € R} a commitment; td = (s, e) trapdoor

1. for m' € M do > where | M| = poly())
2: e = (s,0) — (b,m') where b=s' B

3: if [l¢']| _ < ¢/8, then return m/

4: end for

We prove in Lemma 6.13 that, for a commitment C' with a valid zero-knowledge
proof of opening, the message output by Algorithm 6.12 is the same as the one used
to create the commitment C' for sufficiently large q.

Lemma 6.13. Let ¢k = G = [AY||B] ¢ RZLX(erU) be a commitment key with
a trapdoor td = (s,e) as in CAddTrapdoor. Assume that (C,(m,r)) satisfy C =
Comy (m; v), ||Ir]| < B, and m € M with [M| = s, and m’ = CExtractSM(C; td).
If ¢ > 8B.B,md, then m = m/ except for a probability at most s -27%.

Proof. Tt is easy to observe that s - A" = s'TA’—t" = —eT. Let b=s' - B. Since
C = Comgy, (m; 7) for ck = [A™ || B], we have
<S7C> - <_67T> + s' -B-m= <—e,7’> + <b7 m>7
= (bm) = (s,C) + (e,r). (6.45)

Since m/ is the output of CExtractSM(C,td), we further have ¢’ = (s,C) — (b,m/)
and [[e']| _ < ¢/8. Now, consider the following

(bym —m') = (b,m) — (b,m’)
= ((s,C) + (e,m)) — ((5,C) — €)
= (e,r) + €.

Therefore, we have

1, m —m) = le,r) + €]
< Ke.m)ll.. +lle']] .
< BBrmd+ q/8 < q/8+q/8 < q/4.

Since B is chosen independently and uniformly at random, b = s' - B is uniformly
random, and thus when m # m/, (b,m —m/) is also uniformly random R,. So, the
above holds with probability about 2~¢. Thus, using a union bound on all m € M,
m = m/ except for a probability at most s - 27 O

6.9.2 Adding auditability

From the tools developed so far, it is now easy to add auditability to our RingCT
construction. As part of Spend, the spender proves knowledge of an index ¢ €
[0, N — 1] and the secret keys of the accounts in the /-th column of A;,. Further, as
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detailed in Section 6.5, the binary proof part proves knowledge of (y, b, é, #) such that
Yy € ACf,w, yB = Comgy (yb, é; 7) € Rg and the first k3 elements of b represents an

index ¢ € [0, N — 1]. Hence, we know that

~

) b ) )
yB:Ar+B<yc )zAr+B0ym+Blm:[A\|B1](;1)—i—Bgym,

where m is the part (the first k5 elements of b) we want to recover and m is the
remaining part of the message opening. Therefore, restricting to the case y = 1, we
can put a trapdoor for the concatenated matrix [ A | B | and use Algorithm 6.12 to
extract m, which reveals the real spender’s identity. The message space size here is
equal to the anonymity set size N. Therefore, the extraction time (as in Spend)
is linear in N. We know by Lemma 6.13 that for an appropriately chosen ¢, the
extracted index will be the same as the one used in the proof. A formal definition
of auditability, which can be established similar to traceability in group signatures
[BMWO03], is left as a future work.

Note that multiple trapdoors can be put for the same matrix. If no auditing is
desired, the last row of the commitment matrix remains as a uniformly random vector.
If a user selects auditing option ¢ > 0, then a vector released by the i-th authority is
used in the last row of the commitment matrix.

6.10 More on Ring and Group Signature

We describe the full ring/group signature signing procedure in Algorithm 6.13. The
verification works similar to Algorithm 6.10. In particular, the verifier checks the same
norm bounds as in Algorithm 6.13, computes A and Fy, and finally checks whether x =
H(A, B, Ey, ..., E;_1) for x provided as part of the signature. The opening algorithm
for revealing user’s identity in the group signature is realised using Algorithm 6.12 in
Section 6.9.1. Since the signer proves knowledge of an index ¢ € [0, N — 1], which is
encoded using f;;’s, and the secret key of the /-th public key, the opener of a group
signature just needs to extract the index from the commitment B.'' As there are only
N possibilities'?, the running time of the opening algorithm of the group signature
is in the same order as the signing (i.e., O(/N)). Since signature generation is likely
to occur much more frequently than opening a group signature, this is completely
acceptable in our setting.

In Tables 6.7 and 6.8, example sets of concrete parameters for our ring and group
signature, respectively, are provided, where we optimise the proof length for a fixed
ring dimension d. In the case of a group signature, we also need to make sure that
M-LWEy,_1 .48, is hard in order to argue that a commitment key with a trapdoor
is indistinguishable from random. Therefore, the choice of parameters for the group
signature is more restrictive. In Table 6.6, a comparison among existing post-quantum
scalable ring/group signatures is provided.

The two limitations of our group signature are 1) the running time of the opening
algorithm as well as the signing and verification is linear in the group size (the opening
algorithm has linear time also in [KKW18|) and 2) the group public key length grows
linearly in the group size. These are as expected since the group signature builds on

"Note that the binary proof in this case includes only the proof for the index £ and no additional
bits.

12Note here that even though the commitment B includes another vector ¢ as a committed message,
by Lemma 6.3, this second part is uniquely determined by the information provided in the proof and
recovered in Algorithm 6.12.
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Algorithm 6.13 Signing of Ring/Group Signature

10:
11:

12:
13:

14:

15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:

27:

28:
29:

INPUT: p, (pko, - - -, Pk 1), £, sk where 1 is a message, sk = € R, £ € [0, N —
1] and pk; € Ry fori =0,..., N — 1.
OUTPUT: Il = (B, Ey,...,E 1,2, f1,2,2) where B € R}, Ei,..., By €

Rz el fre Rz e R 2 e R

B, = [2 - pkd]

T, = *BA(5 +1)/(24)

Bbig = [1.5Bpwmd—‘

Bigx = [1.5B(pw)*md]

b= {(67 True, (5€j,07 s 76@,[371)7 Ba) f;é

ck = G + SamMat(p, r, q,n, m,“G”) )
(ra,mp), (A, B), (ag0,...,ax—1,5-1) < BinaryCommit(k, b, B, By;g)
Compute p = (poo,...,PN—1k—1) using Algorithm 6.11 with the input
(f, ap,0; - - - ,ak_lﬁ_l) when k € {1, 2}

Po < {—Brigk - - - s Boigx }4™

for j=0,...,k—1do

pj < {-B,....B}y™ if j#£0

Ej =1  pijPi + Come, (0; p;) in R?
end for
xTr = H(u, A, B,Eo, . 7Ek:—1)

for j=0,....,k—1land¢=0,...,8—1do
fig =04, + aji
end for
1= (fo1s -y fo—1,8-1) > fjo’s are excluded
if [[f1]l _ > Ba — p, then Restart
for j=0,...,k—1do
if || fjoll > Bary/d(B — 1), then Restart
end for
g = (foo(r— foo), - fe—18-1( — fe-18-1))
if |lg|| > /Ty, then Restart
Zp =2xTrp+ T4y > Mm-~dimensional
if [|z > Byig — Bpw, then Restart
2= by - i,
if |z _ > Bigx — B(pw)*, then Restart
return Il = (B, Ey, ..., Ex_1,2, f1, 2, 2)

a ring signature. However, the cost of the public key storage can be amortised over
many signatures as one would expect many signatures to be generated by the same
group. Consider a group of 1000 members generating 1000 signatures in total, the
total storage cost of all public keys and all signatures would be about 65 MB using our
group signature. In the case of the two state-of-the-art post-quantum group signatures
[KKW18] and [dPLS18|, this cost would exceed 400 MB. Therefore, in the settings
where the number of group members is not significantly greater than the number of
signatures, the overall cost is lower using our group signature.

Moreover, our group signature can be easily made dynamic in that the group

manager can add or remove members by appending their individual public key to the
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group public key gpk or deleting it from gpk. In this case, it is required that group
signature is verified using the group public key at the time of signature generation.

We also note that our constructions in this chapter do not require any (discrete)
Gaussian sampling. Replacing some of the uniform samplings with a discrete Gaussian
in our schemes helps further reduce the signature length, but our goal in this chapter
is to introduce an easy-to-implement scheme.

TABLE 6.6: Comparison of signature lengths (in KB) of “post-quantum” ring/group signa-
tures. The last column represents whether ring or group signature is supported. “?” indicates
that the signature length cannot be approximated using the results of the respective reference.

|Ring/Group Size N :|| 2 | 8 [64 [4096] 2°! || Ring/Group]

[dPLS18] || 581|581 |581 | 581 581 Group
[KKW18] 7| 71250 456| 7| Ring&Group
Chapter 5| 36| 41| 58| 103| 256 Ring
This Chapter| 18| 19| 31| 59148 Ring
This Chapter || 28| 29| 34| 60148 Group

TABLE 6.7: Concrete parameters of our ring signature, optimised for proof length. Signature
and key sizes are in KB. The hash output size (or challenge space size for the underlying
protocol) is at least 2256, The root Hermite factor of both M-SIS and M-LWE are about
1.0045. B = 1 and (d,w,p) = (128,66, 2) always. The signature length can sometimes be
slightly further reduced by choosing varying d values. For example, the same parameters of

the group signature for N = 22! in Table 6.8 also works for the ring signature.
| N [ 2 [ 8 [ 64 [ 1024 [ 409 [ 228 |

(n, 1) ®.9) | 89 | &11) | (13,10) ] (13,12) | (21,13)

(mym) || (17,22) | (17,23) | (17,25) | (27,26) | (27,26) | (42,28)

(logq,logd) || (27,42) | (27,46) | (27,44) | (45,52) | (45,46) | (69,47)

k.5) | (L2) | (L8) | (164 | (232) | (2,64) | (3,128)
Sign. Size 18 20 31 48 59 156
PK Size 3.38 3.38 3.38 9.14 9.14 22.64
SK Size 0.27 0.27 0.27 0.42 0.42 0.66

TABLE 6.8: Concrete parameters of our group signature, optimised for proof length. Signa-

ture and key sizes are in KB. The hash output size (or challenge space size for the underlying

protocol) is at least 2256, The root Hermite factor of both M-SIS and M-LWE are about

1.0045. B =1, B, = 4 and (d,w,p) = (64,56, 8) always. PK Size here refers to the per-user
public key size. The group public key size would be N x(PK Size).

] N [ 2 [ 8 [ 64 [ 1024 [ 409 [ 227 |
(n, ) (17,30) | (17,30) | (17,30) | (29,30) | (29,30) | (47,30)
(m, 1) (36,61) | (36,61) | (36,61) | (60,61) | (60,61) | (96,61)
(logq,1ogq) || (29,49) | (29,49) | (29,49) | (49,49) | (49,49) | (79,49)
(k,8) (1,2) | (1,8) | (1,64) | (2,32) | (2,64) | (3,128)
Sign. Size 28 29 34 54 60 148
PK Size 3.85 3.85 385 | 1110 | 1110 | 29.01

SK Size 0.28 0.28 0.28 0.47 0.47 0.75
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6.11 Discussion

As can be seen from Figure 6.2, a limitation of MatRiCT is that the proof length
is linear in the number of input accounts (i.e., the parameter M), which means that
the proof would be costly when there are many, say 1000, input accounts (though
such a large M is quite rare in practice). However, this limitation seems hard to
overcome because one needs to construct an efficient M-out-of-IN proof with proof
length growth sublinear in M and N in order to circumvent this limitation. Currently,
such proofs seem difficult to construct from lattices.

Another effect of increasing number of input accounts is that it makes the pa-
rameter setting more difficult. More precisely, due to the use of rejection sampling,
each ring signature run as part of the transaction generation reduces the overall ac-
ceptance probability by a certain factor. Therefore, this acceptance probability gets
exponentially smaller for increasing M unless ring signature components are sampled
from wider distributions. As a result, if one wants to allow large number of inputs,
then the parameter setting needs to be done accordingly, which results in a level of
overkill for small M values. There seems to be no way around this when multiple ring
signatures with rejection samplings are used.

As mentioned in Section 6.10, our group signature also has certain limitations,
which are indeed inherited from the ring signature. These limitations may be restric-
tive for the scheme’s use in certain scenarios, for example, when there are large number
of group members. In such a case, the group public key may grow very large. It would
be very interesting to see if these limitations can be overcome, e.g., by compressing
the group public key somehow.

On the positive side, we can see MatRiCT as an important step forward in the
deployment of post-quantum cryptographic algorithms. Its communication and com-
putation costs are within practical limits, and it has relatively small public key and
modulus sizes. It allows other nice features such as auditability. In fact, the au-
ditability feature is quite unique in that the users themselves can decide what level
of anonymity to choose. In the scenarios where auditability is a must, then the au-
thority (or authorities) can enforce users to opt in for auditing by having transaction
validation done via commitment keys with trapdoors. That is, if a user does not use a
commitment key with a trapdoor, then her transaction would fail in the verification.

An important feature of MatRiCT is that the modulus size is, in essence, deter-
mined by the security requirements, not the balance proof. As mentioned before, the
prior balance proof approach requires the modulus to be larger than the amounts. Re-
moving this requirement gives MatRiCT much more flexibility in parameter choices,
and allows faster computation and shorter proof length.

A more low-level technical side of MatRiCT is that it only makes use of relaxzed
proofs, which are often more efficient to construct in lattice-based cryptography. Of
course, the use of relaxed proofs is not so straightforward as one needs to handle
the effect of the relaxations. Most notably, we see its impact on the balance proof.
We believe that our techniques to handle relaxations may also prove useful for future
works that rely on relaxed proofs.
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Conclusion

In this thesis, we studied the problems related to the design of lattice-based zero-
knowledge proofs and their application to higher level protocols. We first approached
the problem from a foundational perspective and studied it in a less restrictive setting
of multi-shot proofs. This approach was an important starting point as there was no
set of prior technical tools that could efficiently solve the problems of interest in the
thesis. In particular, a set of new technical tools for the design of multi-shot proofs for
non-linear relations was introduced, followed by their application in the construction
of useful protocols in practice.

Having seen the main challenges in proving non-linear relations in the lattice set-
ting, we later focused on the more practical setting of one-shot proofs. Again, the
prior techniques were very limited in that they could only allow one to prove linear re-
lations, which are not sufficient to construct efficient advanced cryptographic schemes.
Therefore, our next objective was to introduce new techniques for the design of one-
shot proofs for non-linear relations. With this objective completed, we sought for
practical applications of the new techniques, and were able to construct substantially
more efficient advanced tools thanks to our new one-shot proof techniques.

As the final objective of the thesis, we focused on a very practical problem of
important real-life impact. That is, we targeted designing an efficient, scalable and
post-quantum RingCT protocol. This problem is likely to be of significant inter-
est for future privacy-oriented cryptocurrencies as the threat of quantum comput-
ers against the currently deployed cryptographic algorithms grows bigger. Towards
addressing the final objective, further improvements over the developed techniques
were introduced. In particular, we designed efficient ring signature, group signature
and extractable commitment scheme, which may be of independent interest for other
privacy-preserving protocols such as secure e-voting. The full practical embodiment of
our novel techniques is MatRiCT, the first practical RingCT protocol from standard
lattice assumptions.

7.1 Future Research Directions

7.1.1 More theoretical directions

An interesting open question for lattice-based ZKPs in general is finding a large set of
challenges with desired properties. If we recall from Chapter 4, some desired properties
are as follows: 1) challenges should have small norm, 2) challenge differences should
be invertible, 3) challenges difference inverses should have small norm. The set of
monomial challenges is such a set with these features, but the total set size is very
small. Finding a larger set with similar properties would be a very interesting result.

Another open question is related to our CRT-packing technique from Chapter 5.
Our technique allows to get faster proof, but does not help with the proof length. It
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would be significantly helpful in reducing the proof length if one can come up with a
similar CRT-packing technique without requiring the challenges to be of small degree.
Another related question is to do with making the CRT-packing technique work in
fully splitting rings when proving a binary relation.

If we recall from Section 6.9.1, the message extraction algorithm for our extractable
commitment scheme works for relatively small message sets (in particular, sets that
can be exhaustively iterated over in practice). A very interesting study would be to
investigate whether message extraction could be made possible in other settings where
the set of possible messages is not very small, but possibly has some special properties.

A somewhat orthogonal direction of research is to see whether our proofs can be
strengthened at a low cost. That is, for our purposes in the thesis, proofs of relaxed
relations were sufficient, but for some scenarios such as verifiable encryption, this may
not be the case. Even the recent exact proofs, e.g., [BLS19, YAZ 19|, which indeed
make use of the new techniques introduced in the thesis, do not yet seem to offer a
satisfactory solution in practice. But we believe that future research on this topic will
offer more practically relevant solutions.

Although named “more theoretical directions”’, the answers to these questions
would surely have implications for various applications as well. Therefore, they should
not be seen as questions of pure theoretical interest.

7.1.2 More application-oriented directions

A clear future research direction is the investigation of the new techniques’ application
to other zero-knowledge proofs of practical interest. For example, the techniques may
be helpful in extending advanced DL-based ZKPs such as Bulletproofs [BBB'18] to
the lattice setting. More generally, a ZKP of arithmetic circuit satisfiability is an
important tool for various applications, and for such proofs, there does not seem to
be a satisfactory lattice-based solution. Therefore, making use of the new techniques
in this setting seems to be an interesting research direction.

An important question to study is the extension of MatRiCT. First, MatRiCT in
its current form does not support recipient anonymity. Incorporation of this feature
into both the formal foundations and MatRiCT is one of our future works. Another
property to be formally studied is the auditability feature. We also studied auditability
in a simpler setting where the relaxation factor of the underlying proof was assumed to
be 1. As mentioned in Chapter 6, in order to allow auditability from other relaxation
factors in general, we believe that a potential path to pursue is the extension of the
results of [LN17].

Another applied research direction is to build on our privacy-preserving credentials
proposal from Section 5.6.2. Our proposal can be seen as an initial step forward in
constructing efficient post-quantum anonymous credentials. But there are certainly
interesting questions to be answered such as providing unlinkability between credential
showings (i.e., two showings of the same credential cannot be linked to each other).

There are further various applications where our techniques and results may prove
useful. Some examples are group signatures, secure e-voting systems, other blockchain
protocols (than RingCT) and remote attestation protocols (such as Direct Anonymous
Attestation, namely DAA).
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