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Abstract

Anomaly detection is the process of discovering unusual data patterns that are different
from the majority of the data. It has been used for fraud detection in the credit card and
insurance industries, as well as other applications such as intrusion detection, industrial
damage detection, and medical and public health anomaly detection. Alongside predictive
modelling, link analysis and cluster analysis, anomaly detection forms one of the four
pillars in data mining research and applications.

Anomalies are data points that are intrinsically few in number and different from
other normal data. Due to these intrinsic properties, anomalies are highly susceptible
to isolation. This thesis proposes the first isolation-based anomaly detectors that detect
anomalies purely based on the concept of isolation. The proposed method is fundamen-
tally different from all existing methods that determine anomalies using distance-based or
density-based approaches. Isolation-based anomaly detectors estimate the susceptibility
to isolation for each data point without employing any computationally expensive distance
or density measures. This fundamental allows a significantly lower processing time, higher
detection accuracy and the ability to detect a wider range of anomalies, such as clustered
anomalies.

This thesis explains how isolation-based anomaly detectors work in separating anoma-
lies from the majority of data, even when there is a high volume of data. In addition, an
extensive empirical evaluation and an investigation on high dimensional data are provided.
Finally, we discuss possible extensions of this novel method, such as handling categorical

data and data streams.

xXvi



Anomaly Detection Using Isolation

Declaration

I declare that this thesis is my own work and has not been submitted in any form for
another degree or diploma at any university or other institute of tertiary education. Infor-
mation derived from the published and unpublished work of others has been acknowledged
in the text and a list of references is given.

Fei Tony Liu
June 1, 2011

xvii



Acknowledgments

The insight that anomalies colligate with short path lengths in binary trees, is in itself,
an anomaly. I discovered this while I was studying my studying my Master by Research
course under the supervision of Kai Ming Ting and Wei Fan. Completing my master
degree taught me the patience and attention to detail, which lead to the discovery of this
interesting phenomenon.

For this thesis, I am deeply indebted to my supervisors Kai Ming Ting and Zhi-Hua
Zhou for their constant encouragement, support, patience and excellent advices. During
my candidature, I experienced many difficult circumstances, including the passing of my
grandmother and a serious car accident (others at fault). I would like to thank both
my supervisors for being understanding and accommodating. I would also like to thank
my colleagues Swee Chuan Tan (James), Jonathan Wells, Guang-Tong Zhou and Zhoyu
Fu for their in-depth discussions on various research topics. I thank Patrick Leegel for
proofreading my thesis. I wholeheartedly thank my parents for their tireless efforts in
bringing me up and supporting me whenever possible. I thank my loving wife Jackie for
her undying support and unwavering belief in me to finish this thesis. Above all, I thank
God for his generous provisions in my life and the opportunity to write this thesis. May
this work glorifies His name.

The author is financially supported by Australian Postgraduate Award (APA) and
Victorian ICT research scholarship during his PhD candidature.

Fei Tony Liu

Monash University
June 2011

xviii



Chapter 1

Introduction

‘Through every rift of discovery some seeming anomaly drops out of the

darkness, and falls, as a golden link, into the great chain of order.’

Edwin Hubbel Chapin

Anomalies are data patterns that have unexpected characteristics as compared to the
majority of the data. These unusual data patterns are regarded as exceptions in large
databases and the process to discover them is referred to as anomaly detection or outlier
detection. Anomaly detection has been widely adopted in medical research as well as
in financial and industrial applications. Such as disease outbreak monitoring and cancer
research, credit card fraud detection, industrial damage detection, and computer network
traffic pattern monitoring (Aleskerov et al.l [1997; [Wong et al., 2003} Ertoz et al., [2004]).

Anomalies are usually the minority in a data set, but their peculiar data characteris-
tics often carry important information that leads to new discoveries or emerging trends.
Contrary to the known normal data patterns, anomalies reveal unknown patterns that can
arouse our curiosity to pursue the causes of the deviation; hence it enables us to develop
new knowledge to explain what is previously unknown. As a valuable knowledge discovery
tool, anomaly detection is well recognized as one of the four pillars in data mining, besides
predictive modelling, link analysis and cluster analysis. Some researchers have argued
that anomaly detection is closest to the motivation behind data mining as compared to
the other threes (Sun, 20006).

In this thesis we introduce the first anomaly detectors, which are based on the concept

of isolation. Isolation refers to the recursive partitioning of data until a data point is singled



2 CHAPTER 1. INTRODUCTION

out or isolated. Due to anomalies’ intrinsic property of being the minority and carrying
unusual data patterns, when the data are being partitioned into subgroups recursively,

anomalies are more readily isolated than normal instances. My thesis statement is that:

“Anomalies can be efficiently and effectively identified using isolation, since

anomalies are more susceptible to isolation than normal instances.”

The intuitive understanding of the susceptibility to isolation (or the degree of isolation) is
that if a data point requires only a few partitions to be isolated, then it is highly likely to
be an anomaly; however if a data point requires many partitions to be isolated, then it is
likely to be a normal instance. By measuring the degree of isolation instead of the distance
or density, isolation-based detectors have a significantly lower computation requirement
than conventional distance- or density-based methods, which results in a drastic reduction
in processing time, especially with high volume data. In the remainder of this thesis, I will
attempt to prove this thesis statement. We aim to do so by investigating and evaluating
the capabilities of isolation-based methods for the task of anomaly detection.

For the rest of the introduction, we shall first investigate the nature and definitions
of anomalies in Section In Section [1.2] we outline the motivations for this work and
the challenges to overcome. In Section[I.3] we explain the fundamental difference between
isolation-based method and existing methods, followed by the objectives and contributions

of this thesis in Section Section [I.5] details the organization of this thesis.

1.1 What are Anomalies

Finding an accurate definition to cover all aspects of anomalies remains one of the chal-
lenges in anomaly detection research. There are many ways to define anomalies in the
literature, and some other synonyms being used include: outliers, deviations, novelties,
exceptions, discordant observations, noise, damage, error, fault, aberration, surprise value,
rogue value, peculiarity and contaminant (Chandola et al., 2009; Zhang et al., 2007). This
diverse range of synonyms reflects the multifaceted nature of anomalies. While there is
no universally accepted definition of anomalies, many prevalent definitions for anomalies

have been given over the years, for examples:

o “An outlier is an observation which deviates so much from other observations as to

arouse suspicions that it was generated by a different mechanism.” (Hawkins|, |[1980))
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e “An observation (or subset of observations) which appears to be inconsistent with

the remainder of that set of data.” (Barnett and Lewis, [1994])

In this thesis, anomalies are defined as data points that are ‘few’ and ‘different’
from the other data instances. These two properties are mutually dependent. Data points
that are few in number but not different from other points, do not qualify as anomalies.
Similarly, numerous data points that are different are also not considered to be anomalies.
While these properties may be found embedded in other existing definitions, I advocate
using the two properties holistically and not relying on one of them and neglecting the
other. This gives rise to the isolation mechanism which incorporates these two properties

into a single framework to detect anomalies.

By focusing on both the ‘few’ and ‘different’ properties concurrently, a definition of
anomalies based on isolation provides a better coverage of different types of anomalies
as compared to those based on conventional density or distance measures. Generally
speaking, density-based methods emphasize the property of ‘few’. For example, [Breunig
et al. (2000) define density-based anomalies as points that lie in the lower local density with
respect to the density of its local neighbourhood. This implies that anomalies would be fewer
than normal instances when they are counted within areas of the same size. On the other
hand, distance-based methods emphasize the property of ‘different’; |[Ramaswamy et al.
(2000) define distance-based anomalies as the top n points with the maximum distance to
their own k' neighbours. When anomalies have a high local density compared to their
neighbours, the density-based definition becomes invalid. When data sets have regions of
different densities, the data in low density regions can be mistaken as anomalies, and the
distance-based definition becomes invalid. On the other hand, isolation-based methods

are able to detect anomalies in all of the above cases as they rely on both properties.

1.2 Motivation and Challenges

Anomaly detection is motivated by the inevitable exceptions in a data set. These ex-
ceptions can be caused by many different factors, many of which are errors in the data
collection mechanism or the occurrence of uncommon events in the subject of interest.

In the 80’s and 90’s, the motivation of anomaly detection (Hawkins, 1980; Barnett and
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Lewis| |1994) centred around removing contaminants to enhance the performance of cer-
tain statistics. Stepping into the new millennium, the motivation of anomaly detection
has shifted to novelty discovery as we began to realize the true value of anomalies in data.
For example, anomalies in mobile phone usages could signify the fraud technique known
as ‘cloning’ (Fawcett and Provost} [1997). The estimated cost of cloning is in the order of
hundreds of millions dollars per year. Other similar discoveries could also be found in fi-
nancial industries, e.g., credit card and insurance fraud detection. Apart from discovering
errors or novelties, another motivation for anomaly detection is the discovery of invaluable
new entities, such as new stars (Dutta et al., 2007)), or new species of plants and animals

(Chen et al., [2009).

This research is motivated by the increasing needs for anomaly detection in the ever-
growing, mega-sized databases in modern computing. In the 21%¢ century, due to the
abundant supply of data and relatively fewer anomalies, the saying of “mining needle in
a haystack, so much hay and so little time” becomes a catchphrase for anomaly detection
(Banerjee et al., 2008). In this statement, we catch a glimpse of the real need to provide
anomaly detection for high volumes of data with a fast response time. These challenges

are summarized as follows:

e Fast detection. The time taken in detecting anomalies is often critical in many
real world applications, for example, network intrusion detection or credit card fraud
detection. The extent of the damages or financial losses depend on the speed of
detection and any remedial actions that may be taken, thus a fast detection is crucial

to minimize losses.

e High volume data. This challenge is specific to the efficient use of computer
memory. Many algorithms are required to hold the entire or a large proportion of
data in the memory. Some even require a working space larger than the data size.
When the size of the data becomes very large, anomaly detectors fail due to an

unattainable memory requirement.

e High detection accuracy. An anomaly detector is useless if it produces too many
false positives and the users are required to go through the data manually. Therefore,

a high detection accuracy is essential to a good performing anomaly detector.



1.2. MOTIVATION AND CHALLENGES 5

e Masking and Swarming effects (Hawkins, 1980). These are two well-known
challenges for existing anomaly detectors. Masking occurs when some anomalies are
not detected due to the presence of other anomalies. Swarming occurs when some
normal instances are mistaken to be anomalies due the presence of other anomalies.

It is thus desirable if a new detector is able to avoid these effects.

e In high dimensional data, the instances are sparse points in the input space (Beyer
et al.,1999). It is therefore difficult to distinguish anomalies from the normal points

in high dimensional space where any two points have similar inter-distance.

These challenges in anomaly detection have motivated many researchers to look for
better approaches to cater for the growing demands of anomaly detection. As the tradi-
tional statistical approaches usually carry a O(n?) time complexity and place assumptions
on data distribution, researchers are driven to look for alternatives in the areas of Machine

Learning and Data Mining.

In the field of Machine Learning and Data Mining, it is commonly believed that “One
of the rules of thumb for good anomaly detection methods is that they are able to repre-
sent the data well” (Williams et all 2002)). A number of researchers extend existing data
mining algorithms to anomaly detection from their original usage in predictive modelling.
For examples, k-NN (Knorr and Ng;, [1998; Wettschereck, [1994; Ramaswamy et al., 2000),
neural network (Williams et al., 2002 |Bishop), (1994) and SVM (Tax and Duin, 2004) have
all been used for anomaly detection. The advantage of such an adaptation is that the
researchers and experts are able to extend their existing knowledge and understanding to
anomaly detection tasks. However, these extensions are not without their problems. For
example, the k-NN algorithm suffers from the masking effect since only the nearest neigh-
bours of a point are considered. Because these methods were not specifically designed for
anomaly detection, their definitions or assumptions often do not suit the task of anomaly
detection. In addition, most of them are computationally expensive. This situation has
motivated us to develop an isolation-based method, which has been primarily designed for

the task of anomaly detection, bearing in mind the challenges mentioned above.
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1.3 Isolation-Based Methods are Fundamentally Different

The use of isolation is a paradigm shift from the conventional distance and density mea-
sures. It is essentially a different way of thinking that enables isolation-based detectors
to tackle the existing challenges more efficiently and effectively, since they are no longer
subject to the limitations faced by distance- and density-based methods. The conventional
methods profile the normal instances first and then use the profile to detect anomalies,
those points falling outside the profile are deemed to be anomalies. This is an indirect
approach, since the primary target in anomaly detection are the anomalies, not the nor-
mal instances. Existing anomaly detectors are effectively asking two indirect questions to
obtain the answer: 1. How to model normal instances? 2. Does this particular instance
fit the model? If not, it must be an anomaly. This is a logical elimination approach, how-
ever, the normal instances form the majority of data and therefore the workload for the
modelling depends heavily on the data size. When the data size grows, the workload in
profiling the normal instances increases dramatically. This means the anomaly detectors
are unable to scale up for very large databases without significantly compromising the
processing time. It is also questionable whether directing most of the resources to profile

the normal instances is a productive course of action.

The isolation-based method is fundamentally different. Isolation-based detectors set
their goal as detecting the anomalies directly through the recursive partitioning to isolate
every data point. When a particular data point is isolated with a few partitions, it is likely
to be an anomaly; if the data point is not isolated within a certain rounds of partitioning, it
is likely to be a normal instance and the recursive partitioning is terminated. In this case,
the anomaly detectors are effectively asking one direct question: Is this particular instance
likely to be an anomaly? In asking this direct question, an instance can be determined
to be an anomaly or normal instance within a few rounds of partitioning and no further
resources need be wasted on that instance. Thus isolation-based detectors are able to
focus all their computational resources on the task of detecting the anomalies, which in
turn keeps the processing time low. Since it is unnecessary to store the profile information

of the normal instances, the memory requirement is small.
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The above-mentioned fundamental difference is the factor that enables isolation-based
methods to overcome the limitations of the conventional methods. We will further discuss

the differences between the isolation-based methods and the other methods in Chapter

1.4 Contributions

In this thesis, we aim to investigate whether anomaly detection is achievable with an
isolation framework, which encapsulates the two interdependent anomaly properties of
‘few’ and ‘different’. The property ‘few’ is usually measured by the quantity of the data
points and the property ‘different’ is usually measured by the distances between the data
points. The difficulty lies in combining these two properties, which lead us to form the

following five research objectives to guide our research:

1. To establish an Isolation framework which is able to measure or estimate the degree
of isolation of each data point. We also investigate the strengths and weaknesses of

this Isolation framework.

2. To provide both empirical and analytical evidences that the isolation-based meth-
ods are more capable of performing anomaly detection than the existing methods.
To examine their performance in terms of processing time, high volume data and

detection accuracy.

3. To examine how well the isolation-based methods deal with different types of anoma-
lies. We also examine the masking and swarming effects caused by the various types
of anomalies. Most anomaly detectors only perform well with scattered anomalies

and very poorly with clustered anomalies.

4. Since our proposed isolation framework utilizes binary trees to construct its models
and the binary tree is well understood and researched in the literature, it is impor-
tant to provide a theoretical explanation on the role of binary tree in the isolation

framework.

5. To investigate ways to detect anomalies in the high dimensional spaces.

As a result of these five objectives, the contributions of this thesis are as follows:
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e This thesis proposes the first isolation-based anomaly methods, which are funda-

mentally different from conventional methods.

e [t is shown that isolation-based methods are able to detect anomalies efficiently with

a low linear-time complexity and a small memory requirement.

e The characteristics of the isolation-based anomaly methods are illustrated and ex-

plained.
e A detailed empirical evaluation on the proposed methods is provided.
e A solution for detecting local clustered anomalies is proposed.

e The behaviours of isolation-based methods on the high-dimensional data are studied.

1.5 Organization

The rest of this thesis is organized as follows:

In Chapter [2, we review related developments in the field of anomaly detection. We
first discuss the three common approaches in unsupervised learning, namely the distance-
based approach, density-based approach and model-based approach. Then we explain the
development in handling the high-dimensional data.

Chapter [3] introduces the basic concept of the isolation-based approach. We first il-
lustrate the basic characteristic of isolation. Then we demonstrate situations in which
the proposed approach has advantages over the existing density- and distance-based ap-
proaches. Next, we show that using a small sub-sampling size to build an isolation model
yields a higher detection performance in some situations.

Chapter [4] details the algorithmic framework of the proposed methods. We also include
a formulation of the deterministic split-point selection criterion and random hyper-plane.
We propose two isolation-based methods, iForest and SCiForest, which have distinct char-
acteristics in detecting anomalies.

Chapter [5] highlights the different characteristics of the two proposed methods, includ-
ing their performance with clustered anomalies, breakdown analyses and their performance
in detecting the anomalies among arbitrary patterns. We will also examine the sensitivity

of their different parameters in terms of the detection performance.
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Chapter [] provides an empirical evaluation of the proposed methods. Using twelve
natural data sets to evaluate the anomaly detectors, our evaluation examines the detection
performance and the efficiency of the proposed methods compared to the other state-of-
the-art anomaly detectors.

Chapter [7] examines the behaviours of the proposed methods in dealing with high di-
mensional data. Chapter [§] provides insight into possible future work, including anomaly
detection in data streams, handling categorical data and better handling of the high di-

mensional data. Chapter [J] concludes this thesis.
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INTRODUCTION



Chapter 2

Literature review

‘All generalizations are false, including this one.’

Mark Twain

In general, there are three types of anomalies: point anomalies (Chandola et al.,
2009), contextual (or conditional) anomalies (Song et al., [2007)) and collective anomalies

(D’haeseleer et al.l [1996; Sun et al., [2007)).

Point anomalies refer to data instances being anomalous with respect to the rest of
the data, which are the most commonly studied type of anomaly. For example, given a
place in tropical climate, e.g. the Fiji Islands, a temperature of below 0°C would be an
anomaly at any time of year.

Contextual anomalies are data instances which have exceptional behaviours in a given
context and the same data instances can be perfectly normal in other contexts. For
example, a temperature of 45°C in summer in some parts of Australia is considered normal,

however, if this were to happen in winter; it would be considered abnormal.

Collective anomalies are abnormal due to an unusual collection of data sequences.
Individual data instances in a data sequence may not be abnormal if they appeared in
other combinations of sequences. The combination of the data instances is the determining
factor of these anomalies. Collective anomalies apply to time-series data. Illustrative
examples of collective anomalies can be found in (Goldberger et all 2000)) in the context
of the human electrocardiogram outputs. Unusual patterns in these outputs are collective

anomalies as compared to the regular patterns. This thesis focuses on the point anomalies.

11
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For the rest of this chapter, in Section we first briefly describe the three major
categories of anomaly detection, which are the supervised learning, unsupervised learning
and semi-supervised learning. Then, in Section we concentrate on the unsupervised
learning and present three common approaches in detecting anomalies. Finally, in Sections
and we provide the research development in handling high dimensional data and

discuss the distinctiveness of our isolation-based approach.

2.1 The Three Categories of Anomaly Detection

Anomaly detection can be divided into three major categories: supervised learning, semi-
supervised learning, and unsupervised learning depending on the availability of the labelled
data. This thesis focuses on unsupervised learning as it does not assume the availability

of labelled data.

In the supervised learning, the ground truth of both the normal points and anomalies
are used to train a model; then the model is applied to differentiate the anomalies from
the normal points. The typical approach is to apply a classification model to learn the dif-
ference between the normal points and anomalies. The major drawback of the supervised
learning is that it is often very expensive to obtain accurately labelled data (Zhang et al.,
2007)). Since the anomalies are the minority, the learned models may be poor at detecting
unseen anomalies. To resolve this issue, many researchers have proposed injecting artificial
anomalies in the training set to improve the predictive performance of the models (Fan
et all 2001; [Steinwart et al., 2005). The artificial anomalies are usually randomly gen-
erated so that the detection models generalize well against any unseen anomalies. Other
issues in the supervised anomaly detection are the same as those in learning imbalanced
classes in classification models and they are being addressed by (Joshi et al., 2001, 2002;
Vilalta and Mal, [2002; Phua et al., 2004; |Chawla et al.,|2004]). The issues in learning imbal-
anced classes include: i) the anomalies are under-represented, ii) misclassifying anomalies
can be more costly than normal instances and iii) the distribution of the test data can be
very different from the training data.

In the semi-supervised learning, the anomaly detectors are given only the labels for
one of the two classes (anomalies/normal points). Most semi-supervised learners learn

from the labels of the normal points; due to the high cost of labelling the anomalies. The
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detectors that assume the availability of the anomaly class (Dasgupta and Majumdar,
2002; Dasgupta and Nino, [2000) are not as popular. The semi-supervised learners also
suffer a similar drawback as the supervised learners in that a representative set of the
normal instances is difficult to obtain in real-life applications (Zhang et al., [2007)).

Unsupervised anomaly detection does not assume the availability of any class labels.
Under such an assumption, the learning algorithm is required to detect the anomalies
using information provided within the data, e.g., the distance-based methods identify
the anomalies using the distances between a point and its nearest neighbours. Typically
unsupervised learning can be further divided into three approaches, a) Distance-Based, b)
Density-Based and ¢) Model-Based (Tan et al., 2005). There are overlaps between these
approaches and some existing methods fit well into multiple approaches.

In terms of the output of the anomaly detection, we are only interested in anomaly
detectors that output a score reflecting the degree of the anomaly rather than a label
describing whether a point is anomalous or not. A score can be converted into a label by
a given threshold value.

During the course of the following discussion, we will be using the terms “scattered”,
“clustered”, “global” and “local” to describe different types of anomalies and their defini-

tions are as follows:

e Scattered anomalies are the anomalies scattered outside the range of the normal

points.

e Clustered anomalies are the anomalies which form clusters outside of the range

of the normal points.

¢ Global anomalies are anomalous data points with respect to the other points in
the entire data set. However, they may not be anomalous with respect to their local

neighbourhoods (Sun, 2006)).

e Local anomalies are data points that are significantly different from their local
neighbourhoods. However, they may not be considered anomalies with respect to

the majority data points in the data set (Sunl 2006).

Clustered anomalies are the most challenging among these anomalies. Detecting clustered

anomalies is largely related to a problem known as the ‘masking effect’ (Murphy, 1951;
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Barnett and Lewis| 1994; Pearson, [2005)). Examples of clustered anomalies can be found
in industrial manufacturing process (Chapter 3 in Pearson (2005)) and in spatial and
temporal domains (Janeja and Atluri, 2008). Apart from these general descriptions of
the different approaches to detecting anomalies in unsupervised settings, we will also
discuss why clustered anomalies are challenging for the different approaches in the following

section.

2.2 Unsupervised Anomaly Detectors

2.2.1 Distance-based approach

Distance-based methods identify anomalies as data points that are distant

from their neighbours.

Distance-based methods are also known as proximity-based techniques (Hodge and Austin,
2004). Examples of distance-based methods are DB(p, D) (Knorr and Ng, 1998; Knorr
et al., [2000), DF (Ramaswamy et al., [2000), ORCA (Bay and Schwabacher, 2003), SNIF
(Tao et al. 2006) and DOLPHIN (Angiulli and Fassetti, 2009).

Knorr et al.| (2000) and Knorr and Ng| (1998) define “a point x in a data set X is
a DB(g, D) outlier if at least a fraction g of the points in X lies at a greater distance
than D from x”. Their aim was to speed up the distance calculations and proposed
three algorithms, i.e., index-based, nested-loop and cell-based algorithms. The index-
based algorithm utilizes a standard multi-dimensional indexing structure to search for the
nearest neighbours within a certain range. Once all the anomalies are detected, the search
is terminated. Without using an index, the nested-loop algorithm uses a blocked oriented
nested loop to compute a count of neighbours for each point. The counting for one point
stops when the number of neighbours exceeds a threshold. The cell-based algorithm makes
use of the properties of cells to eliminate non-anomalies in order to speed up the search
operation. The first two algorithms have an O(n2d) time-complexity, the last one has an
O(c? +n) time-complexity, where c is a constant. DB(p, D) is sensitive to the parameters
D and p, and does not provide a ranking of the anomalies. Distance-based methods can be
inefficient, e.g., the nested-loop algorithm. In a nested-loop algorithm, for each instance
x in a data set X, one scan of the entire data set is necessary to verify whether x is a

normal instance or an anomaly. For a normal instance, the scan can be terminated when &
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neighbours are found within D distance from x. However, for an anomaly, complete data
scans of the entire data set are necessary. Multiple complete data scans are not required
in the isolation-based methods proposed in this thesis, which makes them more efficient
in terms of the processing time. Some distance-based methods have linear runtime O(n),
we will compare isolation-based methods with the state-of-the-art distance-based method

in Chapter [6] including the scalability of processing time.

Ramaswamy et al.| (2000) modify the definition by [Knorr et al.| (2000) based on the
distance of k" nearest neighbour. This provides a ranking for a predefined number of
anomalies and simplifies the user-defined parameter to a single k. |Ramaswamy et al.| (2000)
also optimize the index-based and nested-loop algorithms and introduce a partition-based

algorithm which prunes off unnecessary distance calculations.

ORCA (Bay and Schwabacher, |2003|) speeds up the nested-loop algorithm and has a
near linear time complexity, provided that the sequence of instances is sufficiently ran-
domized. ORCA randomizes the sequence of instances and partitions them into blocks.
ORCA keeps track of a set of data points as potential anomalies along with their anomaly
scores. The minimum anomaly score of the set is used as a cut-off. The cut-off is updated
if a point with a higher score is found. If a point has a lower score than the cut-off, the
point is pruned. This pruning process speeds up the distance calculations only if the order
of the data is uncorrelated. ORCA’s worse case time-complexity is still O(n?) and the I/O

cost is quadratic (Tao et al., [2006).

SNIF (Tao et al., 2006) reduces the I/O cost with a trade-off for a higher memory
requirement. Using a prioritized flushing technique, SNIF is able to reduce the number
of data scans to two or three times. When reading data instances into the memory,
the prioritized flushing prioritizes the data points according to a priority scheme. At
the critical moment (when the memory is full), half of the data instances are removed
according to their priorities. This process continues until all the anomalies and normal

points are marked.

DOLPHIN (Angiulli and Fassetti, 2009)) gains efficiency by combining three strategies:
1) a policy to select data objects in the main memory, 2) a pruning rule and 3) a simi-
larity search. DOLPHIN has a time-complexity of O( %nd), where p is the probability of

randomly picking a point from a data set that is a neighbour of the point in the index.
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With exactly two data scans, DOLPHIN utilizes a % amount of memory. However, DOL-
PHIN degenerates to O(n?d) when % is as large as n. Empirically, DOLPHIN compares
favourably to ORCA and SNIF in terms of the execution time and I/O cost (Angiulli and
Fassetti, 2009).

Strengths and weaknesses. Distance-based methods are simple and straight-forward,
and many different schemes can be employed to speed-up the processing time. However,
applying distance-based methods to large data sets can be very expensive and speed-ups
are limited to low dimensional data since every data point appears sparse in high dimen-
sional space (Beyer et al.,[1999)). On the other hand, since distance is measured uniformly
across the entire data set, a distance-based approach is not able to handle data sets with re-
gions of different densities. For example, normal instances in low density regions would be
mistaken as anomalies because their inter-distances are long compared to normal instances
in high density regions. Similarly, clustered anomalies would be mistaken as normal points
as clustered anomalies have short inter-distances among themselves.

The development of distance-based methods has mainly been in a number of improve-
ments to speed up the distance calculations with little or no change to their anomaly
definitions. As a result, distance-based methods would still have trouble handling data
with regions of different densities. Distance-based methods which rely on the full dimen-
sional pair-wise distance calculations are subject to the curse of dimensionality for high

dimensional data.

2.2.2 Density-based approach

Density-based methods operate on the principle that the instances in low

density regions are considered anomalies.

The density is usually defined in terms of distance and therefore the density-based
approach is closely related to the distance-based approach, especially in knn-based meth-
ods. For example, the density is defined by the number of points within a given radius.
The known limitations of this density definition are that i) it cannot correctly identify
anomalies in data with regions of different densities and ii) it is sensitive to the setting
of parameters (Tan et al., 2005)). To rectify the first limitation, the notion of the relative

density was introduced (Breunig et al., [2000), which defines normal instances as having a
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density similar to those of their neighbours; and anomalies as having a lower density as

compared to their neighbours.

Some well-known density-based methods are: Local Outlier Factor (LOF) (Breunig
et al., 2000), Connectivity-based Outlier Factor (COF) (Tang et al., [2002), LOcal Corre-
lation Integral (LOCI) (Papadimitriou et al., 2003|) and Resolution-based Outlier Factor
(ROF) (Fan et al., [2006]).

In LOF (Breunig et al., 2000), a LOF value is computed for each instance, which is the
inverse of the relative density. The LOF value indicates the sparseness of a point in relation
to its local neighbourhood. The points having the largest LOF values are considered to

be anomalies. LOF is defined as:

Ird(x
beENk(Xa) lrdgxz))

[Nk(xa)l

LOFk (Xa) =

where Ni(x) is the set of the k nearest neighbours of x and [rd(x) is the local reachability
density of x. lrd(x) is the inverse of the average reachability distance of the instance z
from its neighbours. As the detection performance of LOF is sensitive to the choice of
k used in the underlying knn algorithm, the standard LOF algorithm searches through
a range of k values and uses the maximum LOF value as the anomaly score for a given

point. This search process is very expensive.

COF (Tang et al., 2002|) enhances LOF by taking into account the connectivity of the
neighbours of a point, in addition to the density of its neighbours. A point is connected
to another point (connectivity) if their inter-distance is less than a certain threshold,
otherwise, they are not connected (disconnectivity). The anomaly score is calculated
using the ratio of the average distance from a point to its k-distance neighbours and the
average distance of its k-distance neighbours to their own k-distance neighbours. The
k-distance neighbours of a point are other points that fall within a radius of k. [Tang et al.
(2002) separate the treatment of the low-density points and isolated points. COF defines
isolativity as the degree of disconnectivity to other neighbouring points. This isolativity
is different from the isolation framework proposed in this thesis. Isolativity is defined by

density and the isolation framework is defined by the path length of binary trees.

Papadimitriou et al. (2003)) propose LOCI, which is based on the Multi-Granularity

Deviation Factor (MDEF). MDEF measures the relative deviation of density of a point’s
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neighbourhood in order to cope with clustered anomalies. For each instance x, LOCI first
identifies a region defined by (user supplied) radius r from x and counts the number of
its nearest neighbours n, within the region. Then, for each neighbour of x and including
X, LOCI counts the number of instances within a smaller region of radius ar, centred at
each neighbour, where o < 1. These counts are averaged to produce n. MDEF is defined
as the relative difference between 7 and n, i.e., (7 — n)/n. A normal instance will have a
MDEF close to 0, because it has similar density to its surrounding. An anomaly will have

a MDEF much greater than 0, since it has a different density than its surroundings.

A grid-based variant aLLOCI has a time complexity of O(nLdg) for building a quad tree,
and O(nL(dg+2%)) for the scoring and flagging, where L is the total number of levels and
10 < g < 30. LOCI is able to detect clustered anomalies, however, detecting the anomalies
is not straight-forward and requires a manual interpretation of the LOCI curve for each
point. LOCI is more computationally intensive compared to the isolation-based detectors

as it requires distance calculations for defining regions.

ROF (Fan et al., 2006) defines an anomaly as a point which is inconsistent with the
majority of the data at different resolutions. ROF is defined as the accumulated ratio of
the sizes of clusters containing a point in two consecutive resolutions. The anomalies are

the data points with the lowest ROF values.

K-d Tree (Chaudhary et al., 2002)) is a tree-based density model, which partitions the
instance space into rectangular regions. Each region has a nearly uniform sparseness and
the degree of anomaly of a region is measured by its relative sparseness to its neighbouring
regions. Since sparseness is the inverse of density, this method requires density calculations
for each region. In contrast, our proposed isolation-based method uses the path length

instead of the density to detect anomalies.

Strengths and weaknesses. As in the distance-based approach, the density-based
approach is free from any assumptions regarding the data distribution. However, the
density-based approach is able to identify any local outliers in data with varying densities.
The density-based approach is sensitive to the choice of parameters and has a high time
complexity of O(n?) before any optimization. Similar to the distance-based approach, the
density-based approach depends on a full dimensional distance computation and hence is

subject to the curse of dimensionality. We also notice that for knn based methods to deal
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with clustered anomalies, £ would have to be larger than the size of a group of anoma-
lies for successful detection. Increasing k increases the processing time, and the size of a
group of clustered anomalies can be quite large in some real life applications. It makes
knn based density methods unworkable for those real life applications. The development of
density-based methods is marked by an increasing number of derivatives from the original
notion of density. Density-based methods introduce more and more sophisticated defini-
tions to handle data of varying densities and anomalies of different types. Since density
estimation is usually costly, efficiency is never the strength of density-based methods. The

development of density-based methods stagnates due to these efficiency issues.

2.2.3 Model-based approach

Model-based methods construct a model from the data, then identify anomalies

as data points that do not fit the model well.

Examples of model-based approach are: classification-based methods (Abe et al., 2006),
Replicator Neural Network (RNN) (Williams et al., 2002), one-class SVM (Tax and Duin,
2004)), clustering-based methods (He et al., 2003), link-based methods (Ghoting et al.,
2004), Convex peeling (Rousseeuw and Leroy, 1987)), the minimum volume ellipsoid (MVE)
and the minimum covariance determinant (MCD) (Rousseeuw, [1984]).

In classification-based methods (Abe et al., 2006)), when an anomaly class is not known,
the general approach is to first convert an unsupervised anomaly detection problem into a
supervised classification problem by injecting instances of a “background” class, in com-
plement to the normal class. These instances are randomly generated so that a decision
boundary between the normal class and background class can be learned. By utilizing
their generalization ability, classifiers are able to detect anomalies as instances of the
background class. Random Forests (Shi and Horvathl 2006)) is also a classification-based
method and utilizes a proximity matrix in addition to a classifier to detect anomalies.
When two data points end up in the same leaf of a tree, the corresponding cell of these
two points in the proximity matrix is incremented by one. Random Forests has an O(n?)
space complexity because the proximity matrix is of size n x n, which limits its applications
to small data sets only.

In RNN (Williams et al., 2002), a multi-layer perceptron neural network with three

hidden layers is employed to replicate the input variables. The anomaly detection ability
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comes from the fact that anomalies are poorly reconstructed using these replicator neural
networks. So, data points that are poorly reconstructed are deemed anomalies. However,
the conditions under which the data points would be poorly reconstructed could not be

fully modelled.

One-class SVM (Tax and Duin), 2004 aims to find the smallest region that contains
most of the normal data points; and points outside of this region are then deemed anoma-
lies. The detection of one-class SVM is sensitive to the choice of kernels and parameters.
It is impossible to find out beforehand which kernel and parameter setting are best suited
for a given data set. Therefore, a number of time consuming trials of different kernels and

parameter settings are necessary to find a good setting for a given data set.

In clustering-based methods (He et al., 2003)), the data are first clustered by a cluster-
ing algorithm; then, any small clusters or points that are distant from the large cluster
centroids are deemed anomalies. The performance of clustering-based methods varies de-
pending on their underlying clustering algorithms. Since many clustering algorithms are
based on distance and density measures, they are also subject the limitations of these

measures.

LOADED (Ghoting et all) 2004) employs the idea from link analysis that similar
data have more “supports” and anomalies are those that have less. An anomaly score
in LOADED is calculated using the number of common attribute-value pairs shared by
two data instances. For numeric attributes, a correlation matrix is used to estimate the
level of agreement in addition to the score calculated for categorical attributes. It is one
of the few methods that can handle mixed type data. However, the calculation of the
supports and correlation matrix is very expensive for large data sets. The computational

complexity of LOADED is O(n x d?), where d is the number of continuous attributes.

Convex peeling (Rousseeuw and Leroy), [1987) is a depth-based method using ideas from
computational geometry. Using the definition of the half-space depth (Tukeyl 1977), each
data point is assigned a depth and the anomalies are points that have lower depth values.
Convex peeling is only suitable for up to 2-dimensional data. In general, depth-based
methods measure how deep a point is with reference to a single data cloud (Liu et al.,
1999)). In contrast, the isolation-based approach measures how isolated a point is without
any assumption about the data distribution and hence is able to handle data with multiple

data clouds.
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OutRank (Moonesignhe and Tan| [2006) is a stochastic graph-based algorithm, which
detects both scattered and clustered anomalies (or small clusters of outliers) using the
concept of random walk. In OutRank, first, a weighted graph is built by instance similarity
or the number of shared neighbours between instances. Then, a Markov chain model is
built upon this graph for assigning an anomaly score to each instance. Although OutRank
is able to detect clustered anomalies, the computation of the weighted graph requires
a significant amount of computing resources creating a bottleneck for use in real life

applications. The computational complexity of OutRank is O(n?).

Statistical methods seek a subset of the entire data set for which some criteria are
minimized. For examples, the minimum volume ellipsoid (MVE) (Rousseeuw, 1984)) per-
forms by finding the minimum volume ellipsoid that covers all A points sampled from the
entire data population. The final ellipsoid is established after several trials. The mini-
mum covariance determinant (MCD) (Rousseeuw, |1984)) functions by finding the h points
whose covariance matrix has the lowest determinant. In these two methods, once a model
of the normal points is established, any point that deviates from this model is deemed an
anomaly. Statistical methods usually carry strong assumptions on the data distribution

and are generally only useful for univariate or low dimensional data sets.

Strengths and weaknesses. Most of the model-based methods are ported from
existing data mining techniques or based on standard statistical techniques. They are
well studied, well understood and are well suited for data with known properties. Their
detection performances are very much dependent on how well the data fit into their model
assumptions. Often, the detection performances are good, only when their anomaly def-
initions suit a particular data set. Except for the statistical methods, the development
of model-based methods is often ad hoc. In detecting clustered anomalies, most model-
based methods are designed to detect only scattered anomalies, except for clustering based

algorithms and OutRank.

2.3 High Dimensional Data

In high dimensional space, distance measures become meaningless (Beyer et al., [1999) and

every data point appears as a sparse point, thus it becomes impossible to identify the
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anomalies. This phenomenon is referred to as the curse of dimensionality. To keep us-
ing distance-based methods, many dimension reduction schemes have been proposed. For
examples, |Aggarwal and Yu (2001) proposed using evolutionary algorithms to find a low
dimensional projection of a given high dimensional data set with low sparsity coefficients.
In these low dimensional projections, the anomalies can be exposed. The reduced dimen-
sionality allows distance- or density-based methods to detect anomalies without the effects
of a high-dimensionality. |[Angiulli and Pizzuti (2005 proposed HilOut, which identifies
the anomalies as the most ‘weighted’ points in a Hilbert space. Weight for each point
is defined as the sum of distances from its nearest neighbours. Filzmoser et al.| (2008)
proposed an algorithm using principal components to identify anomalies in a transformed
data space. In Chapter [7, we will look at ways in which isolation-based methods are able

to incorporate low-cost dimension reduction schemes to handle high dimensional data.

2.4 Distinctiveness of Isolation-Based Approach

To highlight the distinctiveness of the isolation-based approach, we describe its differences
from other approaches in the following paragraphs.

The isolation-based approach is different from distance-based methods in that (i)
isolation-based methods measure the susceptibility of a point to being isolated, rather
than the difference between two data points, (ii) the isolation is measured at different
neighbourhood levels, and (iii) isolation-based methods are not required to perform mul-

tiple complete data scans on a given data set.

The main difference between density-based and isolation-based approaches is the way
they measure the degree of anomaly. While the density is usually measured locally with
respect to the nearest neighbours of a data point, isolation is naturally measured across
different granularities beyond the immediate local neighbourhood of a data point. This
difference translates into the ability of isolation-based methods to detect a wider range of
anomalies as described in Chapter [6]

Besides the way they measure the degree of anomaly, an isolation-based method is
also free from the full dimension distance calculations as required in density- and distance-
based approaches. This makes an isolation-based method a more efficient choice compared

to distance- and density-based approaches as shown in Chapter [6] Also, isolation-based
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methods are affected differently under an increase of dimensionality. Details can be found
in Chapter

The isolation-based methods can be considered model-based methods, however, isolation-
based methods do not explicitly construct a model to profile normal instances and isolation-
based methods are specifically designed for anomaly detection. Unlike many model-based
methods, e.g., MVE, MCD and most depth-based methods, isolation-based methods do
not have an assumption of the data distribution or unimodality. This gives isolation-based
methods the flexibility to handle a wider range of data distributions. The goal of a model-
based method is to construct a model of the normal instances; whereas the goal of an
isolation-based method is to measure the degree of isolation of each data point.

Apart from these, the characteristics of the isolation trees enable isolation-based meth-
ods to exploit sub-sampling to an extent that is not feasible in existing methods (more
details are provided in Section . Because of that, isolation-based methods have low lin-
ear time complexities with very small memory requirements; and with a fixed sub-sampling
size, they have constant training time and space complexities. To our best knowledge, the
best performing method achieves only approximate linear time and space complexities
(Angiulli and Fassetti, 2009)). Also, isolation-based methods are able to handle extremely

large data sets (more details are provided in Section [6.3)).



24

CHAPTER 2. LITERATURE REVIEW



Chapter 3

Basic Concepts of Isolation

‘One person’s noise is another person’s signal.’

Anonymous

In this thesis, the term isolation means ‘the act of separating an instance from the
rest of the instances’. In general, an isolation-based method measures an individual in-
stance’s susceptibility to being isolated; and the anomalies are those that have the highest
susceptibility. To realize this idea of isolation, we turn to a data structure that naturally
isolates data. In randomly generated binary trees where the instances are recursively par-
titioned, these trees produce noticeably shorter paths for anomalies since (a) in the regions
of anomalies, the fewer instances result in a smaller number of partitions — a shorter path
length in the tree, and (b) instances with distinguishable attribute-values are more likely
to be separated early in the partitioning process. Hence, when a forest of random trees
collectively produces shorter path lengths for a set of points, they are likely to be anoma-
lies. Throughout this chapter, we exemplify isolation-based methods using random trees
called Isolation Forests or iForest. This is used in all illustrations and performance results

reported in this chapter. The details of iForest’s implementation can be found in Section
in Chapter

Consider a random sample of n observations from some d-variate distribution, X =
{x1,...xn},x; = [:L“jl, ey CL‘;I] X are random vectors in R?. The anomaly detection problem
is in finding anomalies x, € X, that fulfil certain criterion of being anomalies. In the case

of isolation-based methods, the criterion is being “few” and “different” as mentioned in

25
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Figure 3.1: Anomalies are more susceptible to isolation and hence have short path lengths.
Given a Gaussian distribution (135 points), (a) a normal point x; requires twelve random
partitions to be isolated; (b) an anomaly x, requires only four partitions to be isolated.

(c) averaged path lengths of x; and x, converge when the number of trees increases.

Chapter Using iForest, these criteria imply that the anomalies are data points with

short path lengths.

To demonstrate how anomalies are more susceptible to isolation, we illustrate an ex-

ample in Figures [3.1(a) and (b) to visualise the random partitioning of a normal point

X; versus an anomaly x,. We observe that a normal point, x;, generally requires more

partitions to be isolated. The opposite is true for an anomaly, x,, which generally requires
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less partitions to be isolated. In this example, the partitions are generated by randomly
selecting an attribute r and then randomly selecting a split value p between the maximum
and minimum values of the selected attribute r. Since recursive partitioning can be repre-
sented by a tree structure, the number of partitions required to isolate a point is equivalent
to the path length from the root node to the terminating node. In this example, the path

length of x; is greater than the path length of x,.

Since each partition is randomly generated, the individual trees are generated with
different sets of partitions. We average the path lengths over a number of trees to find
the expected path length. Figure c) shows that the average path lengths of x, and x;
converge when the number of trees increases. Using 1000 trees, the average path lengths
of x, and x; converge to 4.02 and 12.82 respectively. They show that anomalies have path

lengths shorter than those of normal instances.

Figure 3.2: An isolation-based method is able to detect not only outlying scattered points,
it can also detect anomalies surrounded by normal points as shown above. Thirteen
anomalies are separated from the surrounding normal points by path length (< 7). The
area with path length less than 7 is indicated by green background colour.

In addition to detecting scattered anomalies as shown above, isolation-based methods
are also capable of detecting anomalies surrounded by normal points. Figure [3.2]illustrates
such a scenario in which the normal points form a ring shape of which the anomalies are

at the ‘centre’. Using an isolation-based method, a path length contour with two contour
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lines of 7 are provided in the figure. The anomalies have path length below 7 and the

normal points above 7.

Definition 1. Isolation Tree (iTree). Let T be a node of an isolation tree. T is either
an external-node with no child, or an internal-node with one test and two daughter nodes
(T1, T,). A test consists of an attribute r and a split value p such that the test (r < p)

divides the data points into 1) and T;..

Given a sample X’ of 1 instances from X, to build an isolation tree (iTree), we recur-
sively divide X’ by randomly selecting an attribute r and a split value p at each internal
node, until either (i) the node has only one instance or (ii) all data at the node have the
same value. An Isolation Tree or iTree is a proper binary tree, where each node in the
tree has zero or two daughter nodes. Assuming all instances are distinct, each instance is
isolated on an external node when the iTree is fully grown, in which case the number of
external nodes is ¢ and the number of internal nodes is 1) — 1; the total number of nodes
of an iTree is 2¢) — 1; and thus the memory requirement is bounded and grows linearly
with .

The task of anomaly detection is to provide a ranking that reflects the degree of
anomaly. The way to detect anomalies using iTrees is to sort the data points according
to their average path lengths in ascending order; the anomalies are then points that are

ranked at the top of the list. We define the path length as follows:

Definition 2. : Path Length h(x) of a point x is the number of edges for x to traverse

through an iTree from the root node until the traversal is terminated at an external node.

We employ the path length as a measure of the degree of susceptibility to isolation:

e a short path length indicates a high susceptibility to isolation,

e a long path length indicates a low susceptibility to isolation.

In order to further understand this susceptibility, we provide an analysis in Appendix

which explains how a property of isolation trees gives shorter path lengths to anomalies.
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3.1 Isolation, Density and Distance measures

In the following discussion, we argue that the path length as an isolation measure is
more appropriate for the task of anomaly detection than the basic density and distance

measures.

Using basic density measures, it is assumed that ‘normal points occur in dense regions,
while anomalies occur in sparse regions’. Using basic distance measures, the assumption is

that ‘a mormal point is close to its neighbours and an anomaly is far from its neighbours’

(Chandola et al.l 2009)).

There are situations which violate these assumptions, e.g., a high density and short
distance do not always imply normal instances; likewise a low density and high distance
do not always imply anomalies. When the density or distance is measured in a local
context, which is often the case, points with a high density or short inter-distance can be
anomalies in the context of the entire data set. However, there is less ambiguity in the

path length-based isolation which we demonstrate in the following three paragraphs.

For a quick recap, in density-based anomaly detection, the anomalies are defined as
data points in regions of low density. Density is commonly measured as (a) the reciprocal
of the average distance to the k-nearest neighbours and (b) the count of points within a
given radius (Tan et al., |2005). In distance-based anomaly detection, the anomalies are
defined as data points which are distant from all other points. Two common ways to define
distance-based anomaly scores are (i) the distance to the k" nearest neighbour and (ii)

the average distance to the k-nearest neighbours (Tan et al., 2005]).

On the surface, the function of an isolation measure is similar to a density measure or
distance measure, i.e., scattered anomalies are ranked higher than normal points. However,
we find that path-length-based isolation behaves differently from a density or distance
measure when the anomalies are no longer scattered. In Figure[3.3] at the bottom of the
charts, the dense and clustered anomalies on the left are shown together with a large cluster
of normal points on the right. The path length, density (knn) and k“nn distance are also
plotted. We use £ = 10 in both the density and distance calculations. In Figure (a),
the density methods show a high density for the anomalies and low density for the normal
cluster. In Figure (b), the k'"nn distance reports short distances for the anomalies

and larger distances for the points in the normal clusters. According to the anomaly
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Figure 3.3: This example shows that points with a high density and short inter-distance
(the dense points on the left) could well be anomalies. On the other hand, the low density
points and points with long inter-distance (the normal distribution) could also be normal
instances. Note that the path length is able to correctly detect the dense cluster as
anomalies, by giving it a shorter path length. Using a dense cluster of twenty (on the left)
and a thousand points (on the right), we compare the path length with the (a) density
(knn) and (b) k"nn distance, where k = 10.
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definitions of the density and distance approaches, the anomalies are more “normal” than
all the points in the normal cluster. These results are counter-intuitive. The path length,
however, is able to address this situation by giving the isolated dense points shorter path
lengths. The main reason for this is that the path length is grown in an adaptive context, in
which the context of each partitioning is different, from the first partition (the root node)
in the context of the entire data set, to the last partition (the leaf node) in the context
of the local data-points. Since these dense anomalies are abnormal in the context of the
entire data set, many isolation trees would have isolated these dense anomalies early in
the partitioning process (global context) and correctly identified them as anomalies. The
density (knn) and k*"nn distance measures fail because they are only concerned with the
k nearest neighbours (local context). This is reflected in the assumptions of the density

and distance measures, where dense and clustered anomalies are excluded.

In summary, we have compared three fundamental approaches to detecting anomalies;
they are: isolation, density and distance. We have shown an example of detecting dense
and clustered anomalies, in which the isolation measure is effective, while the density
and distance measures fail. We find that the isolation measure is able to detect both
clustered and scattered anomalies; whereas both the distance and density measures can
detect scattered anomalies only. This shows that the isolation measure is more appropriate
for anomaly detection than the basic density and distance measures. While there are
many ways to enhance the basic distance and density measures, e.g., LOF (Breunig et al.,
2000), the isolation measure is more elegant because no further ‘adjustment’ to the basic

mechanism is required to detect both clustered and scattered anomalies.

3.2 Better Isolation Models for Masking and Swamping

The problems of swamping and masking have been studied extensively in anomaly detec-
tion (Murphy, [1951). Swamping refers to normal instances being wrongly identified as
anomalies. For example, when the number of normal instances increases or becomes more
scattered. Masking, on the other hand, is the existence of too many anomalies concealing
their own presence. It occurs when anomaly clusters become large and dense. An example
can be found in Figure Under these two circumstances, many anomaly detectors break

down.
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Isolation-based methods are able to build a model with multiple sub-samples which
reduce the influence of swamping and masking. Generally, a larger training sample implies
a better detection performance. However, we find that using sub-samples of a small size
gives a better performance to the isolation-models than using the entire data set. This is
because the sub-samples have fewer normal points ‘interfering’ with the anomalies; thus,

making it easier to isolate the anomalies under swamping and masking.

(a) Original sample (b) Sub-sample
(4096 instances) (128 instances)

Figure 3.4: Using generated data to demonstrate the problems of swamping and masking,
(a) shows the original data generated by Mulcross (n = 4096,a = 0.1,¢l =2,D = 0.8,d =
2) and (b) shows a sub-sample of the original data. Circles (o) denote normal instances
and triangles (A) denote anomalies.

To illustrate this, Figure (a) shows a data set generated by the Mulcross data
generator (Rocke and Woodruff, [1996). We generate two dense anomaly clusters close to
a large cluster of normal points. Here the interfering normal points surround the anomaly
clusters (swamping effect), and the anomaly clusters are denser than the normal cluster
(masking effect). Note that the dense anomaly clusters are still considered as anomalies
as they are still less than and different from the normal instances. Figure b) shows
a training sub-sample of 128 instances of the original data in which the anomaly clusters
are clearly identifiable. Those ‘spurious’ normal instances surrounding the two anomaly
clusters cause the swamping effect and have been cleared out. On the other hand, the
size of the anomaly clusters causing the masking effect has become smaller. Together, this
makes the anomaly clusters easier to isolate, which explains why isolation-based methods

are able to utilize small training sub-samples in detecting anomalies.
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Figure 3.5: Using Mulcross data (n = 4096,a = 0.1,¢l = 2, D = 0.8,d = 2) as illustrated in
Figure[3.4|(a), the above diagram shows the detection performance (y-axis) of an isolation-
based method (iForest) using various sub-sampling sizes (x-axis in log scale). Due to
masking and swamping, the detection performance peaks at a small sub-sampling size.

Figure presents the detection performance of this isolation-based method across
various sub-sampling sizes. Area Under receiver operating characteristic Curve (AUC)
(Fawcett, 2006) is used as the performance measure, the higher the AUC the better the
detection performance. AUC of 0.5 means detecting anomalies randomly. When using
the entire sample, the isolation-based method reports an AUC of 0.51. When using a
sub-sampling size of 128 and 256, it achieves an AUC of 0.91 and 0.83, respectively. The
result shows that the isolation-based method is robust to the problems of swamping and

masking through significantly reduced training sub-samples.

Regarding the sensitivity of the parameter 1, an analysis on real life data sets can be
found in Section of Chapter |5l We also found that when detecting anomalies among

arbitrary patterns, a larger ¢ is required. More detailed results can be found in Section

[.6] of Chapter



34 CHAPTER 3. BASIC CONCEPTS OF ISOLATION

3.3 Chapter Summary

In this chapter, we introduce and illustrate the concept of isolation and we show that
anomalies are identifiable with isolation, regardless of whether they are scattered or clus-
tered. Using simple demonstrations, we show that the isolation measure is more suitable
for the task of anomaly detection compared to basic density and distance measures. We

show that small sub-samples build better isolation models under masking and swamping.



Chapter 4

Algorithmic Framework

In this chapter, we provide an algorithmic framework for isolation-based anomaly detec-
tion. This framework serves as a generic template. We will describe several options to this
generic framework. This allows the the formulation of different variants through choos-
ing different options in the framework. After that, we will propose two variants, namely

iForest and SCiForest which have distinctive abilities in detecting anomalies.

In general, isolation-based anomaly detection is a two-stage process. The initial train-
ing stage builds isolation trees using sub-samples of the training set. Then the evaluation
stage passes the test instances through isolation trees to obtain an average path length for
each instance. This two-stage process is described in Sections 4.1]and We will describe
a formulation of the anomaly score in Section the use of hyper-plane in Section
and a deterministic split-point selection criterion in Section The features of iForest

and SCiForest can be found in Section Section [4.7| summarizes this chapter.

4.1 Training Stage

In the training stage, an iTree, with the structure of a binary tree, is constructed by recur-
sively partitioning a sub-sample of the given training set until all instances are isolated.
An isolation-based model consists of a ¢ number of iTrees. There are two basic input
parameters in Algorithm [I] to construct an iTree. They are the sub-sampling size 1 and
the number of trees t. The sub-sampling size 1 controls the training sample size available

to each iTree. The number of trees ¢ controls the ensemble size of a model. Each iTree is

35
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constructed from an independent sub-sample, randomly sampled from the original train-
ing set without replacement. Since iTrees are constructed using different sub-samples, this
creates diverse iTrees to form an ensemble model. At the end of the training process, a
collection of trees is returned and is ready for path length evaluation.

The algorithms presented in this section are generic and do not specify how the data
are being split at each node. In this thesis, we propose two ways to split the data at a
node, axis-parallel or non-axis-parallel. In an axis-parallel split, an attribute r is chosen
among all the available attributes and a split point p is chosen between the maximum and
minimum values of attribute r. A non-axis-parallel split relies upon the use of hyper-planes
instead of individual attributes. The use of hyper-planes introduces one more parameter—
q the number of randomly selected attributes used in a hyper-plane. The implementation
of the hyper-plane will be introduced in Section [4.4]

In the following description, we will describe the tree generation process in generic
terms for simplicity. Regardless of the orientation of a split, we propose two options to
select a split point, they are: 1) random split-point selection and 2) deterministic split-
point selection. In the random split-point selection, a split point is uniformly selected
between the maximum and minimum values provided by the split attribute r using the
sample at hand. Since, a split point is selected within the maximum and minimum values,
it ensures that the resulting nodes have at least one training instance.

The deterministic split-point selection criterion used in this thesis is called Sd,equction-
It aims to minimize the dispersion of the post-split distributions. Similarly, a split point
in deterministic split-point selection is also selected within the minimum and maximum
values of the sample at hand. Since, it is possible to examine the criterion over multiple
attributes or hyper-planes, another parameter 7 is introduced to control the number of

attributes or hyper-planes examined at each node. Parameter 7 will be introduced in

Section 4.5

Algorithm 1 : iForest(X,t,1)
Inputs: X - input data, t - number of trees, 1) - sub-sampling size
Output: a set of t iTrees

1: Initialize Forest

2: fori=1tot do

32 X'« sample(X, )

4:  Forest < Forest U iTree(X’)
5: end for

6: return Forest
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Algorithm 2 : iTree(X)
Inputs: X - input data
Output: an iTree

1: if X cannot be divided then
2:  return exNode{Size < | X|}
3: else
4 select a hyper-plane or an attribute r
5. select a split point p between max(r, X') and min(r, X) values of r in X
6: v <+ max(r,X) — min(r, X)
7
8
9

X, « filter(X,r < p)

X, < filter(X,r > p)
. return inNode{Left < iTree(X;),
10: Right < iTree(X,),

11: Size + | X|,

12: splitPlane < r,

13: splitValue < p,

14: upper Limit < p + v,
15: lower Limit < p — v}
16: end if

The basic algorithmic framework of the training stage can be found in Algorithms
and 2] In Algorithm 1] lines 2 to 5 in the function ¢ Forest are a simple for-loop to generate
t iTrees by calling the function iTree. X' is a sub-sample, of size |X'| = 1, returned by
the function sample in line 3, randomly sampled from the original training set X without
replacement. Line 4 aggregates the individual iTrees into a set of trees, Forest, which is
then returned at line 6. In Algorithm [} line 1 of function ¢Tree checks for the condition
to stop the tree growing process, which is when the input data X cannot be divided. This
condition is met when all members of X are the same or when |X| < 2, and an external
node exNode is returned. If the stopping condition is not met, line 4 selects an attribute
or a hyper-plane r, and line 5 selects a split point p between the maximum and minimum
values of r. Lines 7 and 8 divide the data at hand X into X, and X; according to r and p.
Line 9 continues the tree growing process and returns an internal tree node inNode. The
members of inNode are: Left—a node pointer to the left daughter node, Right—a node
pointer to the right daughter node, split Plane, splitV alue, upper Limit and lower Limit.
The last two are useful for a facility called the acceptable range, which will be explained

in the next section.



38 CHAPTER 4. ALGORITHMIC FRAMEWORK

4.2 Evaluation Stage

In the evaluation stage, the expected path length F(h(x)) for each test instance x is
calculated by passing the test instance x through every iTree. Using the PathLength
function shown in Algorithm a single path length h(x) is derived by counting the
number of edges e as instance x traverses through the iTree from the root node to an
external node. In line 1, if the current node 7T is an external node, then an estimated path

length e + ¢(T.size) is returned at line 2.

’ 1Tree ‘ BST

Proper binary tree Proper binary tree

External node termination | Unsuccessful search
Not applicable Successful search

Table 4.1: List of equivalent structure and operations in the iTree and Binary Search Tree
(BST)

Since iTrees have a structure equivalent to the Binary Search Tree or BST (see Table
[4.1)), the estimation of the average h(x) for external node terminations is the same as that
of the unsuccessful searches in BST. We borrow an analysis from BST to estimate the
average path length of iTree. Given a data set of ¢ instances, Section 10.3.3 of (Preiss,
1999) gives the average path length of the unsuccessful searches in BST as ¢(.), which is

defined as follow:

2H(m—1)—=2(m —1)/m for m > 2,

c(m) =141 for m = 2, (4.1)

0 otherwise.

where H (i) is the harmonic number and it can be estimated by In(i) + 0.5772156649
(Euler’s constant). The adjustment of the ¢(Size) in line 2 of Algorithm |3 accounts for
estimating the average path length of a random sub-tree, which could have been con-
structed using Size number of instances beyond the current node. It helps to distinguish
between clusters of identical points and isolated single points. Line 4 assigns r as the
split Plane of the node. Line 5 sets up ¢ the increment of the node. In line 6, when x is
out of the acceptable range, i.e., x" > upperLimit or z" < lowerLimit, the counting of
the path length is omitted, assigning ¢ <— 0. Lines 9 to 13 continue the traversal of x by

calling the Pathlength function recursively.



4.2. EVALUATION STAGE 39

Algorithm 3 : PathLength(x,T,e)

Inputs : x - an instance, T' - an iTree, e - current path length; to be initialized to zero
when first called

Output: path length of x

1: if T is an external node then

2:  return e + ¢(T.size) {c(.) is defined in Equation
3: end if

4: v < T.splitPlane, x" is the value of attribute r in z
5: 441

6: if (2" > T.upperLimit||x" < T.lowerLimit) then

7. 140

8: end if

9: if " < T.splitValue then

10:  return PathLength(x,T.left,e + i)

11: else

12:  return PathLength(x,T.right,e + 1)

13: end if

When evaluating the path length on unseen data, setting up an acceptable range at

the evaluation stage avoids anomalies that are out-of-range.

An illustration of the acceptable range is shown in Figure The effect of the
acceptable range can be observed in Figure[4.2l Without the acceptable range, the isolation
model forms a loose path length contour in regions that have no training samples as seen
in Figure [4.2(a). Loose contour is not able to distinguish between far off and near by
anomalies. In situations where there are more than one anomalies in a region of the
same path length, those that are closer to the normal points cannot be distinguished
from those that are further away. In Figure (b), the acceptable range helps sharpen the
anomaly score contour outside of the normal range. When there are unseen anomalies, the
sharpened contour is able to rank them correctly. The anomaly score will be introduced

and explained in the next section.

In summary, we have presented the basic framework of isolation-based anomaly de-

tection, which consists of two stages, the training stage and the evaluation stage. In

- Acceptable Rang -
Lower Limit (] Upper Limit
- 1V '.=-|= W '.=-|
e 3 )

Min. value Max. value

Figure 4.1: Acceptable Range
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(a) Without Acceptable Range

(b) With Acceptable Range

Figure 4.2: In (a), without acceptable range, the anomaly score contour outside of the main
cluster is very loose. In (b), after the acceptable range is being applied, the outer contour
is now sharpened. The sharpened contour helps to rank unseen anomalies properly. These
two contours are generated by an isolation-based method that uses non-axis-parallel splits.
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the training stage, a set of iTrees is constructed using a given training sample. In the

evaluation stage, the path length of every instance is estimated.

4.3 Anomaly Score

An anomaly score is required in any anomaly detection method. The problem of directly
using the path length function h(z) as the anomaly score is that path lengths from models
of different sub-sampling sizes cannot be directly compared. This is because the maximum
possible height of iTree grows in relation to v, while the average height grows in relation
to log v (Knuthl 1998)). Normalizing h(x) by 1 or log(v) is either not bounded or cannot

be directly compared.

E(h(x)

Figure 4.3: The relationship of the expected path length F(h(x)) and the anomaly score
s. ¢(1) is the average path length as defined in Equation If the expected path length
E(h(x)) is equal to the average path length (1), then s = 0.5, regardless of the value of

b

As ¢(v) (in Equation is the average of h(x) given 1, we can use it to normalise

h(x). The anomaly score s of an instance x is defined as:

E(h(x))

s(x,9) =2 <, (4.2)
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where FE(h(x)) is the average of h(x) from a collection of iTrees. The following conditions

provide three special values for this anomaly score:
(a) when E(h(x)) -0, s — 1;

(b) when E(h(x)) - ¢ —1, s = 0; and

(c) when E(h(x)) — c(¢), s = 0.5.

Figure [4.3|illustrates the relationship between E(h(x)) and s, and the range of values are
0 <s<1land0 < h(x) < —1. Using the anomaly score s, we are able to make the

following assessment:
(i) if the instances return an s very close to 1, then they are definitely anomalies,

(ii) if the instances have an s much smaller than 0.5, then they are regarded as normal

instances, and

(iii) if all the instances return s ~ 0.5, then the entire sample does not have any distinct

anomalies.

A contour of the anomaly score can be produced by passing a lattice sample through
an isolation model, facilitating a detailed analysis of the detection results. Figure (a)
shows an example of such contours in which we can clearly identify three points, for which

s > 0.6 and they are potentially anomalies.

4.4 Splitting data using hyper-planes

When using axis-parallel splits, we notice that it causes the area with a high value anomaly
score, e.g. s = 0.6 in Figure [4.4(a) to form a ‘cross’. Since the anomaly scores are the
same within this cross, there is no way to determine if a point is more abnormal than the
others. In order to avoid this problem caused by the axis-parallel splits, a hyper-plane can

be used instead of an attribute in selecting a split point. A hyper-plane is defined as:

c; X :L'j g -
Z = p, ¢j within the range £+ (—1,1],|Q| = ¢ (4.3)
.
jeQ

The coefficients ¢; are randomly generated to create diverse hyper-planes and @) is a subset

of ¢ randomly selected attributes. If attributes are not included in @, then they are not
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(a) Axis-parallel split.

(b) Random hyper-planes.

Figure 4.4: Anomaly score contour of two isolation models: (a) using axis-parallel split
and (b) using random hyper-planes, for a Gaussian distribution of sixty-four points. Con-
tour lines for s = 0.5,0.6,0.7 are illustrated. In (a), the axis-parallel split forms a ‘cross’
on contour line s = 0.6 extending from the normal points. In (b), the hyper-planes smooth
out the contour lines and avoid the ‘cross’ effect as compared to (a).
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involved in this hyper-plane. The coefficient ¢; is randomly generated within the range of
+(—1,1] and p is a split point selected by a split selection criterion.

As each attribute has a different range, normalization is required to ensure the at-
tributes are treated equally. Each attribute is normalized by the standard deviation of the
sub-sample attribute values o; taken at the root node of each tree.

In a hyper-plane, the absolute value of the coefficient c; represents the involvement of
the attribute j. Setting c¢; to 0 turns off the involvement of attribute j.

Using randomly generated hyper-planes, the ‘cross’ is removed. Figure [£.4[b) shows
the effect of randomly generated hyper-planes using random split-point selection. Note
that the outer contour line s = 0.6 now resembles the shape of the Gaussian distribution
and the line is able to determine the outlying points.

In terms of implementing a hyper-plane to the isolation-based framework, an addi-
tional parameter g at the training stage is required to determine how many randomly
selected attributes are involved in forming the hyper-planes. We find that the detection
performance is sensitive to ¢ depending on the nature of the anomalies. In Chapter

Section will expound on the relationship between ¢ and the detection performance.

4.5 Selecting Split Based on a Reduction of Standard De-

viation

At each internal node of an iTree, there are two alternative ways to split the data. The
first alternative is to select the split point randomly between the maximum and minimum
values of a randomly selected attribute or hyper-plane. This is a quick and simple way that
requires minimal effort. The second alternative is to deterministically find the best split
point according to the data distribution. It is intuitive to separate the normal instances
from anomalies at every node. However, since the learning is unsupervised, we can only
assume that the data points that are very different from the rest are anomalies.

This split-selection criterion is partly motivated by Hawkin’s outlier definition (Hawkins|,
1980), “An outlier is an observation that deviates so much from other observations as to
arouse suspicion that it was generated by a different mechanism.” Thus, based on the
different data distributions of anomalies, we are able to determine a good separation point

to clearly separate the anomalies from normal instances.
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When a split clearly separates two different distributions, their dispersions are mini-
mized. Using this simple mechanism, our proposed split-selection criterion (Sd,equction) 1S
defined as:

o(Y) — avg(c(Y"),0(Y"))

(V) ,p separates Y into Yl, YY", (4.4)

Sdreduction (pv Y) =

where Y!UY" =Y Y is a set of values of q. o(.) is the standard deviation function and

a+b
5

avg(a,b) simply returns p is the split point that separates Y into Y and Y. The
criterion is normalised using o(Y"), which allows the comparison of different scales between
different attributes. To find the best split for a given sample Y, we pass the data twice.
The first pass computes the base standard deviation o(Y") while the second pass finds the
best split p which gives the maximum Sd;cqyction using Equation [£:4 When an anomaly
cluster is present in Y, it is first separated as this is the most effective way to reduce the
average standard deviation of Y and Y7”. To calculate the standard deviation, a reliable

one-pass solution can be found in (Knuth, 1968, p. 232, vol. 2, 3rd ed.). This solution is

not subject to cancellation errorﬂ and keeps the computational cost to a minimum.

00 200D OO T —— T30 orseameolo @

(a) Separating an anomaly from (b) Dividing a group of local (c) Isolating a group of clustered
the main distribution clustered anomalies close to the anomalies from the main distri-
main distribution bution

Figure 4.5: Examples of the Sd,cquction Split point in three univariate distributions.

We illustrate the effectiveness of Sd,cquction in Figure 4.5, This criterion is shown to
be able to (a) separate a normal distribution from an anomaly, (b) isolate a cluster of
anomalies which are very close to the main distribution, and (c) separate an anomaly
cluster from the main distribution. With the help of the analysis in (Schilling et al.,
2002), we find that Sd,eduction is able to separate the two distributions early in the tree
construction process, as long as the combined distribution of any two normal distributions

is bimodal. In order to assess the effectiveness of Sd,cquction I separating the data of

!The cancellation error refers to the inaccuracy in computing very large or very small numbers, which
are out of the precision of ordinary computational representation.
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different distributions, we first consider two distributions with the same variance i.e.,
0? = 03, and means j; and p. It has been shown that the combined distribution can
only be bimodal when |us — p1| > 20 (Schilling et al., [2002). In the case where o7 # o3,

the condition of bi-modality is |ug — p1| > S(r)(01 + 02), where the ratio r = 0% /03 and

V243132208 £2(1—r4r2)3
Vr(l++y/7)
2 2

when 7 =1 (i.e. of = 03), and S decreases slowly when r increases. This means that

separation factor S(r) = (Schilling et al., 2002). S equals 1
the bi-modality holds when the one-standard deviation regions of the two distributions
do not overlap. This condition is generalised for any ratio between the two distributions
and is further relaxed when the standard derivations are different. From this condition of
bi-modality, it is clear that Sd,equction 18 able to separate any two distributions as long as

their one-standard deviation regions do not overlap.

In Figure (c), the behaviour of setting a split point between the large and the smaller
clusters is actually treating isolated points around these clusters as anomalies. Further
splits will isolate these points from these clusters. In Figure (b), the behaviour to set a
split point inside the smaller cluster is more in fact desirable than separating the smaller
cluster from the main cluster. Because the path lengths of all the clustered anomalies (x)
will be shorter than the shortest path length of a normal point (o). To illustrate this, we

present an example tree below:

Tree resulting from isolating clustered anomalies first

The reason for this behaviour is a tendency of Sd,cquction to delay splitting larger clusters.
This is because the standard deviation of larger cluster remains mostly the same when
a few outlying points are included. However, the standard deviation of a smaller cluster

increases dramatically when those points are included.
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In contrast, when an anomaly cluster is separated from the normal cluster at the first
split, the anomalies are easily confused with normal instances with short path lengths as

demonstrated in the following example:

Tree resulting from separating anomaly cluster from normal cluster first

Besides standard deviation, we also experiment with the mean absolute deviation and
variance in similar formulations. We find that only the standard deviation is able to select

split points which are beneficial for detecting anomalies as shown in Figure 4.5

4.6 The Two Variants: iForest and SCiForest

In this chapter, we have introduced the hyper-plane split and the axis-parallel split in
Section[4.4l We also have introduced the deterministic split-point selection and the random
split-point selection in Section Rather than enumerating all possible variants, we
focus on two variants which have distinctive characteristics which will be elaborated on in
Chapter

In this thesis, iForest utilizes axis-parallel splits with random attribute selection and
random split-point selection. iForest stands for Isolation Forest. These settings allow
iForest to be very efficient without the need to compute hyper-planes or split selection
criteria. It is used as the basic model for use in general situations.

The second variant, SCiForest, is specially designed to detect clustered anomalies.
SCiForest stands for Isolation Forest with Selection Criterion. SCiForest utilizes hyper-
planes with deterministic split-point point selection. We find that the best performance
in detecting local clustered anomalies is found using this variant.

Switching from one variant to the other only requires changing lines 4 and 5 in Al-
gorithm [I] in Section The implementation of SCiForest requires lines 4 and 5 to be

replaced with a for-loop that repeats 7 times. Inside the for-loop, we first construct a
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’ ‘ iForest ‘ SCiForest ‘
Split axis-parallel hyper-plane
Selection criterion random Sdreduction
Targeting scattered anomalies | clustered anomalies
Speed fast slightly slower

Table 4.2: A quick comparison table for the two variants: iForest versus SCiForest.

’ ‘ iForest | SCiForest ‘

Sub-sampling size 256 256
Number of trees t 100 100
Number of attributes ¢
used in hyper-planes NA 2
Number of trials 7 for
Sdyreduction’s evaluation NA 10

Table 4.3: Default parameter settings of isolation-based methods.

random hyper-plane. Then, the hyper-plane values are sorted. Lastly, an Sd,equction Cri-
terion is applied to find the best split point. The hyper-plane that yields the maximum

Sdeduction’s value is used.

Other variants have been experimented upon, however, their results are not as inter-
esting and thus are not included in this thesis. Both iForest and SCiForest utilize the
acceptable-range since there is no performance loss in using this facility. A quick compar-
ison can be found in Table Section in Chapter [5| provides illustrative examples in
terms of the type of anomalies they are targeting. Section in Chapter [6] empirically
examines the efficiency of both methods in terms of their processing speed.

The default settings used throughout this thesis for iForest and SCiForest can be
found in Table The sensitivities of parameters ¢t and 1 are analysed in Section
Parameters ¢ and 7 are examined in Sections and of Chapter Parameter q
controls the number of randomly selected attributes involved in the hyper-planes and is
useful for identifying anomalies that depend on multiple attributes. Parameter 7 controls
the number of trials in the Sd cquction €valuation which searches for the best hyper-plane
and split point to isolate any clustered anomalies. It becomes insensitive after a certain
value, e.g., 7 > 10 as evident in Section Split selection trials are useful in improving
the detection performance for high dimensional data as shown in Section of Chapter
[

The time complexities for the training and evaluating in iForest are O(t1?) and O(nt1))

respectively. In the training stage, t trees are constructed with maximum height of ¢ — 1.
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For each node, the most time consuming task is to find the maximum and minimum values
and divide the data according to a split point, which costs ¥. At the evaluation stage, an
n number of instances traverse t trees with a maximum traversal of ¢ — 1, which is the
maximum height of an iTree.

The time complexities of SCiForest are O(t71(qy + ¢ log + 1)) and O(gnty) re-
spectively for the training and evaluating stages. At the training stage, SCiForest is only
different from iForest in constructing the nodes. The three major components in con-
structing a node are: i) calculating the hyper-plane values, ii) sorting the sample and iii)
computing the Sdyequction criterion. Their complexities are T7qy, 79 logy and T, respec-
tively. In the evaluation stage, additional time is taken to calculate the hyper-plane values
at each node, which is in the order of q.

Note that, in both methods, the training complexities are constant and only the eval-
uation complexities grow linearly with n. Since both methods require storage for only ¢

binary trees, the space complexity for both methods is O(t%)).

4.7 Chapter Summary

This chapter introduces the algorithmic framework of isolation-based anomaly detection.
We have described in details the two stages of this framework. We also introduce the
two options available in the isolation framework; they are the hyper-plane split versus
axis-parallel split, and the deterministic split-point selection versus random split-point
selection. Between these two options, we formulate two distinctive variants, called iForest

and SCiForest.
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Chapter 5

Characteristics of iForest and

SCiForest

This chapter is devoted to examining the different characteristics of iForest and SCiForest

proposed in Chapter 4 The objectives of this chapter are to:

¢ highlight that SCiForest is able to handle a difficult type of anomalies known as local

clustered anomalies.
e examine the conditions under which iForest and SCiForest will breakdown.
e understand the behavioural differences between iForest and SCiForest.
e examine their ability to detect anomalies using classical statistical data sets.
e cxamine the effects of the different parameter settings in iForest and SCiForest.
e illustrate ways to visualize anomalies using iForest’s and SCiForest’s model.

e investigate iForest’s and SCiForest’s abilities to detect anomalies among arbitrary

patterns.

For comparison, three state-of-the-art anomaly detectors are investigated in this chap-
ter, they are ORCA (Bay and Schwabacher, 2003), LOF (Knorr and Ng;, |1998) and SVM
(Scholkopf et all [2000). They are selected to represent the best distance-, density- and
model-based methods. Details of their implementations can be found in Appendix

The organization of this chapter is as follows: In Section we demonstrate iForest’s

and SCiForest’s abilities to detect anomalies using three statistical data sets. In Section

o1
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[.2] we show that SCiForest is able to detect a very difficult class of anomalies, namely local
clustered anomalies. In Section[5.3] two analyses are conducted to examine the breakdown
properties of SCiForest and iForest. The first analysis examines the breakdown property in
terms of an increasing number of anomalies. The second analysis examines the breakdown
property in terms of how close the anomalies can be to the normal instances. In Section
[(.4] we further examine the behavioural difference between SCiForest and iForest by char-
acterizing the anomalies they identify. In Section [5.5, we examine the sensitivity of the
parameters t and 1 that are common to iForest and SCiForest. In Section [5.6] using four
synthetic data sets with arbitrary patterns, we demonstrate that iForest and SCiForest
are able to detect anomalies among arbitrary patterns. We also find that isolation-based
methods require a higher sub-sampling size in detecting anomalies among arbitrary pat-
terns. In Sections [5.7] and we explore how the parameters ¢ and 7 in SCiForest can
be adjusted to improve the detection accuracy. In Section [5.9, we look at how we can use
iForest and SCiForest to visualize anomalies. In Section [5.10] we summarize the common

and different characteristics of these two methods.

5.1 Statistical data sets

In this section, we use three statistical data sets: hbk, starsCY G and wood (Rousseeuw
and Leroy}, [1987) to demonstrate iForest’s and SCiForest’s abilities in detecting anomalies.
The hbk data set was artificially generated by Hawkins et al. (1984). The hbk data set
consists of 75 instances of 4 attributes. It is a good demonstration of the masking effect
since all 14 anomalies are grouped into two clusters. The starsCY G data set (Rousseeuw
and Leroyl, [1987) is created from the Hertzsprung-Russell Diagram of Star Cluster CYG
OB1, which contains 47 stars. Two variables are the logarithm of the effective temper-
ature at the surface of the star and the logarithm of its light intensity. The wood data
set originated from (Drapper and Smithl [1966), where it was used to study the relation-
ship between anatomical factors and wood specific gravity. The wood data set has 20
instances in 6 attributes. The wood data set was contaminated by replacing 4 instances

with clustered anomalies (Drapper and Smithl 1966)).
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The above statistical data sets are relatively small, however they are not toy problems.
They are designed to examine the different aspects of anomaly detectors. In our compar-
ison, we use these data sets to illustrate three scenarios which are difficult for different

anomaly detectors.

rankl iF SCiF ORCA SVM LOF

1|14 14 14 1 14

2 112 13 12 3 47

3113 7 11 4 68

= 4111 12 13 7 16
4 5 110 11 7 10 61

IS0 6| 4 1 7 11 34

‘ T 10 4 12 53

8| 1 6 3 13 12

9| 2 2 1 14 52

10| 8 3 10 16 42

. 11| 9 8 6 43 37
B 12| 3 5 0 4 T
ko ) 13| 5 4 53 47 44
mggg 14| 6 9 25 49 36

) 15 | 47 52 68 60 31

|l | 16| 52 68 43 68 170

17 | 68 47 8 2 62

18 | 53 53 2 5 30

19 | 43 16 62 6 35

20 | 60 15 5 8 43

Figure 5.1: Evaluation of the hbk data set (Scenario: anomalies with varying densities).
(left) Visualization of the hbk data with its first two principle components, datum 1 to
10 are located at the bottom right corner as a dense cluster, datum 11 to 14 are located
at the top right corner as a scattered cluster. (right) Evaluation ranking of hbk data set,
bold faced datum indexes are actual anomalies.

Our first statistical data set is the hbk data set. Here the anomalies comprise of two
small clusters with one more scattered than the other, which showcases the scenario of
anomalies with varying densities. This condition causes some distance-based and density-
based methods to fail, due to the varying anomaly density. Figure [5.1] features a scatter
plot of the first two principle componentsﬂ established from the original 4 attributes. It
also shows the top 20 anomalies identified by the five anomaly detectors. The result shows
that iForest and SCiForest are the only detectors that can correctly rank all the anomalies

at the top of the list.

!Principle components are used for visualization purpose only; the detection results are obtained using
the original attributes.
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rank| iFF SCiF ORCA SVM LOF

134 34 34 2 11

2 | 30 7 30 3 34

3120 11 20 4 30

lag light 4 111 30 11 7 20

kS 5 7 20 7 9 7

a 6|14 14 14 14 14

o 7|17 9 9 17 17

) , X 83 17 17 18 2
o 9] 2 18 18 25

s 10| 4 3 329 9

, 11|18 36 36 30 36

* 12| 9 27 27 32 40

: 13| 19 19 2 44 3

St 14| 8 2 4 47 45

’ 15| 3 4 5 1 24

carel | 16129 29 24 5 28

17|45 35 28 6 19

1822 21 45 8 25

19| 35 5 40 10 46

20| 32 22 19 11 6

Figure 5.2: Evaluation of starsCY G (Scenario: presence of both clustered and scattered
anomalies). (left) Visualization of the starsCY G data with its two attributes, datum 11,
20, 30, 34, 9, 7, 14 and 17 are located at the upper left corner and scattered around the
main cluster. (right) Evaluation ranking of starsCY G data set, bold faced datum indexes
are actual anomalies.

Our second statistical data set is the starsCY G data set. The anomalies here are
presented as both a small cluster and scattered points around the main cluster. Figure
features a scatter plot of the two original attributes and shows the top 20 anomalies
identified by the five detectors. It is observed that SVM concentrates on detecting the
scattered anomalies around the main cluster and neglects the small anomaly cluster. SCi-
Forest and ORCA are the only detectors that correctly rank all the anomalies at the top
of the list. Both iForest and LOF misrank one anomaly.

Our third statistical data set is the wood data set, it consists of 20 instances of which
4 are anomalies. All the anomalies are located in a dense cluster. Figure features a
scatter plot of the first two principle components established from the original 6 attributes.
It also shows the top 10 instances identified by the five anomaly detectors. The irregular
density of the normal points is difficult for SVM, since excluding some of the normal points
in a sparse area may result in a smaller enclosing hyper-sphere. These normal points are

treated as anomalies, resulting in a poor performance for SVM. SCiForest, ORCA and

LOF identify all four anomalies correctly, while iForest misranks one instance only.
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Pz
rank iF SCiF ORCA SVM LOF
1119 4 19 10 19
. 2 8 19 8 11 8
. 3110 8 6 12 6
EER 4 4 6 4 19
o 5 6 11 10 1 7
P 6 | 20 10 7 2 10
71 12 12 12 3 12
: 8 7 7 11 4 18
9 | 11 9 9 5 13
10 | 13 13 13 6 11
Pl

Figure 5.3: Evaluation of the wood data set (Scenario: normal points of varying densities
with clustered anomalies). (left) Visualization of the wood data with its two principle
components, datum 4, 6, 8 and 19 are located on the right hand side as a dense clus-
ter. (right) Evaluation ranking of wood data set, bold faced datum indexes are actual
anomalies.

In this evaluation, we have illustrated three different scenarios: a) anomalies of varying
densities, b) the presence of both clustered and scattered anomalies and (c) normal points
of varying densities with clustered anomalies. We find that iForest and SCiForest have
the least errors across all these scenarios. It shows that iForest and SCiForest are better

at handling these different situations.

5.2 SCiForest is able to detect local clustered anomalies

In this section, we aim to show that SCiForest is able to cope with the very difficult
problem of local clustered anomalies. Local clustered anomalies are difficult because they
are located very close to the normal points and are denser than the normal points, which
undermine the assumptions of conventional distance- and density-based methods.

In this section, we first divide the anomalies into four types according to their dispersion
and locality. Then, using these four types of anomalies, we illustrate a scenario showing
SCiForest’s ability to detect the local clustered anomalies. Finally, we discuss why local
clustered anomalies are challenging for other detectors.

The terms “local”, “global”, “scattered” and “clustered” are useful for describing dif-
ferent types of anomalies and are defined in Chapter[2] Using combinations of these terms,
we are able to describe four types of anomalies: global scattered anomalies, local scattered

anomalies, global clustered anomalies and local clustered anomalies. x denotes scattered
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anomalies; ¢ denotes clustered anomalies; subscript ¢ denotes global anomalies, and I,

n local anomalies. We illustrate these four types of anomalies in a scenario in Figure

5.4a).

have different densities.

Here, each anomaly cluster has twelve data points and the two normal clusters

Tg Iy Cg Cn, C]

SCiForest 7 | 38 | 1-6,8-13 | 14-37
iForest 12 | 28 | 1-11,13 -
LOF(k=15) | 1 | 14| 2-13 -
Yoo LOF(k=10) | 1 | 2 - ;
) ORCA(k=15) 1 | 27| 2-13 -
ORCA(k=10)| 1 | 10 - -

Cn€ | (b) Rankings of Anomalies
o gy & . .
o 9%§g) Local clustered anomalies ¢, ¢; are difficult
oC o Jgjfbggo%{, to detect. ‘-’ means the ranking is > 38.

& @ 0 g3 . .

© LIS Consecutive rankings are bold-faced.

o %0 50 Non-consecutive rankings indicate that
000%‘% e

false-positives are ranked higher than
anomalies.

(a) Data Distribution

Figure 5.4: SCiForest is the only detector that is able to detect local clustered anomalies
¢n, and ¢ including all other anomalies in the data set above. (a) illustrates the data
distribution and (b) reports the anomaly rankings provided by four different anomaly
detectors.

The ranking results of LOF, ORCA, iForest and SCiForest are provided in Figure
p.4(b).

handle clustered anomalies. There are 38 anomalies in total and all the methods are able

In this evaluation, SVM is omitted because fine tuning is required for SVM to

to detect the global scattered anomalies x4, and local scattered anomalies ;. As for the
global clustered anomalies, iForest is able to detect ¢, while LOF and ORCA require a
larger k for successful detection. Among all the methods, only SCiForest is able to detect
the local clustered anomalies ¢,, and ¢;, and correctly rank all anomalies at the top of the
list. The difficulties of detecting clustered anomalies can be summarized in the following

three points:

o Large number of anomalies — when the plurality of the clustered anomalies is
more than a certain threshold, e.g., the k& parameter of the k-nn based methods,

then the clustered anomalies become undetectable with knn based methods;
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o High density of clustered anomalies — when the density of the anomalies increases,
common measures, such as density and distance, mistake these anomalies as more

‘normal’ than normal instances;

e Local anomalies — when anomalies are located in a close proximity to the normal

instances, they are easily mistaken as normal instances.

In response to the first two points, both iForest and SCiForest are able to detect
clustered anomalies, as long as the ratio of the anomaly population is smaller than that
of the normal points and they are detectable by a path length measure regardless of
their actual population and density. For the last point, SCiForest has the advantage in
separating the data from distinct distributions using Sd,.cquction Which is why SCiForest
is able to detect the local clustered anomalies better than iForest. The major difference
between the performance of SCiForest and iForest is that SCiForest is able to detect
the local clustered anomalies. However, this ability comes with a small increase in the

processing time, which will be discussed in Section of Chapter [0

5.3 Breakdown Analyses

This section features two breakdown analyses of the two properties of anomalies, ‘few’ and
‘different’. Intuitively, it is easy to detect anomalies that are small in number and far from
the normal points. However, what if these properties change? The following two analyses
provide insights into how these properties affect the detection performance of both iForest
and SCiForest compared to ORCA and LOF. The results for SVM are omitted in these
analyses to keep the diagram readable. In these two analyses, we consistently find that
SCiForest has the best breakdown properties. We will discuss why this is the case at the

end of this section.

5.3.1 Breakdown property with increasing number of anomalies

In this subsection, we examine the breakdown characteristics of iForest and SCiForest
in detecting size-increasing clustered anomalies. For comparison, we also examine the
breakdown characteristics of ORCA and LOF.

In order to examine the detection accuracy (AUC) of the different detectors, we use the

Mulcross data generator (Rocke and Woodruft, |1996) to generate 4096 normal instances
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Figure 5.5: Detection performance of four anomaly detectors on the Mulcross data set with
increasing numbers of anomalies. The y-axis presents the AUC performance of SCiForest,
iForest, ORCA and LOF. Mulcross setting used is n = 4096 % (1 + a),cl = {1,4},D =
1,d = 2, under various contamination levels in x-axis a = {0.02,...,0.48,0.5}, with 1 and
10 anomaly clusters in diagrams (a) and (b) respectively.

with anomalies of different contamination levels (percentage of anomalies in the data) and
different numbers of anomaly clusters. Information about Mulcross data generator can be
found in Appendix[A.2] AUC generally drops as the contamination level increases; a sharp
drop in AUC indicates an anomaly detector breaks down at a particular contamination

level. We examine the range of contamination levels between a = 0.02 and a = 0.3.

In Figure iForest, LOF and ORCA have significantly lower detection performance
throughout the different contamination levels compared to SCiForest. Note that, dense
clustered anomalies mislead other anomaly detectors more than SCiForest—most of them
break down before the contamination level even reaches a = 0.1; SCiForest is the most
robust detector and breaks down more gradually as the contamination level increases in
the case of one anomaly cluster. Note that the scenario with ten anomaly clusters is
easier than the one with one anomaly cluster; this is because at the same contamination
level, the same number of anomalies are now grouped into ten clusters rather than one
big cluster. SCiForest almost maintains its detection performance for the entire range of
different contamination levels. However, the scenario with ten anomaly clusters only has
a marginal effect on LOF and ORCA; the high volume and density of clustered anomalies

still pose difficulties.
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Figure 5.6: Performance in detecting Local Anomalies. (a) and (c) illustrate the data
distributions with clustered and scattered anomalies with distance factor = 1.5. The
results are shown in (b) and (d) with AUC (y-axis) versus distance factor (x-axis).

When clustered anomalies come close to the normal instances, the anomaly detectors

based on density and distance measures break down due to the proximity of the anomalies.

To examine the robustness of different detectors against local clustered anomalies, we

generate a cluster of twelve anomalies at various distances from either of two normal

clusters of different densities. We use distance factor %, where D is the distance between

the clustered anomalies and the centre of a normal cluster and r is the radius of the top-

left normal cluster. When the distance factor is equal to 1, the clustered anomalies are

located right at the edge of the dense normal cluster. In this evaluation, LOF and ORCA
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are given k = 15, which is larger than the size of an anomaly cluster, so that they are able

to detect these anomalies.

Figure (a) illustrates the scenario of the clustered anomalies having a distance factor
equal to 1.5. As shown in Figure [5.6|(b), the results confirm that SCiForest has the best
performance in detecting the local clustered anomalies, followed by iForest, LOF and
ORCA. When the distance factor is equal to or slightly less than 1, SCiForest’s AUC
remains high despite the fact that the local anomalies have come into contact with the

normal instances.

A similar evaluation is also conducted for scattered anomalies. Figure c) illustrates
the scenario where the distance factor is equal to 1.5. In Figure (d), SCiForest also has
the best performance in detecting the local scattered anomalies, followed by LOF, iForest
and ORCA. Note that LOF is slightly better than iForest from a distance factor of > 0.7

onwards.

SCiForest’s better breakdown properties are attributed to the use of the Sd,.cquction Split
selection criterion and hyper-planes. In the scenario in Section Sdreduction CaUSES
SCiForest to first separate the clustered anomalies from their nearby normal cluster, then
the hyper-planes allow SCiForest to perform non-axis-parallel splits, which maximizes
this separation. When the normal points and anomalies are separated early in the tree
structure, the path length measure can better represent the difference between normal
points and anomalies and hence achieves a better detection performance. For the scenarios
presented in Section [5.3.2] the local anomalies can be detected by isolating them from their
immediate context. In SCiForest, Sd;,cquction has a tendency to separate the dense outlying
clustered anomalies first and then the sparse fringe normal points before separating the
dense points inside a cluster of normal instances. Because of this, SCiForest’s partitions
are concentrated around the fringe points of a normal cluster, which provide distinct path
lengths for the fringe points as compared to the normal points in the centre of a normal
cluster. This explains why SCiForest is able to detect the local anomalies even when they

are on the fringe of the normal instances.
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(a) Data set: Annthyroid
| id tsh 3 tt4 t4u t thgl id tsh  t3  tt4 t4u ti  thg

SCiForest iForest
*3287 -1.7 21.5 -2.0 -29 1.1 -3.0/ 1645 -1.5 -0.2 21.2 8.9 -16 14.6
*5638 -1.8 20.6 -14 -1.8 1.7 -2.2| 2114 1.3 -02 15.0 8.4 -1.0 11.2
*1640 1.5 21.3 -2.0 -2.7 2.2 -29 *3287 -1.7 21.5 -20 -29 11 -3.0
*2602 -1.4 19.8 -2.0 -2.4 2.1 -2.7 *1640 1.5 21.3 -20 -2.7 22 -2.9
*4953 -2.6 20.3 -04 -2.1 1.0 -2.3| 3323 1.7 04 6.2 4.7 -07 6.0
*5311 -1.4 20.2 -1.7 -2.5 0.6 -2.6| *6203 -1.8 18.9 -20 -24 1.8 -2.6
*5932 0.4 22.9 0.0 -2.8 0.7 -2.9| *2602 -1.4 19.8 -20 -24 21 -2.7
*6203 -1.8 18.9 -2.0 -2.4 1.8 -2.6| 2744 -1.2 04 4.8 4.7 -1.0 6.7
*1353 0.1 18.8 -1.4 -2.7 0.2 -2.8 *4953 -2.6 20.3 -04 -2.1 1.0 -2.3
*6360 04 17.2 -2.0 -2.7 11 -29| 4171-06 -02 7.0 89 0.6 7.8

(b) Data set: Mammography
| id vI v2 v3 vd v v id vI v2 v3 v4  v5  v(

SCiForest iForest
890131.5 3.6 -0.6 -0.9 -04 -0.9 *3336 6.2 1.6 -0.6 9.6 23.6 1.4
*3336 6.2 1.6 -0.6 9.6 23.6 14 *5571 9.2 15 -05 6.3 5.0 0.2
8957 2.5 4.9 -05 -09 -04 -0.9 *2222 3.5 11 -06 21 14.4 0.3
4549 04 5.0 0.6 -09 -0.4 -0.9 8901 31.5 3.6 -0.6 -09 -04 -0.9
6035 2.1 5.0 -0.1 -09 -04 -0.9 3608 14.2 -0.1 -06 7.9 -04 0.7
9947 1.3 5.1 0.8 -0.9 -04 -0.9 *10047 3.9 0.9 -0.5 23 10.7 0.7
4838 09 4.9 04 -09 -04 -09 *2220 6.2 0.6 -05 9.6 -04 1.3
5538 0.7 5.0 0.4 -09 -04 -09 *7823 2.3 0.2 -0.5 3.0 13.8 1.0
8377 0.8 5.0 05 -09 -04 -09 *3338 1.8 1.0 -0.5 3.0 13.8 0.7
3823 1.6 5.0 -0.1 -0.9 -04 -09 *1099 3.0 1.1 -0.5 22 9.7 0.7

Table 5.1: SCiForest performs better on data with clustered anomalies and has a higher hit
rate in the Annthyroid data. However in some data sets, the outlying clustered points are
not necessarily anomalies, and iForest is more suitable for these data sets. iForest performs
better on data with scattered anomalies and has a higher hit rate in the Mammography
data. The top ten identified anomalies are presented with their z-scores which measure
their deviation from the mean values. Z-scores > 3 are boldfaced and indicate the outlying
values. * denotes a ground truth anomaly. Instances with similar boldfaced z-scores imply
clustered anomalies.

5.4 Behavioural difference between SCiForest and iForest

In this section, we illustrate SCiForest’s behaviour in targeting the clustered anomalies
and iForest’s behaviour in targeting the scattered anomalies, examples are presented in
Table in which the feature-value z-scores of the top 10 anomalies are listed for two
data sets: Annthyroid and Mammography. Information of these natural data sets can
be found in Appendix Note that SCiForest targets clustered anomalies, which can
be observed by the presence of consistent z-scores in some of the attributes of the top-n

identified anomalies. For Annthyroid and Mammography, high consistent z-scores can be
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found in attributes ¢3 and v2, respectively. The true anomalies are labelled by “x” in Table
We find that SCiForest has a better detection performance with the Annthyroid data
set, and iForest is better with the Mammography data set. This is because Annthyroid

has mostly clustered anomalies and Mammography has mostly scattered anomalies.

Whether anomalies are scattered or clustered is a domain dependent issue and there
are legitimate anomalies in both cases. One of the reasons for having two variants, i.e.,

iForest and SCiForest, is to be able to choose between the two for different circumstances.

5.5 Sensitivity of the two parameters ¢t and

The performances of iForest and SCiForest are stable in a wide range of ¢ (the number of
trees used). Using the two data sets of the highest dimensions, Figure shows that AUC
converges at a small ¢ for both SCiForest and iForest. The results for iForest on all the
natural data sets are available in Appendix[C.I]and the results for SCiForest in Appendix
[C:4] Since increasing ¢ also increases the processing time, the early convergence of AUC

suggests that the execution time can be further reduces if ¢ is tuned to a data set.

The performances of iForest and SCiForest are stable in a wide range of sub-sampling
sizes for most data sets. In Section of Chapter [3| we discovered that a small sub-
sampling size improves the detection performance under swamping and masking. In Figure
using the two largest data sets, Http and ForestCover, we examine the effect of the
sub-sample size on the detection accuracy and processing time on natural data sets. We
adjust the sub-sampling size in the range of ¢ = 2,4, 8,16, ..., 32768. We observe that AUC
converges very quickly at a small 9 in the Http data set and the AUC is near optimal when
1 > 128 for iForest and throughout the entire range for SCiForest. With the ForestCover
data set, the detection performances converge at 1) = 4096 under iForest, which is larger
than usual. Since ForestCover is derived from a geological survey (Blackard}, [1998)), which
contains arbitrary patterns, we conjecture that these arbitrary patterns create difficulty,
which requires a higher sub-sampling size to overcome. In Section [5.6] we will examine

this condition using four artificially generated data sets.

The results of varying 1 for iForest and SCiForest on all the natural data sets can be

found in Appendices[C.2]and respectively. In general, we find that for both SCiForest
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Figure 5.7: In all four diagrams, AUC (y-axis) converges at a small number of trees ¢
(x-axis) with the sub-sampling size ¢ set to 256. (a) and (b) are SCiForest’s detection
performances on Arrhythmia and Satellite. (c) and (d) are iForest’s detection perfor-
mances on the same data sets.

and iForest, the larger the training sample 1, the better the detection performance. How-

ever, we find that for most of the natural data sets used in this thesis, a small 1 already

provides a high AUC, and a further increase of 1 is not necessary.

The processing time increases quadratically when 1 increases from 4 up to 8192 for

iForest while maintaining its near optimal detection performance. Along the same lines,

SCiForest has a slightly higher increase in the processing time due to the use of hyper-

planes and the deterministic split-point selection criterion.
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Figure 5.8: Examples of using a small sub-sampling size to achieve a high AUC and low
processing time. AUC is shown by the solid lines on the left y-axis and the processing
time (in seconds) is shown by the dashed lines on the right y-axis. The sub-sampling size
settings (x-axis, log scale) are ¢ = 2,4, 8,16, ...,32768 with the number of trees constant
at t = 100. (a) and (b) are SCiForest’s detection performances on Http and ForestCover.
(c) and (d) are iForest’s detection performances on the same data sets.

In this section, we have demonstrated that the detection performances of the isolation-
based methods are stable in a wide range of ¢ and 1. The detection performance using
the default settings is not very different from the detection performance over a wide range
of t and v for most data sets. However, an incentive to optimize these parameters is to
reduce the processing time. Our result also shows that a similar detection performance

with a lower processing time can be achieved with smaller values of ¢ and .
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5.6 Detecting Anomalies among Arbitrary Patterns

In this section, we utilize four artificial data set&ﬂ to illustrate the ability of iForest and
SCiForest to detect anomalies among arbitrary patterns. We also find that they require
a higher sub-sampling size to do so. These four synthetic data sets are shown in Figure
and their properties are listed in Table [5.2] All the data sets have very dense normal

instances and scattered anomalies. Clustered anomalies are not present in these data sets.

dsl ds2

a Gy Y
4
A AN

a
Laoa

£ s
A lpy,

Figure 5.9: Visualization of the arbitrary pattern data sets. The circles denote normal
points and triangles denote anomalies

In Figure we examine the detection performance (AUC) of the isolation-based
methods over a range of sub-sampling sizes ¥ = {256,512,1024, ...,8192}. Under all four

data sets, iForest’s detection performance increases with an increased sub-sampling size.

2These data sets were made available by the courtesy of Xiao Yu. They are similar to those used in
(Yu et al.. [2009)).
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Data set n m
dsl 4060 60
ds2 5075 75
ds3 7105 105
ds4 8120 120

Table 5.2: Data properties, n denotes the total number of data points and m denotes the
number of anomalies.
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Figure 5.10: The AUC increases as the sampling size increases for both iForest and SCi-
Forest. When the sub-sampling size is 4000, AUC approaches 1.

Generally, SCiForest has a better initial detection performance. We conjecture that this
is due to the use of the Sd,equction criterion in SCiForest. For both the isolation-based
methods, we find that when a sub-sampling size is small, the anomalies in between the
different arbitrary patterns are not being detected. However, when the sub-sampling size

increases, the anomalies in between the arbitrary patterns become detectable. This is
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because a small sub-sampling size causes the leaf nodes to cover a larger area in the
instance space due to the lack of data points for further subdivision. When the areas
covered by the leaf nodes are large, they cannot fit inside the space between arbitrary
patterns and therefore the anomalies in these leaf nodes are given the path length of their
nearby normal instances. When the sub-sampling size increases, the coverage areas of
these leaf nodes become small enough to fit inside the space between arbitrary patterns.
Under these conditions, the anomalies are given shorter path lengths compared to the

normal instances.

When the sub-sampling size increases, the detection performance improves as shown
in Figure When ¢ = 4000, the detection accuracy (AUC) of both SCiForest and
iForest approach 1. In summary, our results confirm that isolation-based methods are able
to detect anomalies among arbitrary patterns and they require a higher sub-sampling size

to do so.

5.7 The Utility of Hyper-Planes in SCiForest

When clustered anomalies are present, SCiForest’s detection performance increases by
selecting better hyper-planes. In the following examples, both the Annthyroid and Der-
matology data sets, are known to have clustered anomalies; however, the Dermatology
data set has an increasing AUC as ¢ increases while the reverse is true for the Annthyroid
data set. Both data sets are presented with a performance analysis of SCiForest with

various ¢ in comparison with iForest, LOF and ORCA in their default settings.

For Annthyroid in Figure[5.11] we find that the anomalies have very different values in
attribute “T'3” only and thus it is fitting that ¢ = 1 performs the best. With the Dermatol-
ogy data set, increasing ¢ has a positive effect on the detection performance of SCiForest.
After examining the anomalies, we find that they are different from the normal instances
in many attributes and therefore, increasing ¢ improves the detection performance until
q = 4 when there is no more effect. In summary, when the anomalies are different from
normal instances in multiple attributes, the parameter ¢ can be adjusted to optimize the
detection performance. The detection performance of SCiForest on other data sets with
various ¢ can be found in Appendix [C.7] Among all the data sets, ForestCover, Smtp,

Mammography, Pima and Dermatology improve with the increase of q. Http, Shuttle,
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Figure 5.11: Performance analysis on the utility of the Hyper-plane in natural data. The
AUC (y-axis) increases with the number of attributes ¢ used in the hyper-planes (x-axis)
when anomalies are different in many attributes as in Dermatology. In Dermatology, the
smallest class is defined as anomalies; in Annthyroid classes 1 and 2.

Satellite and Arrhythmia are not affected by the different values of ¢q. Annthyroid,

Breastw and Tonosphere are affected negatively by an increase in q.

5.8 The Effect of Split Selection Trials in SCiForest

In SCiForest, multiple split selection trials help to seek out better hyper-planes in isolating
the clustered anomalies. The number of trials is controlled by the parameter 7. In each of
the split selection trials, the maximum Sd,cqyction i computed for the current hyper-plane.
Only the hyper-plane with the best Sd,eguction value is retained.

In Figure [5.12] using Annthyroid and Dermatology—two data sets with known clus-
tered anomalies, we demonstrate that an increase of 7 improves the detection performance
of SCiForest. However, this improvement plateaus after a threshold, e.g., 7 > 10. The
results for other data sets can be found in Appendix Other than Annthyroid and
Dermatology, most of the data sets are not affected by different settings of 7. One ex-
ception is ForestCover, which has a reduction of detection accuracy with the increase
of 7. We conjecture that this data set contains irrelevant attributes, which have higher
Sdyeduction values as compared to relevant attributes. As the number of trials increases,
SCiForest selects more and more irrelevant attributes due to their higher Sd,cquction values

and hence reduces SCiForest’s detection accuracy.
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Figure 5.12: For clustered anomalies, the detection performance of SCiForest improves
with the increase of 7. AUC (y-axis) increases with 7 the number of split selection trials
(x-axis).

In summary, 7 can be increased to improve the detection accuracy for clustered anoma-

lies. However, this improvement plateaus after a certain threshold.

5.9 Visualizing Anomalies using Isolation Models

It is important to find the attributes that distinguish anomalies. Correct identification of
these attributes helps to visualize and interpret the identified anomalies. In this section,
we will first look at how iForest utilizes its tree structures to find the best attributes to
distinguish the anomalies. Then, we will see how SCiForest visualizes the anomalies with
its deterministic split-point selection criterion and hyper-planes.

For illustration purpose, we made use of the wine data set from UCI repository (Asun-
cion and Newman| 2007) and a synthetic data generator (Mulcross) to illustrate how
anomalies can be visualized using models from iForest and SCiForest. Information about
Mulcross can be found in Appendix The wine data set has 178 instances in 13 at-
tributes. It was first used in (Hodge and Austin, 2004) to illustrate anomalies. Since it
has no ground truth anomalies, we can only use it for illustrative purposes.

In iForest, we find that the most frequent last-tested-attributes that isolate an anomaly
are the most relevant in terms of the data visualization and interpretation. To explain this

correlation, in a collection of iTrees, the last attributes that isolate a point are working
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# |Alco. Malic |Ash |Alcal. Mag. [Phe. [Flav. Nonflav. [Pro. |Color Hue [Dilut. [Proline
1220 8 4115 5 6 4| 17 5 5 11 5 10 5
60 7 8115 18 3 5 8 4 9 6 5 8 4
111 12 13| 8 0 5 8 7 3| 25 5 5 4 5
159 6 8| 11 7 6| 14 8 4| 10 14 3 6 3
70 5 6| 10 5| 14 | 13 4 5 9 12 4 9 4
15 6 4| 8 5 9| 11 10 712 6 6 5 11
74 3 41 9 18 8 8 5 3 3 10 9 10 10
14| 12 7| 4 6 31 11| 12 12 6 8 5 8 6
147 8 71 10 5| 11| 13 7 3 9 5 6 8 8
1160 19 41 3 8 4 7 0 12 8 6 | 22 4 3

Table 5.3: Matrix A for the top-10 anomalies identified by iForest in the wine data set.
Bold faced are the top-two last tested attributes.

in the most local region. Also, when a point is isolated, the tree growing process stops.
The frequencies of these attributes reflect the likelihood of these attributes being used to
isolate a particular point. Therefore, the last-tested-attributes for a particular anomaly
have the power to distinguish it visually.

To keep track of these last-tested-attributes, let A be a matrix of size n x d that is
initialized to zero. Matrix A counts the number of times an attribute is the last tested for
a particular data point. Simply, for each iTree, when attribute j is the last tested attribute
for x, Alz,j] is incremented by 1. After matrix A is updated for each anomaly x in the
matrix A, the attributes with high matrix values are indicates as being the attributes that

distinguish x. In Table [5.3] we show an example of this matrix using Wine data set.

When inspecting Table we find that #122 (the top anomaly) has the highest
frequencies in the attributes Ash and Flavanoids. Using these attributes, it is shown in
Figure that #122 is indeed far away from the main data cloud located in the upper
right hand corner. Thus, the attributes Ash and Flavanoids are useful for distinguishing
and identifying #122. The same also applies to #60, the second anomaly in Table and
more examples can be found in Appendix [D] Note that some of the unmarked outlying
points that are shown in Figure [5.13] are only outlying with respect to the attributes that
are being used. The marked points are the top ten anomalies identified by iForest, which
takes all the attributes into consideration.

Unlike iForest, the deterministic split-point selection criterion and hyper-planes in
SCiForest offer a different means to visualize the anomalies. Because of the deterministic
nature of the split selection criterion, SCiForest often selects a split that separates most

of the anomalies from normal instances at the root node of an iTree. Therefore, the
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Figure 5.13: To demonstrate iForest’s ability to visualize scattered anomalies, the wine
data set is plotted using the attributes suggested in Table to visualize each anomaly.
The data point #122 is distinguishable with the attributes Flavanoids and Ash and data
point #60 is distinguishable with the attributes Alcalinity and Ash.
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Figure 5.14: (a) shows a multiple-plot of an artificially generated data set (Mulcross
d=10,D = 20,¢l =2,n = 500,a = 0.1). Clustered anomalies can be distinguished using
attributes V9 and V10. (b) shows the values of array B updated from all the root nodes

in a SCiForest model. Note that V9 and V10 have the highest values (boldfaced) in (b),
which corresponds to their ability to visualize the clustered anomalies shown in (a).

root nodes in SCiForest contain the information needed to visualize the anomalies. Since
SCiForest uses hyper-planes instead of individual attributes to separate the data, we have
to extract the information from the attribute’s coefficients of the hyper-planes to visualize
the anomalies. Our innovation is to find the most involved attributes in root nodes by
summing the absolute values of an attribute’s coefficients among all the root node hyper-

planes. Simply, let B be an array of size d, i.e. |B| = d, B = {by,...,byq}, initialized to
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zero. For each root node in a SCiForest’s model, b; is incremented with the term abs(C;),
which is the absolute value of the hyper-plane coefficient of attribute i. After array B is
updated, the elements with the highest values indicate the attributes that distinguish the
anomalies.

Using the Mulcross data generator, we create a situation in which only two of the ten
attributes are relevant to the anomalies. The Mulcross data generator is set as follows:
d=10,D = 20,cl = 2,n = 500,a = 0.1. This setting creates two anomaly clusters of
50 points in addition to one cluster of normal instances. They are illustrated in Figure
5.14{(a). The B array extracted from SCiForest’s model is reported in Figure [5.14(b). We
can see that the attributes V9 and V10 have exceptionally high values and are able to
visualize the clustered anomalies as shown in Figure [5.14{a).

In Section [5.4] we found that iForest targets scattered anomalies and SCiForest tar-
gets clustered anomalies. These characteristics also affect their ability to visualise the
anomalies. When implementing iForest’s model on Mulcross’s data, the most frequent
last-tested-attributes are not able to distinguish the clustered anomalies. This is because
the last-tested-attributes are used to separate an anomaly from the other anomalies rather
than the normal points. In iForest, the attributes of the root nodes are randomly assigned

and their frequencies are uncorrelated to the attributes that distinguish the anomalies.

Likewise, when implementing SCiForest’s model on the Wine data set, array B can-
not be used to highlight the attributes that distinguish the individual anomalies. The
highest elements in B correspond to the attributes Non flavanoids and Hue. Also, the
attribute involved in the last-test-nodes is uncorrelated to the attributes that distinguish
the anomalies. For example, instance #60 of the wine data set has the highest attribute

involvements in Non flavanoids and Flavanoids, which are not helpful in visualizing #60.

In summary, iForest visualizes the scattered anomalies using the most frequent last-
tested-attributes. On the other hand, SCiForest visualizes the clustered anomalies using

the most involved attributes at the root nodes.

5.10 Chapter Summary

We have examined many characteristics of iForest and SCiForest. Their common charac-

teristics are:
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e They are able to detect anomalies in many situations, including: (i) when the anoma-
lies have varying densities, (ii) when both scattered and clustered anomalies are

present and (iii) when the normal points have varying densities.

o They are able to detect anomalies among arbitrary patterns, using a higher sub-

sampling size.

e They have a stable performance under a wide range of parameters ¢ and 1 for most

data sets.
Their different characteristics are:

e SCiForest is able to detect a very difficult class of anomaly known as local clustered

anomalies.

e SCIForest has better breakdown properties in terms of (a) size-increasing clustered

anomalies and (b) anomalies that are very close to normal points.

e Parameters ¢ and 7 in SCiForest are insensitive in a wide range of different set-
tings. However, they can be adjusted to improve the detection performance for (i)

anomalies that depend on multiple attributes and (ii) clustered anomalies.

e iForest can be used to visualize scattered anomalies and SCiForest for clustered

anomalies.



Chapter 6

Empirical Evaluation

This chapter presents detailed results for experiments designed to evaluate iForest and
SCiForest, and compares them to three state-of-the-art anomaly detectors, i.e., ORCA,
LOF and SVM in terms of the detection performance and processing time.

The organization of this chapter is as follows: Section describes the experimental
settings used in this chapter. Section features a comparison of five anomaly detectors
including SCiForest, iForest, ORCA, LOF and SVM, in terms of the detection performance
and processing time using twelve natural data sets. Section evaluates iForest’s and
SCiForest’s efficiencies with the Mulcross data generator. We generate up to one million
data points to find how the isolation-based methods scale compared to other anomaly
detectors. Section shows the results of iForest and SCiForest when they are trained

without anomalies. Finally, Section [6.5] summarizes this chapter.

6.1 Experimental Setting

As for the performance analysis and evaluation, twelve natural data sets and a synthetic
data generator are used. These are selected because they contain known anomaly classes
and have been used in the literature to evaluate anomaly detectors in similar settings.
These twelve natural data sets include: the two biggest data subsets (Http and Smip) of
the KDD CUP 99 network intrusion data used in (Yamanishi et al., 2000), Annthyroid,
Arrhythmia, Dermatology, Forest Cover Type (ForestCover), Ionosphere, Pima, Satellite,
Shuttle, Wisconsin Breast Cancer (Breastw) (Asuncion and Newman| 2007) and Mam-

mogmphyﬂ Details of these data sets can be found in Appendix It is assumed that

The Mammography data set was made available by the courtesy of Aleksandar Lazarevic
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the anomaly labels are unavailable at the training stage. The anomaly labels are only
available at the evaluation stage to calculate the detection performance measures. Since,
the experiments are only concerned with continuous-valued attributes, all nominal and
binary attributes are removed.

In terms of the anomaly detectors, the settings of SCiForest and iForest can be found
in Table in Chapter ORCA, LOF and SVM are all used for comparison. For
ORCA, the parameter k determines the number of nearest neighbours and the parameter
N determines how many anomalies are reported. Using ORCA’s default setting (k = 5
and N = 30), all data sets larger than one thousand points report an AUC close to 0.5,
which is equivalent to not using any anomaly detector. We use ORCA’s default setting
of k =5 in our experiments. However, we also use a reasonable value of N = g for the
experiments in this chapter to get a decent detection performance. In reporting ORCA’s
processing time, we report the total training and testing time, but omit the pre-processing
time “dprep”, which randomizes the sequence of instances. For LOF, we use the commonly
used setting of k& = 10 for our experiments. For one-class SVM, we use the Radial Basis
Function kernel and inverse width parameter as suggested in (Caputo et al., |2002). The
implementation details of these anomaly detectors can be found in Appendix [A.4]

In this chapter, the actual CPU time and Area Under Curve (AUC) are reported. We
also report the H measureﬂ (Hand, 2009) for major results in addition to the AUC. The
H measure is an alternative to AUC; it is argued that in some situations, AUC differs
from H measure, e.g., when the ROC curves are crossed (Hand, 2009). We expect the
AUC and H measure to provide similar results in our experiments, since we observe that
ROC curves in anomaly detection are rather simple, which avoids the above-mentioned
situation. The rationale for using the AUC and H measure is that we cannot know the
definite number of anomalies in the data. Hence, the AUC and H measure are suitable for
this evaluation, since they are summary measures for the detection rate without using a
fixed threshold. For algorithms that consist of random elements that affect the detection
performance, their results are reported using the average of ten runs. These algorithms
are iForest and SCiForest.

The experiments in this chapter are conducted as single-threaded jobs processed at

2.3GHz in a Linux cluster (www.vpac.org).

’http://www2. imperial.ac.uk/~djhand/
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6.2 Comparing Five Anomaly Detectors

AUC
iForest SCiForest ORCA SVM LOF
Http 1.00 1.00 0.36 0.90 NA

ForestCover 0.87 0.71  0.83 0.90 0.57
Smtp 0.90 0.87 0.80 0.78 0.32

Shuttle 1.00 1.00 0.60 0.79 0.55
Mammography 0.87 0.61 0.77 0.65 0.67

Annthyroid 0.84 0.91 0.69 0.63 0.72
Satellite 0.72 0.74  0.65 0.61 0.52

Pima 0.67 0.65 0.71 0.55 0.49
Breastw 0.98 0.98 0.98 0.66 0.37
Arrhythmia 0.81 0.73 0.78 0.71 0.73
Dermatology 0.78 0.89 0.77 0.74 0.41
Tonosphere 0.84 091 0.92 0.71 0.90
wins/draws/loses
iForest 5/3/4 9/1/2 11/0/1 11/0/0
SCiForest 6/1/5 10/0/2 9/1/1

Table 6.1: The performance of five anomaly detectors in terms of the AUC. Best scores
are boldfaced. ‘NA’ denotes a process run of more than two weeks.

H measure

iForest SCiForest ORCA SVM  LOF
Http | 0.895 0.423  0.009 0.001 NA
ForestCover 0.003 0.011 0.003 0.004  0.000
Smtp 0.000 0.000  0.000 0.000  0.000
Shuttle 0.818 0.896  0.046 0.077  0.004
Mammography || 0.065 0.0564  0.047  0.019 0.000
Annthyroid || 0.115 0.048  0.038 0.013 0.032
Satellite 0.292 0.304  0.102 0.078 0.010
Pima 0.096 0.051 0.162 0.016  0.008
Breastw 0.807 0.872 0.851 0.236  0.004
Arrhythmia 0.231 0.236  0.184 0.129 0.107
Dermatology 0.076 0.106 0.025 0.025 0.001
Tonosphere 0.478 0.504 0.737 0.163 0.621

wins/draws/loses
iForest 4/1/7 7/2/3 10/1/1 9/1/1
SCiForest 9/1/2 11/1/0 9/1/1

Table 6.2: The H performance measures of the five detectors. The best scores are bold-
faced. SCiForest has six out of the twelve best scores, followed by iForest three and ORCA
two. The H measure reports a similar result to the AUC in Table Note that Smtp
has very small H measures across all five detectors.

The aim of this experiment is to compare iForest and SCiForest with ORCA, LOF and
SVM in terms of the AUC and processing time using twelve natural data sets. Table

reports the AUC score and Table [6.3]reports the actual run time of all methods. Table
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Time (seconds)
iForest SCiForest ORCA SVM LOF
Http 14.13 39.22 9487.47  34979.76 NA
ForestCover 11.18 38.25 6954.93  9443.91 224380.19
Smtp 2.84 10.35 266.87 986.98  24280.65
Shuttle 2.53 6.69 158.92 331.11 7961.38
mammography 0.46 1.15 1.54 10.69  15459.82
Annthyroid 0.39 5.91 2.39 4.17 121.58
Satellite 0.74 5.38 8.97 9.13 528.58
Pima 0.21 1.10 2.08 0.06 1.50
Breastw 0.21 1.16 0.04 0.08 2.14
Arrhythmia 1.79 11.81 0.48 0.15 23.72
Dermatology 0.27 1.04 0.04 0.04 0.91
Tonosphere 0.28 4.43 0.04 0.04 0.96

Table 6.3: The performance of five anomaly detectors in terms of the processing time
(training time + evaluation time). ‘NA’ denotes a process run of more than two weeks.

reports the same result using the H measure. From Table we observe that iForest and
SCiForest compare favourably to all other methods. The wins/draws/loses count can be
found at the bottom of Tables and When comparing iForest and SCiForest, the
result suggests that they have similar detection performance on these natural data sets.
Using the AUC, iForest has five wins, three draws and four loses against SCiForest. Using

the H measure, iForest has four wins, one draw and seven loses against SCiForest.

When comparing iForest and SCiForest to all the other methods, we find that iForest
and SCiForest have the majority wins in both the AUC and H measure. Considering that
there are twelve data sets in total, iForest and SCiForest have nine or more wins over
all the other methods, except for SCiForest vs. ORCA in AUC and iForest vs. ORCA
with the H measure. This result suggests that iForest and SCiForest compare favourably
to the other methods in this evaluation. In the sign test, SCiForest and iForest perform

significantly better than LOF and SVM at a = 0.05 two-tailed.

In the Htitp data sets, due to the large anomaly-cluster size and the fact that the
anomaly clusters have a higher density compared to the normal instances (i.e., the masking
effect), ORCA reports a poorer than random performance, i.e. AUC < 0.5. We also test
ORCA on these data sets using a higher k£ value (kK = 150) with a similar detection
performance. This highlights a problematic assumption in ORCA and other similar k-nn

based methods in that they can only detect low-density anomaly clusters, which have data
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size smaller than k. Increasing k£ may solve this problem, but is not practical in a high

volume setting due to the increase in the processing time.

Note that the particular LOF implementation that we used has an extended runtime
and could not complete the Http data set within two weeks. We have attempted another
LOF implementation in ELKI (Achtert et al., 2010) to process the Http data set which
finished in 70,591 seconds. However, the output LOF values consist of many ‘Nan’ and

‘Infinity’ values, which prevent us from calculating any performance measure.

Looking at Table both iForest and SCiForest outperform ORCA, SVM and LOF
in terms of the processing time for large data sets. In particular, iForest is more accurate
and faster in all the data sets larger than one thousand points. SCiForest is a bit slower
than iForest due to the additional calculation of Sd,edyction and the hyper-planes. However,
SCiForest still outperforms ORCA, SVM and LOF in all data sets larger than ten thousand
points.

Note that the difference in the execution time is huge when comparing iForest and
SCiForest with the other three detectors (ORCA, SVM and LOF) especially in large data
sets. For examples, SCiForest requires about one nine-hundredth of SVM’s processing time
for the Http data set; iForest requires about one six-hundredth of ORCA’s processing time
for the ForestCover data set. This difference is due to the fact that iForest and SCiForest
do not compute any distances. This is also despite the fact that ORCA reports only g
points whereas the isolation-based methods rank all n points. In the following section, we

further examine the efficiency of isolation-based methods using a synthetic data generator.

6.3 Efficiency Analysis for Isolation-Based Methods

When using SCiForest and iForest with parameters v = 256,¢ = 100 on Mulcross gener-
ated data of different sizes, we find that the training times of the isolation-based methods
grow slightly less than 50% when the size of the data doubles as reported in Table
Discounting the operation of loading the training data into the memory and the sam-
pling process, the time taken to construct ¢ = 100 trees is constant at approximately
0.04 seconds (iForest) and 0.08 seconds (SCiForest). The total processing times for the
isolation-based methods grow of the same rate as the data size. In contrast, both ORCA

and SVM have their execution times quadruple when the data size doubles. There is a
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significant difference when the data size is very large, e.g., with one million data points,
the isolation-based methods take less than one eight-hundredth of the time that ORCA
takes and one three-thousandth of that of SVM; and the detection accuracies are a lot
better too. The above results show that the isolation-based methods are significantly more
efficient compared to ORCA and SVM in large data sets using small sub-samples. It is

unclear how other methods can make use of small sub-samples to speed up their runtime.

AUC Time (seconds)
n | iForest SCiForest ORCA SVM | iForest SCiForest ORCA SVM
1024 0.94 0.94 0.23 0.59 0.11 0.14 0.08 0.10
2048 0.92 0.93 0.28  0.60 0.12 0.15 0.21 0.68
4096 0.87 0.87 0.31  0.59 0.17 0.29 0.73 2.61
8196 0.94 0.94 0.33  0.49 0.26 0.47 2.63 9.59
16384 0.93 0.93 0.33  0.58 0.43 0.85 10.19 37.04
32768 0.89 0.90 0.33  0.59 0.77 1.58 40.20 152.82
65536 0.93 0.93 0.33  0.59 1.62 3.09 158.16 551.88
131072 0.90 0.90 0.33  0.59 3.20 6.12 637.83 2040.63
262144 0.91 0.91 0.33  0.59 6.20 12.22  2535.60 7899.46
524288 0.90 0.91 0.33  0.49 12.32 24.40 10203.64  28737.42
1048576 0.88 0.89 0.33  0.59 24.26 48.12 40779.85 155084.49

Table 6.4: Performance of iForest, SCiForest, ORCA and SVM on Mulcross (n =
{1024, ...,1048576},d = 4,cl = 2, D = 2,a = 0.1) with various data sizes.

6.4 Training Using Normal Instances Only

“Do iForest and SCiForest work when the training set contains normal instances only?”
To answer this question, we remove the anomalies from the training sample and evaluate
the trained model with both the anomalies and normal instances. The AUC results of
training with and without the anomalies are reported in Table 6.5, The results show
that the exclusion of the anomalies does not degrade the detection performances of both
SCiForest and iForest, with one exception in the ForestCover data set.

With the anomalies absence from the training data, the reason why the isolation-
based methods are still be able to detect anomalies is that the isolation-based methods
assign a short path length to any point located in regions with no training instances.
Thus, the absence of the anomalies in the training sample does not affect the detection
performance—one less thing to worry about when using the isolation-based methods.

Training SCiForest with only the normal instances produces a similar result as training

with both the normal instances and anomalies. The ForestCover data set is the only data
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Normal instances Normal instances

only and anomalies
SCiForest | iForest | SCiForest | iForest
Http 0.99 1.00 1.00 1.00
ForestCover 0.59 0.87 0.71 0.87
Smtp 0.87 0.90 0.87 0.90
Shuttle 1.00 1.00 1.00 1.00
Mammography 0.65 0.88 0.61 0.87
Annthyroid 0.97 0.92 0.91 0.84
Satellite 0.83 0.82 0.74 0.72
Pima 0.67 0.78 0.65 0.67
Breastw 0.99 1.00 0.98 0.98
Arrhythmia 0.75 0.85 0.73 0.81
Dermatology 1.00 0.97 0.89 0.78
Tonosphere 0.91 0.96 0.91 0.84

Table 6.5: The AUC performance of iForest trained with normal instances only as com-
pared with training with both the normal instances and anomalies. Better performances
are boldfaced.
set that is affected by the lack of anomalies. We suspect that the ForestCover data set
contains a complex data structure which misleads Sd,equction and the presence of the
anomalies is needed in order for Sd,.cquction tO select proper hyper-planes that separate the
anomalies from the normal points.

In summary, both SCiForest and iForest work well with or without anomalies present

in the training samples.

6.5 Chapter summary

The focus of this chapter is a performance evaluation of the two isolation-based methods
iForest and SCiForest compared to three state-of-the-art anomaly detectors, ORCA, LOF
and SVM. Using the twelve natural data sets, both the AUC and H measure show that
our isolation-based methods have significantly better detection performance as compared
to the other three detectors. We also demonstrate the efficiency of the isolation-based
methods, which is significantly better than ORCA and SVM. We show that our isolation-
based methods are able to detect the anomalies regardless of whether or not the anomalies

are present in the training data sets.
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Chapter 7

Behaviours on High Dimensional

Data

Handling high dimensional data is an important issue in anomaly detection. In distance-
based and density-based methods, every point becomes equally sparse in the high dimen-
sional space, making the distance a meaningless measure. Note that many density-based
methods also use the distance to estimate the density. This phenomenon is referred to
the ‘curse of dimensionality’ and causes difficulties for most methods to handle the high

dimensional data without some kind of dimensionality reduction scheme.

The aim of this chapter is to examine the behaviours of isolation-based methods and
explore how they can cope with the high-dimensional data. Experiments in this chapter are
not exhaustive, but they do provide ideas on how to make use of isolation-based methods

in handling high dimensional data.

Isolation-based methods also suffer from the ‘curse of dimensionality’. To combat
this, we explore the use of an attribute selector in Section to enhance the detection
performance of the isolation-based methods—especially for SCiForest, whose deterministic
criterion naturally acts as an attribute selector. In Section we evaluate SCiForest’s
detection performance on high dimensional data. In Section we examine the conditions
under which SCiForest would perform well on high dimensional data. In Section we

evaluate the effect of an increasing dimensionality using a synthetic data generator.
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7.1 Using Attribute Selector

In high dimensional space, the effectiveness of isolating anomalies decreases as data points
become sparse or selected attributes are not relevant in isolating anomalies. The aim of
this section is to demonstrate iForest’s ability to improve its detection performance in high

dimensional data by using a simple attribute selector.

In this experiment, we study cases in which the anomalies have a large number of
irrelevant attributes in high dimensional space. We simulate high dimensional data using
natural and synthetic data sets. Information about these natural data sets can be found
in Appendix We generate a synthetic data set using the Mulcross generator(n =
262144,d = 4,¢l = 2,a = 0.1, D = 2). Information about the Mulcross generator can be
found in Appendix [A:2] For each data set, a number of uniformly distributed random
attributes, valued between 0 and 1 are added, so that there are 512 attributes in total in
each data set. Without using any dimensionality reduction scheme, the detection accu-
racies (AUC) of iForest are close to 0.5 in most data sets (see Table [7.2)). Thus, we aim
to find out if an additional attribute selector can improve the detection performance of

iForest.

With isolation-based methods, there are at least two approaches that can be used to
apply an attribute selector: 1) the attribute selector can be applied to each individual sub-
sample that is selected before building an iTree, 2) the attribute selector can be applied to
the entire data set and only those selected attributes are involved in the training process.
The advantage of the first approach is that it saves time. When the size of the training
data set is large, applying an attribute selector to small sub-samples can be more cost
effective than applying it to the entire data set. The advantage of the second approach
is that the attribute selector has complete coverage of all anomalies in the training data
set, so as to make a better selection of the relevant attributes. In this section, we will

experiment with both approaches in turn.

In our first experiment, we use a simple statistical test, Kurtosis (Joanes and Gill,
1998)), to select an attribute subspace from the sub-sample before constructing each single
tree in the isolation-based models. In our first experiment, the Kurtosis is applied on each
sub-sample before building an iTree in iForest. This reduces the processing time compared

to processing the entire data set. To compute the Kurtosis, at least two passes of the entire
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=\4
data set are needed. The Kurtosis is defined as % — 3, where T is the mean value

of x and o is the standard deviation. It measures the ‘peakedness’ of a univariate distri-
bution. It is sensitive to the presence of anomalies and hence is a good attribute selector
for anomaly detection. After the Kurtosis has provided a ranking for each attribute, a
subspace of the attributes is selected according to this ranking to construct an iTree. The
results of this process are promising and we show that the detection performance improves
when the subspace size approaches the original number of attributes. There are other at-
tribute selectors available, e.g., Grubb’s test (Snedecor and Cochran, (1989, pp. 278-280).
However, in this section, we only concern with showcasing iForest’s ability to work with an
attribute selector to reduce the dimensionality of the anomaly detection tasks. SCiForest
has an internal mechanism to deal with high dimensional data, which has a similar effect
as applying the attribute selector on small sub-samples, which will be discussed in Section
[[2l The results from other detectors are omitted since most of their detection results
are close to 0.5 in AUC without any attribute selector and there is no easy way to apply
the Kurtosis to multiple small sub-samples in distance- or density-based methods. For
SCiForest, ORCA and iForest, the results of applying an attribute selector on the entire

data set will be presented later on in this section.
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(a) Mammography (6 original attributes) (b) Arrhythmia (274 original attributes)

Figure 7.1: iForest achieves good results in high dimensional data when using the Kurtosis
to select attributes. Irrelevant attributes are added so that the total number of attributes
reaches 512. AUC (left y-axis, solid lines) improves when the subspace size (x-axis) comes
close to the number of original attributes, and the processing time (right y-axis, dashed
lines, in seconds) increases slightly as the subspace size increases. iForest trained using
the original data has a slightly better AUC (shown as the top dotted lines). The dotted
dash lines indicate the original number of attributes.
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As an illustration, Figure shows that i) AUC peaks when the subspace size is the
same as the number of original attributes and ii) the processing time of iForest in Mam-
mography and Arrhythmia remains less than 10 seconds for the whole range of subspace
sizes. When ORCA is used on these two high dimensional data sets, not only does it
report an AUC close to 0.5; it also takes over one hundred seconds to process these high
dimensional data sets. This shows that these high dimensional data sets are challenging,
however, iForest is able to improve the detection performance by the simple addition of
a Kurtosis test on small sub-samples rather than the entire data set. Given a large data
set, e.g. http, iForest is only required to compute the Kurtosis of about one-twentieth
of the data. The results for other data sets can be found in Appendix Using the
number of original attributes, iForest reports a better detection performance compared
to using all 512 attributes, except for the Mulcross data set. For the ForestCover and
Tonosphere data sets, a slightly better detection performance is reported with a lower
number of selected attributes. We conjecture that some of the original attributes in these
data sets are irrelevant to the task of anomaly detection and using less attributes helps to

eliminate these irrelevant attributes.

In our second experiment using an attribute selector, we select the attributes based
on the entire training set rather than using small sub-samples. For large data sets, we
find that the processing time of Kurtosis alone is greater than the processing time using
iForest with kurtosis applied on small sub-samples. For processing the Kurtosis alone,
Http and ForestCover take 73.31 and 44.30 seconds, respectively. Assuming the number
of selected attributes is the same as the number of original attributes, the processing times
for iForest with the kurtosis applied to small sub-samples are 66.96 and 33.56 seconds for
the same data sets. We expect this advantage to be even more obvious in larger data
sets. However, this effect diminishes when the training data set is small, for examples, the
Kurtosis processing times of the Pima, Breastw, Arrthymia and lonsophere data sets

take less than one second.

In terms of the detection performance, when applying the Kurtosis to multiple small
sub-samples, the Kurtosis’s values are biased compared to those based on the entire train-
ing data set (Joanes and Gill, 1998). Table reports iForest’s detection performance on

selecting attributes using (a) small sub-samples versus (b) the entire data set. We also
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iForest SCiForest ORCA
Kurtosis’s (a) on small | (b) on entire || (c) on entire | (d) on entire

treatment sub-samples data set data set data set
Http 1.00 1.00 1.00 0.36
ForestCover 0.94 0.89 0.72 0.82
Mulcross 0.53 0.95 0.99 0.33
Smtp 0.72 0.90 0.86 0.80
Shuttle 0.99 0.99 1.00 0.60
Mammography 0.75 0.84 0.63 0.76
Annthyroid 0.59 0.84 0.91 0.69
Satellite 0.64 0.73 0.74 0.65
Pima 0.68 0.68 0.65 0.71
Breastw 0.97 0.97 0.98 0.98
Arrhythmia 0.80 0.80 0.73 0.78
Tonosphere 0.84 0.84 0.91 0.92

Table 7.1: The detection performance (AUC) of iForest, SCiForest and ORCA on high-
dimensional data. Using the Kurtosis attribute selector, (a) selects the attributes using
small sub-samples (iForest); (b), (c) and (d) select the attributes once using the entire data
set (iForest, SCiForest and ORCA). It is assumed that the number of original attributes
is known. The Kurtosis selects & number of attributes, where k is the number of original
attributes. Boldfaced values represent better detection performance using iForest.

included the results from SCiForest (Table [7.1)c)) and ORCA (Table [7.1(d)) for refer-
ences. For iForest, we find that there is a trade off in the detection performance when
selecting attributes using small sub-samples, for example the Mulcross, Mammography,
Annthyroid and Satellite data sets. Comparing iForest, SCiForest and ORCA using kur-
tosis applied on the entire data set, the isolation-based methods are better than ORCA.
iForest has 9 wins and 3 loses compared to ORCA, and SCiForest has 6 wins, 1 draw and
5 loses compared to ORCA.

Overall, although using the Kurtosis as an attribute selector helps in dealing with
high-dimensional data, it is important to know how many attributes are needed in the
attribute selection process. Since the anomalies are usually only different from the normal
instances in a few attributes and the detection performance in our experiment usually
peaks in a range between 5 to 20 attributes (see Appendix , we recommend that the
number of selected attributes be set to a value between 5 to 20.

Another concern in this experiment is that the artificially generated irrelevant at-
tributes may not be representative of real life situations. In real-life situations, if the
irrelevant attributes score higher than the relevant attributes according to the attribute
selector, then these irrelevant attributes must be manually removed to achieve a good

detection performance.



88 CHAPTER 7. BEHAVIOURS ON HIGH DIMENSIONAL DATA

7.2 SCiForest’s Ability to Handle High Dimensional Data

For SCiForest, the ability to handle high dimensional data is inherent in the split selection
process because of the use of the Sd,cquction Split selection trials in selecting the hyper-
planes that separate the anomalies from the normal points. In each of the Sd,cquction
trials, a different hyper-plane is generated. If anomalies are separable in a particular
hyper-plane, then Sdcquction returns a higher value compared to the other hyper-planes
in which the anomalies are not clearly separable. After a number of trials, the hyper-plane
with the highest Sd,cquction 18 selected to separate the data. This mechanism increases the
likelihood for relevant attributes to be involved as they are able to separate the anomalies
from the normal points. Table reports the detection performance of SCiForest and
iForest over twelve data sets with added irrelevant attributes. In general SCiForest has
better a detection performance over iForest as reflected in the mean AUC at the bottom of
the table. Some of the differences are remarkable, e.g., http, Shuttle and Breastw in which
the AUC differences are 0.34, 0.32 and 0.27. In the cases of smtp, pima and arrhythmia,

the difference between the two methods is minimal with only 0.03 differences in the AUC.

SCiForest | iForest

Http 0.91 0.56
ForestCover 0.59 0.54
Mulcross 0.77 0.56
Smtp 0.51 0.53
Shuttle 0.95 0.63
Mammography 0.69 0.54
Annthyroid 0.59 0.53
Satellite 0.67 0.60
Pima 0.54 0.52
Breastw 0.88 0.61
Arrhythmia 0.76 0.79
Tonosphere 0.75 0.64
mean 0.72 0.59

Table 7.2: The AUC performance of SCiForest and iForest on data sets with added irrel-
evant attributes. Irrelevant attributes are added so that the total number of attributes is
512.

In this section, we have seen the advantage of SCiForest compared to iForest in han-
dling data sets with added irrelevant attributes, without the help of an external attribute
selector. However, there are data sets which do not respond well to SCiForest, e.g., Smtp,
Pima and ForestCover. In the next section, we conduct two experiments to identify con-

ditions in which SCiForest performs well with high dimensional data.
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7.3 Understanding SCiForest’s Detection Performance

In this section, we contrast two scenarios to understand a condition which helps SCiForest
to correctly identify anomalies in high dimensional space. This condition is that when
the anomalies are clustered, they are easier for SCiForest to detect because their numbers
provide statistical evidence that some attributes are relevant when such evidence is lacking
in the scattered anomalies. In the following experiments, we use iForest’s result as a control

measure. Ten-run averages are reported.

7.3.1 Scenario 1 (S1): Global clustered anomalies in high dimensional

space

In S1, we first generate two data sets (dsscll and dsscl2), each containing a two-dimensional
normal distribution of 2000 points as the normal points and 200 clustered anomalies. The
covariance matrices used for generating these normal distributions are (10,3,3,2) and
(1,2,2,8) respectively. Both normal distributions are centred at (0,0). The 200 clustered
anomalies of both data sets are located at (5, —5), outside of the normal distributions.
These clustered anomalies are densely generated within a narrow range of 0.1. The anoma-
lies in dsscll and dsscl2 are not correlated. The final data set is generated by combining
dsscll, dsscl2 and various irrelevant attributes column-wise into a single data set. Under
this arrangement, there are anomalies which can only be identified by dsscll and anoma-
lies that can only be identified by dsscl2. The ground truth of the final data set is the
anomaly labels of dsscll and dsscl2. Figure illustrates dsscll and dsscl2 with their

clustered anomalies marked with a (A) symbol.

From Section in Chapter [5] we know that SCiForest is able to detect clustered
anomalies and so we expect SCiForest to be able to detect the clustered anomalies in dsscll
and dsscl2 before adding the irrelevant attributes. Interestingly, in Figure (a), we find
that SCiForest is able to maintain an AUC close to 1 even after 50 irrelevant attributes have
been added to dsscll and dsscl2. The reason why SCiForest is able to maintain such a high
detection performance is that the Sd,equction criterion in SCiForest is sensitive to clustered
anomalies, and as such hyper-planes with relevant attributes are selected when SCiForest’s
models are being trained. When the number of irrelevant attributes becomes large, the

probability of selecting the relevant attributes in the trained model gradually decreases.
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dsscll dsscl2

Figure 7.2: Scenario 1—distributions dsscll and dsscl2 each contains 200 clustered anoma-
lies and 2000 normal points. Circle (o) denotes normal instances; triangle (A) denotes
anomalies.

Since the parameter 7 controls the number of hyper-planes considered in training the
SCiForest models, in Figure [7.5(b), we find that setting 7 = 20 gives a better detection
performance than 7 = 10 as 7 = 20 allows a higher probability of relevant attributes being

selected in the trained model. Note that SCiForest’s result in Figure [7.5[a) is the same

curve (7 = 10) in Figure[7.5(b); Figure [7.5[b) shows a very narrow range (0.99 — 1) in the
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Figure 7.3: (a) Detection performance of SCiForest and iForest in S1, (b) Detection per-
formance of SCiForest with different 7 parameters. In data with a very high number of
irrelevant attributes, SCiForest requires a greater 7 parameter in order to maintain a high
detection performance. Note that the AUC difference in (b) is very small.



7.3. UNDERSTANDING SCIFOREST’S DETECTION PERFORMANCE 91

7.3.2 Scenario 2 (S2): Local scattered anomalies in high dimensional

space

In S2, we generate the same normal distributions as in S1 and name them dsl and ds2.
However, in S2, we instead assign the fringe points outside of the third quartile as anoma-
lies. Figure illustrates the two data sets dsl and ds2. Similarly to S1, we generate
irrelevant attributes with a uniform distribution. The anomalies in dsl and ds2 are not
correlated. The final data set is generated by combining dsl, ds2 and various irrelevant
attributes column-wise into a single data set. The ground truth of the final data set is the

anomaly labels of dsl and ds2.

dsl ds2

Figure 7.4: Scenario 2—the two two-dimensional distributions, dsl and ds2 contain scat-
tered anomalies. A circle (o) denotes the normal instances while a triangle (A) denotes
the anomalies.

When comparing the detection performance of SCiForest and iForest in S2, we find that
the detection performances of both detectors deteriorate when the number of irrelevant
attributes increases. This deterioration is due to more and more irrelevant attributes
being selected in building the models. Figure compares the detection performance of
SCiForest and iForest. Their performances are similar and SCiForest does not have a huge
advantage over iForest in S2. The reason for this is that the Sd,eguction criterion is unable
to select the relevant attributes in S2.

To improve the performance of SCiForest and iForest in S2, it is possible to apply the
kurtosis as an attribute selector, since the attributes relevant to the anomalies usually

have a highly skewed distribution. In S2, the kurtosis values of the relevant attributes are
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Figure 7.5: Scenario 2—the detection performance of SCiForest and iForest in S2.

always higher than those of the irrelevant attributes. The kurtosis values of the attributes
in dsl and ds2 are 0.106, 0.108, -0.144 and -0.167 while kurtosis values of the irrelevant
attributes are less than —1.1. We can safely say that using kurtosis as an attribute selector
would greatly improve the detection performance in S2. Although kurtosis is able to find
the relevant attributes in a high dimensional setting, it is unclear whether we can use it
to formulate a split selection criterion that replaces Sd;equction. We will discuss this issue

in Section [8.3] of Chapter

In summary, as shown in Section [7.3.1] we find that SCiForest is able to determine the
relevant attributes in high dimensional space with many irrelevant attributes as long as
the anomalies are clustered. This condition is an important factor in SCiForest’s better
detection performance in high dimensional space. In contrast, in Section our ex-
perimental result suggests that SCiForest performs poorly with scattered anomalies. This
is because SCiForest is unable to determine the relevant attributes and its detection per-
formance is reduced to a level similar to its randomized counterpart iForest. Aside from
its original purpose in selecting good hyper-planes and split points in each node, we show
that Sdyequction 18 also useful for selecting the relevant attributes in high dimensional space

provided the anomalies are clustered.
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7.4 Evaluation using a Synthetic Data Generator

Using the Mulcross data generator, we are able to generate high dimensional data con-
taining clustered anomalies. The settings for Mulcross data generator are a = 0.005, D =
20,cl = 1,n = 2000,d = {1,...,300}, which produce 10 clustered anomalies in each data
set with dimensionality ranging from 1 to 300. Note that the maximum dimensionality
used in (Rocke and Woodruff, 1996)) is 40. At the maximum dimensionality of 300, only
a few attributes are able to distinguish the anomalies from normal instances as shown in
Figure [7.6[a). Most other attributes depict the anomalies as points inside the cluster of

the normal points (Figure [7.6(b)).
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Figure 7.6: Examples of data generated with Mulcross with 300 attributes. (a) shows
the selected attributes that expose the anomalies (lower right corner); (b) illustrates the
attributes in which the anomalies (inside the cluster) are indistinguishable from the normal
instances. The black circles denote the normal instances and the red triangles denote
the anomalies. The anomalies are very close together showing only one triangle in each
diagram above.

In this experiment, we compare iForest, SCiForest and ORCA in an increasing number
of dimensions. Both iForest and SCiForest use their default settings as stated in Table
of Chapter 4] For ORCA, we increase the k parameter to 20 so that k is large enough to
detect the 10 clustered anomalies in this experiment.

Using all the dimensions available, Figure reports the detection performance of
the three detectors; it shows that SCiForest has the best detection performance followed
by ORCA and iForest in the full range of dimensions. The AUC results presented are

smoothed over ten-run averages. It takes about 120 dimensions for SCiForest’s detection
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Figure 7.7: Using Mulcross data generator a = 0.005,D = 20,cl = 1,n = 2000,d =
{1,...,300}, the above result shows that SCiForest has the best detection performance
(AUC in x-axis) followed by ORCA and iForest, as the dimensionality increases (y-axis).

performance to fall through the 0.5 mark and 50 for iForest and ORCA. Since iForest
employs a random attribute selection, iForest includes many irrelevant attributes in its
models, causing a lower detection accuracy. ORCA suffers from the curse of dimension-
ality as the distance becomes increasingly meaningless in high dimensional space, while
SCiForest is able to select the relevant attributes using Sd,equction- This explains why

SCiForest performs better than ORCA and iForest.

In this experiment, we show that SCiForest has a higher tolerance of high dimensional
data compared to iForest and ORCA. Along with these high dimensional data sets, we
also have experimented with random projections (Johnson and Lindenstrauss, |1984]). We
find that there is no obvious advantage to using random projections instead of the original
attributes in these data sets. We conjecture that many of the attributes in the Mulcross
data set are not useful in distinguish the anomalies from normal points and so random

projections generated from these attributes are not beneficial for anomaly detection tasks.



7.5. CHAPTER SUMMARY 95

7.5 Chapter Summary

This chapter looks at ways the isolation-based methods can deal with anomalies in high
dimensional space. We find that by using a statistical test as an attribute selector, we are
able to provide low cost dimensionality reduction for iForest. When kurtosis is applied
on small sub-samples, iForest has the advantage of a faster processing time in large data
sets. When kurtosis is applied on the entire training sample, the detection performance
of iForest is generally better than when kurtosis is applied on small sub-samples.

We also find that SCiForest naturally selects relevant attributes through the use of its
split selection criterion. SCiForest is effective when the anomalies are clustered, since the
clustered anomalies allows SCiForest to determine the relevant attributes.

Using Mulcross to generate high dimensional data, we find that SCiForest is the least

affected by the increase of dimensionality as compared to iForest and ORCA.
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Chapter 8

Future Work

Isolation-based methods can be extended to deal with data streams (Section [8.1)), cate-

gorical data (Section and high dimensional data (Section [8.3).

8.1 Data streams

Data streams are potentially infinite, so an anomaly detector can only afford to look at
the data once and must be able to cater for concept drift, forgetting outdated data and
adapting to new data (Gama, 2010). To minimize the processing time, a trained model
can be used throughout the entire data stream, provided it is updated when a change
in concept occurs. Isolation-based methods can likely be applicable to on-line anomaly
detection without major modifications. Since they only require a small subset of the
training samples to train working models, they can start detecting early in a data stream.
Their minimal training time also means that they can easily adapt to a concept change

without much delay. We expect that this line of research will be very fruitful.

8.2 Categorical Data

Categorical data refers to data with discrete values without any ordering between these
values and a finite number of possible values. Because of the lack of ordering, we cannot use
categorical data directly in an isolation-based method. Also, with a finite (or usually very
small) number of possible values, it implies that categorical data can be under-represented
in the isolation-based framework due to fewer possible split points. Our goal is to handle

both categorical and numerical attributes with the same isolation framework.
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In Appendix [E] we present a simple way to provide an ordering for categorical data in
isolation-based methods. Our intuition is to (i) provide an ordering for categorical data
and (ii) make categorical attributes compatible with numeric attributes in terms of being
continuous. The rationale for (ii) is to not under represent categorical attributes as they
will have as many possible split points as their numeric counterparts.

In the preliminary study in Appendix [E] we find that a simple frequency ranking
transformation is able to provide numerical orderings for categorical attributes so that
they can be processed with isolation-based methods. We have shown a few examples
of this transformation. However, this is not enough to confirm the effectiveness of this
transformation. To do so, a more comprehensive study is required, which may involve

other transformation methods and other anomaly detectors for comparison.

8.3 High Dimensional Data

Although we have presented several experimental results in Chapter [7]on different ways in
which isolation-based methods can handle high dimensional data, the maximum number
of dimensions we experiment with (512) is far less than the requirements of some modern
data mining tasks, e.g., text mining. For isolation-based methods to handle an even higher
number of dimensions, other possible extensions could explore different split-point selection
criteria and different types of hyper-planes to isolate anomalies in high dimensional spaces.
In terms of the split-point selection criteria, there are many different statistical tests that
would be good candidates for selecting relevant attributes, e.g., Grubb’s test (Livesey,
2007). More work is needed to formulate new split-point selection criteria that are able to
select relevant attributes as well as good split points. Also, it may be possible to utilize a
small number of labelled anomalies to guide the attribute selection process. However, this
involves the cost of labelling the true anomalies. Also, so far we have only experimented
with hyper-planes defined by simple linear equations. Hyper-planes defined by kernels

would be an interesting research direction.



Chapter 9

Conclusions

This thesis proposes the first isolation-based anomaly detection method and makes four

key contributions to the field of anomaly detection:

Firstly, we introduce the use of isolation as an effective and efficient means to detect
anomalies compared to the commonly used distance and density measures. We show that
the concept of isolation, when carried out in tree structures (or an isolation-framework),
takes full advantage of the anomalies’ properties of being ‘few and different’. This isolation-
framework isolates the anomalies closer to the root nodes while the normal points form
long branches. This enables the average path length to be used as a measurement for
the normality or abnormality. A short average path length indicates anomalies while a
long average path length indicates normal points. We also demonstrate that anomaly
definitions based on distance and density do not subsume the properties of being ‘few
and different’ completely and show that isolation-based methods cover a wider range of

anomalies, including scattered and clustered anomalies.

Secondly, we design isolation-based methods that have a low linear time complexity
and very small memory requirement. In practice, we can build well performing isolation
models with a small number of trees and small sub-samples of fixed size regardless of
how large the data sets are. We demonstrate that a constant training time and space

complexities can be achieved without compromising the predictive accuracy.

Thirdly, we introduce two ways to modify the isolation-based framework, in the use
of the hyper-plane and deterministic split-point selection criterion, to increase its perfor-

mance in detecting a very difficult class of anomalies—local clustered anomalies. This
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gives rise to a variant called SCiForest. These modifications increase the ability to de-
tect local clustered anomalies without a huge increase in the time and space complexities
as compared to another variant, iForest, which uses an axis-parallel split and a random
split-point selection criterion.

Fourth, our empirical comparison compares our isolation-based methods with three
state-of-the-art anomaly detectors and shows that isolation-based methods are superior in

terms of:
e their ability to handle clustered anomalies, especially in SCiForest,

e their runtime, predictive accuracies and memory requirements, especially for large

data sets, and
e their robustness to a high number of anomalies.

In addition, we show that isolation-based methods are capable of being trained with or
without anomalies. We also demonstrate their ability to deal with anomalies in high
dimensional data by using an attribute selector and for SCiForest when the anomalies are
clustered.

In future works, we expect isolation-based methods to be extended to handle data
streams, categorical data and high dimensional data. Isolation-based methods are good
candidates for detecting anomalies in data streams, since they are very computationally
efficient as shown in this thesis. In terms of handling categorical data, a preliminary study
is provided in Appendix [E] showing some early results in utilizing the same isolation-based
framework to handle categorical data. This is made possible by a simple transformation
process that converts the categorical values to numeric values. As for handling high-
dimensional data, a further exploration of the split-point selection criteria and different

forms of hyper-plane are expected to lead to improved methods.
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Appendix A

Technical Details for The

Empirical Evaluation

A.1 Twelve Natural Data Sets

The twelve natural data sets used for evaluation can be found in UCI repositoryE] (Asuncion
and Newman, 2007)).

The description of the twelve natural data sets are as follows:

e The http and smtp data sets are taken from (Yamanishi et al., 2000)). The original
KDD CUP 99 network intrusion data set has 41 attributes (34 continuous and 7
categorical) and class labels. The class labels are made up of 22 attack types and
the ‘normal’ operation. The original data set contains 80.1% of attacks, 3,925,651
out of 4,898,431. To make it possible to apply the anomaly detection methods, a
subset of 976,157 records, including 3,377 attacks (0.35%) is selected. Four attributes
{service, duration, src_bytes, dst_bytes} out of the 41 attributes are selected as they
were recognized as the most basic attributes (Yamanishi et al., 2000). The data are
then further divided into five subsets {http, smtp, ftp, ftp_data, others} according
to the labels in the service attribute. The http and smip are the two largest subsets.
The remaining three attributes {duration, src_bytes, dst_bytes} are transformed by

y = log(x + 0.1) so that they are not concentrated around 0.

e The Annthyroid data set was used in anomaly detection, e.g. (Abe et al.; 2006]).

In this thesis, classes 1 and 2 both are labelled as anomalies rather than using the

http://archive.ics.uci.edu/ml/

109



110

APPENDIX A. TECHNICAL DETAILS FOR THE EMPIRICAL EVALUATION

same data set twice with the different class being the labelled anomalies. In the
original problem, the class 1 refers to ‘increased binding protein’ meaning hyper-
functioning thyroid, the class 2 ‘decreased binding protein’ meaning subnormal-

functioning thyroid and only the class 3 ‘negative’ is normal.

The Arrhythmia data set was used in (He et al., 2005b). As used in the previous
work, classes 03, 04, 05, 07, 08, 09, 14 and 15 are regarded as the anomalies, which

are less than 5% of the data.

The Dermatology data set is converted into an anomaly detection problem by la-
belling class 6 ‘pityriasis rubra pilaris’ (PRP), a rare condition, the smallest class,
as the anomalies. For this data set, the attribute 34 ‘Age’ is removed so that the

anomalies are detected regardless of age.

The ForestCover data set is being converted to an anomaly detection problem
by retaining the largest and the smallest classes (classes 2 ‘Lodgepole Pine’ and 4
‘Cottonwood/Willow’). The smallest class ‘Cottonwood/Willow’ is being labelled as

the anomalies. This data set was used in (Bay and Schwabacher, 2003)).

The Tonosphere data set is also an anomaly detection problem by labelling class
‘bad’ as anomalies. The class ‘bad’ is transmitted radar signals pass through the
ionosphere without returning. The class ‘good’ are signals returns that show some

type of structures in the ionosphere.

The Pima data set is converted to an anomaly detection problem by labelling the
positive diabetics as the anomalies. In this data set, anomaly detection can be seen

as detecting the high risk patients which are more likely to be affected by diabetes.

The Satellite or Landsat Multi-Spectral Scanner Image data set has 6 classes. This
data set is converted to an anomaly detection problem by labelling the three smallest
classes, ‘damp grey soil’, ‘vegetation stubble’ and ‘cotton crop’ as the anomalies. This
data was used in (Lazarevic and Kumarl 2005) with only the smallest class labelled
as anomalies, however, the observed AUC is very close to 0.5 for many detectors,

which is meaningless in anomaly detection.

The Shuttle data set is used in (Lazarevic and Kumar), 2005). In this thesis, the

anomalies are the classes 2,3,5,6 and 7 and the normal points are the class 1.
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e The Breastw or Wisconsin Breast Cancer data set was used in (Williams et al.,

2002). The malignant instances are labelled as the anomalies.

e The Mammography was used in (Lazarevic and Kumar, [2005). Class 2 is labelled

as the anomalies.

A.2 Synthetic Data Generator

The Mulcross data generatorE] is designed to evaluate anomaly detectors. Mulcross gen-
erates a multi-variate normal distribution with a selectable number of anomaly clusters.
The Mulcross data generator generates anomalies that have a covariance matrix same as
that of the normal instances. In other words, the normal instances and the anomaly clus-
ters have the same shape. In the context of the statistical-based outlier detection, it is
suggested that if this kind of anomalies can be detected, then other kinds of anomalies
should be detected as well (Rocke and Woodruff, (1996). This kind of anomalies is also
known as shift outliers (Hawkins| [1980) in which the normal instances and the anomalies
are drawn from the same multivariate normal distribution with the anomalies displaced.
With Mulcross, users can adjust the number of abnormal clusters cl, the number of points
generated n, the ratio of “bad” data a, the distance between the anomalies and the normal
points D, and the number of dimensions d. Throughout this thesis, the same symbols will

be used to denote the settings of Mulcross. An example of Mulcross generated data can

be found in Figure

A.3 Isolation Forest package in R

I provide a publicly available implementation of iForest and it can be found in:
http://sourceforge.net/projects/iforest/.

It is intended to be used with R[ﬂ as an add-on library. For the windows operating
system, after downloading the file IsolationForest_0.0-25.zip. In an R console, to
install the implementation, go to menu->Packages->Install package(s) from local
zip files... and select the downloaded file. You only have to do this once. To load the

package in R, type in library(IsolationForest). If the package is correctly loaded, the

’http://1ib.stat.cmu.edu/jasasoftware/rocke
3http://www.r-project.org/
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Figure A.1: An example of data generated by the Mulcross data generator.

\ n \ d \ anomaly class ‘
3

Http | 567497 attack (0.4%)
class 4 (0.9%)

ForestCover | 286048 | 10 vs. class 2
Smtp | 95156 3 attack (0.03%)
Shuttle | 49097 9 | classes 2,3,5,6,7 (7%)
Mammography | 11183 6 class 1 (2%)
Annthyroid 6832 6 classes 1, 2 (7%)

3 smallest
Satellite 6435 | 36 classes (32%)
Pima | 768 | 8 pos (35%)
Breastw 683 9 malignant (35%)

classes: 03,04,05,07,

Arrhythmia 452 | 274 08,09,14,15 (15%)
largest class vs.

Dermatology 366 | 33 smallest class (5%)
Ionosphere 351 | 32 bad (36%)

Table A.1: Properties of the data used for empirical evaluation, where n is the number of
instances, and d is the number of dimensions, and the percentage in bracket indicates the
percentage of anomalies.

R console displays the name and the version number of this package. The main functions
in this package are the IsolationTrees and AnomalyScore functions. Information about
these functions is available by typing: ?IsolationTrees at the R console. At the time
of writing, this package only includes the implementation of iForest. The implementation

of SCiForest will be included in the package at a later stage. For the IsolationTrees
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function, the default setting of iForest used in this thesis is: ntree=100, rFactor=1,

rowSamp=T, nRowSamp=256.

A.4 Implementations of Other Anomaly Detectors Used

In this thesis, three other anomalies detectors are used for demonstration and empirical
evaluation. They are the ORCA (Bay and Schwabacher, [2003), LOF (Knorr and Ng,
1998) and SVM (Scholkopf et al., [2000). Respectively, they represent the state-of-the-art
distance-, density- and model-based anomaly detectors. For this thesis, the implementa-
tion of ORCA can be found in: http://www.stephenbay.net/orca/. The implementa-
tion of LOF can be found in the R package dprep, under the function lofactor(data,k).
This implementation can be slower than other LOF implementations, due to the use of
scripting language. However, the dprep package is well tested and it is available since
2005. The implementation of SVM can be found in the R package kernlab, under the
function ksvm(...). The parameter setting for ksvm is: type="one-svc", kernel =
"rbfdot", kpar = "automatic". This setting performs the novelty detection using the
Radial Basis kernel (Gaussian) with the selection of hyper-parameters, including sigma
inverse kernel width, using the heuristics in the function sigest(...) (Caputo et al.,
2002). More details on these implementations can be found in their respective web sites

and help pages.
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Appendix B

A Probabilistic Explanation to

Isolation Trees

In order to understand the susceptibility of Isolation in terms of the average path length,
we analyse the property of the expected path length in relation to the underlying data
distribution. For univariate cases, the expected path length of every point in a distribution
can be summarized as a summation series from all the possible isolation trees. For symbols
and notations, please refer to Table

Let us start with a simple model. Given a sample of univariate, {zg, 1,22} € X,

where zg < x1 < 9, as shown below.

There are two possible tree structures that can isolate these points:

(Tree A) 6\ (Tree B) /A

T T
0 ry T2 o 1 2

If the initial split point falls between x¢ and x1, then Tree A is constructed, else Tree
B. The expected path length for each point can be calculated exactly according to the

possible tree structures mentioned above:
E(h(z9)) = P(h(zp) =1) x 1 + P(h(zo) = 2) x 2,
E(h(z1)) = P(h(z1) =1) x 1 + P(h(z1) = 2) x 2,

E(h(z2)) = P(h(z2) = 1) x 1 + P(h(z2) = 2) x 2.
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a data point, x = [z, ..., 27|

a dataset x € X

number of data points in a data set, n = | X|
index of data point x,,,, m € {0,...,n — 1}

a set of attributes

number of attributes, d = |Q)|

an attribute

a tree or a node

number of trees
path length or function h(x) which returns the path length of x
evaluation height limit

sub-sampling size
a possible path length
cl number of anomaly clusters

>
~@§wwﬂﬂ QO3 3| | &

The probability function

)

.) | The expectation function

) | average height of random binary trees,c(n) =2H(n —1) —2(n—1)/n
H (i) | harmonic number H (i) ~ In(i) + 0.5772156649 (Euler’s constant)

Cp | The Catalan Number, C), = < 2p ) — < 2p )

p p—1
Cpr | The Catalan Number, Cp, = ( p—}l?—r > _ ﬁi‘;

Table B.1: Symbols and Notations

Let D;; be the distance between z; and x;. In this simple example, the first split

point of a tree basically decides which possible structure will be formed. Assuming uni-

form distribution, the probability of P(h(zg) = 1) = P(h(x2) = 2) = P(A) = gg’; and

P(h(zo) = 2) = P(h(x2) = 1) = P(B) = 2.

In general, where |X| > 1, the number of possible trees is €}, a Catalan number
of j, where j = |X| — 1. Cj; grows as follows: {1,2,5,14,42,132,429,1430,4862} for
| X| € {2,3,4,5,6,7,8,9,10}. Note that in cases where the number of samples is more
than three, each probabilistic component is mapped to multiple possible tree structures.
For each data point of interest x, the expected path length F(h(z)) is a summation of a
series of possible path lengths with probabilistic components such that:

|X[—1

E(h(z)) = Y P(h(z) =1)x 1. (B.1)

=1

The possible path lengths for any fringe points are h(z) € [1,|X]| — 1]; and the possible
path lengths for any non-fringe points are h(x) € [2,|X|—1]. The sum of the probabilistic

components of all the possible path lengths >, P(h(z) =1) = 1.
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This analysis using all possible trees has been conducted by (Knuth, 2006; [Ruskey),

1980).

Assuming that each possible tree structure is equally probable, i.e., under uniform
distribution; the term P(h(xz) = [) can be estimated by %—’;j(Knuth, 2006), where tp,,; is
the total number of possible trees that has h(z,,) = [ with j number of internal nodes,

n l

limj = Z C’(m—u)(m—l)Cy(j—m—l-l—u)(n—m—l)' (BQ)

u=0 u

The average path length of a data point x,, is E(h(zy,)) = hc—";j(Knuth, 2006), where iy

is the sum of path lengths for x,, in all the possible trees with j number of internal nodes,

h 5 2m 2)=2m | 2m+1)(2j —2m +1) o (B.3)
m ji—m G+D0U+2)
and m € {0,...,j}.
-
= < | .0
i
g *fz %

data points xq...x;

Figure B.1: The average path length E(h(x)) of randomly generated binary trees for
evenly spaced data points. P(h(x)) is represented by grey scale distribution.
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The average path length of all the possible treesﬂ was initially investigated in (Ruskey),
1980)). It is shown in Figure which has a dome shape. The probabilistic component
P(h(z) =1) in Equation gives the grey scale distribution in Figure The height of
this shape is approximately 4\/]'/771 For regions that have no data point, i.e., x < zy and
x > x;, those regions share the same path length as their closest fringe points. In Figure
the dome shape reveals that points on either sides of a distribution (fringe points)
have much lower expected path lengths compared to those inside the main distribution

(core points).

'Ruskey called this the shape of the random trees.
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APPENDIX C. DETAIL EMPIRICAL RESULTS

iForest with various number of trees (t)

ForestCover

| AWMt~

LN
. /f\./
‘A\‘P’l \\Wr*'\f
i
A
r.»fJ
e /'///-
//J/
.
T T T
Http

T T T T T

Shuttle

Mammography

Annthyroid

Umm———

Satellite

Breastw

W

20 40 60 80 100
number of trees t

Arrhythmia

0 i 40 60 60 100
number of trees t

Dermatology

T T T T T T
0 20 40 60 60 100

number of trees t

ITonosphere

12 16 20

8
Tirme (in seconds) -

20

12 1B 20

Time (in seconds) —

4

12 16 20
Time {in seconds) ----

g

F)

Time (in seconds) -

Figure C.1: iForest’s AUC performance (yl-axis) and processing time (y2-axis) versus the
different number of trees t (x-axis). The sub-sampling size 1) used is 256.
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C.2 iForest with various sub-sampling sizes (v)
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Figure C.2: iForest’s AUC performance (yl-axis) and processing time (y2-axis) versus the
different sub-sampling size 1) settings in log scale (x-axis). The number of trees ¢ in each

model is 100.
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iForest’s performance using Kurtosis as feature selector
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C.4 SCiForest with various number of trees (t)
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Figure C.4: SCiForest’s AUC performance (yl-axis) and processing time (y2-axis) versus
the different number of trees ¢ (x-axis). Other parameters are set to ) = 256,¢ = 2 and
T = 10.
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C.5 SCiForest with various sub-sampling sizes (v)
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Figure C.5: SCiForest’s AUC performance (yl-axis) and processing time (y2-axis) versus
the different sub-sampling size 1 settings (x-axis in log scale). Other parameters are set
tot =100,¢ = 2 and 7 = 10.
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C.6 SCiForest with various number of split selection trials
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C.7 SCiForest with various number of attributes in hyper-

planes (q)
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Appendix D

Visualizing Anomalies using

Isolation-Based models

To show that the most frequent last-tested-attributes (introduced in Section are ef-
fective in exposing anomalies using the iForest’s models. Here are extra examples of using
the frequent last-tested-attributes to visual anomalies. The highest-two most frequent
last-tested-attributes are used as x and y axes for plotting the 2-D scatter plots. The
index of the anomaly of interest is given at the bottom of each plot. Note that some of
the unmarked outlying points are outlying with respect only to the attributes that are
used. Marked anomalies are the top ten anomalies identified by iForest, which takes all

the attributes into consideration.
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Appendix E

A Preliminary Study on

Categorical Data Handling

To transform categorical attributes into numeric values for isolation-based methods, we
can apply the following method. In the training stage and the evaluation stage of the
isolation-based methods, before we construct or evaluate an iTree, for each of the categor-
ical attributes, we transform the values of the categorical attribute into an ordering such
that the most frequent labels are placed at the centre and other less frequent labels are
placed on either side. This is designed to mimic the distribution in numeric attributes,
in which the most frequent points usually appear at the centre and less frequent points
appear on either side of a distribution. The details of this transformation procedure can
be found in Algorithm [4 In lines 1 to 3, we work out the ranking order of all the possible
labels in attribute A. The for-loop in lines 5 to 8 computes the ordering of each element
a € A. Line 6 calculates the basic ordering, which places the most frequent elements at the
centre and less frequent elements on either side. The function labelrank(a, R) returns the
label ranking of o according to R. Line 7 adds a random number rand(), valued between
zero and one, to the basic ordering, such that elements of the same label spread within this
range. This makes the final ordering compatible to numeric attributes in terms of being
continuous. An illustration can be found in Figure The above transformation is done
independently for the categorical attributes in each random sub-sample that constructs
each iTree. The same procedure is also applied at the evaluation stage before evaluating

each iTree. Although the orderings of one iTree are different from another iTree, we find
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that this does not affected the path length convergence in isolation-based methods. We

will provide more evidence in future studies.

Algorithm 4 : CategoricalOrdering(A)

Inputs: A - values of a categorical attribute, A = {ay, ..., an}
Output: Z - ordering of A

1: let L be the possible labels of A
2: let F' be the frequencies of L in A
3: let R be the ranking of L in descending order according to F
4: J + @
5. for i =1 to |A| do
6: 2z <« ceiling(|L|/2) + ((labelrank(a;,R) mod 2) x 2 — 1) x(—=1)x
floor(labelrank(a;, R)/2)
7.z 4 z+rand()
8 L+ LUz
9: end for
10: return Z
Most frequent
label at the
Frequency center Less frequent
ranking labels at
either side
> \
=
Q
9 N
g \1st
S znd
ha 3I’d
th
gth 4
>
1 2 3 4 5 6
<+—> ordering

Ordering range for attribute
values of a possible label

Figure E.1: A simple conversion of categorical values to numeric ordering using the fre-
quency rankings of possible labels.

The following experiments are conducted to verify the effectiveness of this simple con-
version. We do not expect the method to be the best in handling categorical data. How-
ever, we would like to show that this method is able to deal with categorical data in
isolation-based methods. In Section we experiment with categorical data and in
Section mixed type data.
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E.1 Categorical Only Data

Our preliminary experiment uses the Lymphography and BreastCancer data sets, fol-
lowing their usage in (He et al., [2005a). The Lymphography data set has 148 instances
in 18 attributes. There are 4 classes in the data and classes 1 and 4 (4.1%, 6 instances)
are used as the anomalies, classes 2 and 3 (95.9%, 142 instances) are used as the normal
points. The BreastCancer data set from (Williams et al., |2002) is a modified verion of
Wincosin Breast Cancer data set (Breastw), in which some malignant instances are ran-
domly removed to form an imbalanced distribution. In the BreastCancer data set, the
class malignant (8%, 39 instances) is used as the anomalies and the class benign (92%, 444
instances) is used as the normal points. Since both data sets are small, we use a smaller
1 = 128 for both the SCiForest and iForest. In the following experiment, we compare
SCiForest and iForest with the LSA and KNN anomaly detectors, which are introduced

in the following two paragraphs.

LSA (He et al., 2005a)) stands for local search algorithm; it minimizes the entropy of the
presumed normal set using multiple iterations. In each iteration, points in the presumed
normal set are swapped with points in the anomaly set to minimize the objective. The
complexity of LSA is O(nbdI), where b is the number of anomalies and [ is the number

of iterations. LSA is only suitable for small data sets.

KNN (Ramaswamy et al., 2000) uses the distance of the k" nearest neighbour as the
anomaly score. In categorical data, the distance between two instances can be measured
by:

1

iy Xj

The similarity between two instances is usually a summation of individual attribute sim-
ilarities between the two instances sim(x;,x;) = 25:1 simg(Xi,X;). A simple way to
measure the similarity simg(x;,x;) between two instances x;, X; is to assign the value 1 if

the ¢g'" attribute values of the two instances are the same and 0 otherwise (Boriah et al.,
2008]).

Using the detection result in (He et al., 2005al), we are able to reconstruct the ROC
curves for comparison. Although the ROC curves may not be as detailed, they are sufficient
for the purpose of this experiment. Figure illustrates the ROC curves of SCiForest,
iForest, LSA and KNN and we find that SCiForest and iForest are comparable to LSA
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and KNN. The differences between different these detectors are very small and we only

show a narrow range of false positive rate in Figure
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Figure E.2: The ROC curves of four detectors on two data sets. In detecting anomalies,
iForest and SCiForest have a similar performance as compared to LSA and KNN, for
categorical data,. Note that only a narrow range of false positive rate (FPR) is shown.

E.2 Mixed Type Data

In the following experiment, we are going to experiment with the categorical data conver-
sion on mixed type data. Because these data sets do not have the ground truth anomalies,

we opt to showcase interesting examples within the top 10 anomalies detected by iForest.
e Adult

— age:59, Gender:male, race:pacific-islander,
native-country:china, education:5th-6th grade,
occupation:exec-managerial.
(This record is unique in the combination of race, native-country, education
and occupation. It shows that iForest is effective in selecting a rare instance

that is very different from the others.)
e Abalone

— sex:I, length:0.075, diameter:0.055, height:0.010, whole:0.002,

shucked:0.001, viscera:0.001, shell:0.0015, rings:1.
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(This is the smallest, lightest abalone with the least number of rings in the

database.)

— sex:F, length:0.815, diameter:0.650, height:0.250, whole:2.255,
shucked:0.8905, viscera:0.42, shell:0.7975, rings:14.

(This is the longest, widest and heaviest abalone in the database.)

The above results show that iForest is able to retrieve some interesting records in mixed

type environments.
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